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Information for Ordering Agencies

1a. AWARDED SPECIAL ITEM NUMBERS (SINs):

SIN Title
511210 Software Licenses
54151 Software Maintenance Services
54151HACS Highly Adaptive Cybersecurity Services (HACS)
611420 Information Technology Training
541518 Information Technology Professional Services

54151ECOM Electronic Commerce and Subscription Services

518210C Cloud and Cloud-Related IT Professional Services
54151HEAL Health Information Technology Services
541330ENG Engineering Services

541380 Testing Laboratory Services
541420 Engineering System Design and Integration Services
541611 Management and Financial Consulting, Acquisition and Grants

Management Support, and Business Program and Project
Management Services

541614 Deployment, Distribution and Transportation Logistics
Services
541614SVC Supply and Value Chain Management
541715 Engineering Research and Development and Strategic Planning
611430 Professional and Management Development Training
541620 Environmental Consulting Services
OLM Order Level Materials (OLMs)

1b. APPROVED PRODUCTS: See Pages 46-49
1c. APPROVED LABOR CATEGORY DESCRIPTIONS: See Pages 50 - 339

2. MAXIMUM ORDER: $250,000 per order for SINs 541380 and 611420, $500,000 per order for
SINs 511210, 54151, 54151HACS, 541518, 54151ECOM, 518210C, and 54151HEAL,;
$1,000,000 for SINs 541330ENG, 541420, 541611, 541614, 541614SVC, 541620, 541715, and
611430; and $100,000 per order for SIN OLM
Notwithstanding this limit, agencies may place and ManTech may honor orders exceeding this limit
in accordance with FAR 8.404. This maximum order value is a dollar amount at which it is
suggested that the ordering agency request greater discounts from the contractor before issuing the
order. The contractor may 1) offer a new lower price, 2) offer the lowest price available under the
contract, or 3) decline the order within five (5) days. In accordance with the Maximum Order
provisions contained in the Schedule, a delivery order may be placed against the schedule even
though it exceeds the maximum order threshold. There is no maximum ceiling for any task order.
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10b.
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10d.

11.

12a.

12b.

13.

ALWAYS ADVANCING

MINIMUM ORDER: $100.00 unless ManTech agrees to accept a smaller order amount. When
the Government requires supplies or services covered by this contract in an amount less than
$100, the Government is not obligated to purchase, nor is ManTech obligated to furnish those
supplies or services under the contract. However, if the Government places such orders, they
shall be deemed to be accepted by ManTech, unless returned to the ordering office within 5
workdays after receipt by ManTech.

GEOGRAPHIC COVERAGE: Services offered Locally, Nationally and/or Worldwide. The
geographic scope of this contract is the 48 contiguous states and the District of Columbia, Alaska,
Hawaii, and the Commonwealth of Puerto Rico, and, on a worldwide basis, all U.S. Government
installations and/or agencies abroad and any foreign country in which the U.S. Government does
not prohibit trade.

POINT OF PRODUCTION: Not Applicable

DISCOUNTS FROM LIST PRICES: Reference Net Pricing included herein. Discounts may
be offered on specific orders depending upon the Statement of Work, staffing, geographic
location, and other factors.

QUANTITY DISCOUNTS: None

PROMPT PAYMENT TERMS: None
FOREIGN ITEMS: None

TIME OF DELIVERY: As negotiated between Contractor and Ordering Office
EXPEDITED DELIVERY: Contact ManTech Advanced Systems International, Inc.

OVERNIGHT AND 2-DAY-DELIVERY: Contact ManTech Advanced Systems International,
Inc.

URGENT REQUIREMENTS: Contact ManTech Advanced Systems International, Inc.

FOB POINT: Destination

ORDERING ADDRESS: ManTech Advanced Systems International, Inc.
2251 Corporate Park Drive
Herndon, VA 20171-4839

ORDERING PROCEDURES: See Federal Acquisition Regulation (FAR) 8.405-3.

PAYMENT ADDRESS: ManTech Advanced Systems International, Inc.
c/o ManTech International Corporation
P.O. Box 822895
Philadelphia PA 19182-2895
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24.

25.

26.

27.
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WARRANTY PROVISIONS: Reference Ordering Procedures for Services; Standard
Commercial Warranty for Products

EXPORT PACKING CHARGES: Actual costs plus applicable G&A

TERMS AND CONDITIONS OF RENTAL, MAINTENANCE, AND REPAIR: Not
Applicable

TERMS AND CONDITIONS OF INSTALLATION: Not Applicable
TERMS AND CONDITIONS OF REPAIR PARTS: Not Applicable

TERMS AND CONDITIONS FOR ANY OTHER SERVICES: Not Applicable

LIST OF SERVICE AND DISTRIBUTION POINTS: Not Applicable
LIST OF PARTICIPATING DEALERS:

ManTech Advanced Systems International, Inc.
c/o ManTech SRS Technologies, Inc.

2251 Corporate Park Drive

Herndon, VA 20171-4839

DUNS: 066183039
CAGE: 41958

PREVENTATIVE MAINTENANCE: Not Applicable
SPECIAL ATTRIBUTES: Not Applicable

SECTION 508: Not Applicable

UNIQUE ENTITY ID (UEI): JY2BDT2K58Z6

REGISTERED IN THE SYSTEM FOR AWARD MANAGEMENT (SAM) DATABASE:
Yes

TYPES OF ORDERS: Both firm fixed-price and time and materials task orders are acceptable
under this contract.

SECURITY REQUIREMENTS: In the event security requirements are necessary, the ordering
activities may incorporate in their delivery order(s), a security clause in accordance with current
laws, regulations, and individual agency policy; however, the burden of administering the
security requirements shall be with the ordering agency. If any costs are incurred as a result of the
inclusion of security requirements, such costs will not exceed ten percent (10%) or $100,000, of
the total dollar value of the order, whichever is less.
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CONTRACT ADMINISTRATION FOR ORDERING OFFICES: Any ordering office, with
respect to any one or more delivery orders placed by it under this contract, may exercise the same
rights of termination as might the GSA Contracting Officer under provisions of FAR 52.212-4,
paragraphs (1) Termination for the Government’s convenience, and (m) Termination for Cause
(See C.1.).

PURCHASE OF INCIDENTAL, NON-SCHEDULE ITEMS: For administrative convenience,
open market (non-contract) items may be added to a Federal Supply Schedule Blanket Purchase
Agreement (BPA) or an individual order, provided that the items are clearly labeled as such on
the order, all applicable regulations have been followed, and the price reasonableness has been
determined by the ordering activity for the open market (non-contract) items.

SUBCONTRACTORS: Subcontractors are to be included on task orders under the schedule
price list labor categories and rates when possible. Upon the approval of the ordering agency,
subcontractors may be included as off-schedule costs if their services are not suitable under the
contract labor categories as listed herein (per the Schedule 70 solicitation).

TRAVEL & OTHER DIRECT COSTS (ODCS): For travel and ODCs costs, ManTech will
follow the Federal Travel Regulations or Joint Travel Regulations, as applicable. As documented
within ManTech’s disclosure statement for each Business Unit, ManTech will apply applicable
indirect rates to travel and/or ODC costs per our disclosure statements.

DIFFERENTIALS/ALLOWANCES: The rates included herein do not include Cost of Living
Allowances or Site Differentials, nor do they include Housing or Relocation Costs. These costs,
to include overtime pay and shift differentials shall be negotiated separately on a case-by-case
basis with the ordering agencies. Additionally, the rates do not include Hazardous Duty Pay or
Sea Duty/Isolated Duty. These costs shall also be negotiated separately on a case-by case- basis
with the ordering agencies.

OVERTIME: ManTech observes all overtime pay requirements of the Fair Labor Standards Act
of 1938, as amended. Thus all employees who are subject to the law’s wage and hour provisions
(that is “non-exempt” employees, such as administrative personnel and certain technicians) will
receive compensation for approved overtime in accordance with those provisions. In states that
have established other overtime standards, applicable legal requirements will be observed.

DEFENSE PRIORITIES AND ALLOCATIONS SYSTEM REQUIREMENTS: For task
orders issued under this schedule, ManTech recognizes the Defense Priorities and Allocations
System Requirements regulation, reference DFAR 252.211-15.

LIABILITY FOR INJURY OR DAMAGE: The Contractor shall not be liable for any injury to
Government personnel or damage to Government property arising from the use of equipment
maintained by the Contractor, unless such injury or damage is due to the fault or negligence of the
Contractor.

INDUSTRIAL FUNDING FEE: The Industrial Funding Fee is included in the labor rates and
the products awarded under this Schedule. The IFF does not apply to off-schedule items such as
travel, materials, and other direct costs.
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SERVICE CONTRACT ACT AND MATRIX: The Service Contract Labor Standards (SCLS)

are applicable to this contract and it includes SCLS applicable labor categories. The prices for the
cited SCLS labor categories are based on the U.S. Department of Labor Wage Determination
Number(s) identified in the SCLS matrix. The prices offered are in line with the geographic scope

of the contract (i.e. nationwide).

WD

SCLS Eligible Contract Labor Category SCLS Equivalent Code - Title Number
Computer Services - Professional Staff V* | 14045 Computer Operator V 2015-4282
Computer Services - Professional Staff
IV* 14044 Computer Operator [V 2015-4282
Computer Services - Professional Staff [II* | 14043 Computer Operator 111 2015-4282
Computer Services - Professional Staff [I* | 14042 Computer Operator 11 2015-4282
Computer Services - Professional Staff I* 14041 Computer Operator | 2015-4282
Logistics Supply Specialist I1* 21400 Warehouse Specialist 2015-4282
Logistics Supply Specialist I* 21400 Warehouse Specialist 2015-4282

01113 General Clerk III (formerly
Supply Technician I1* General Clerk 1V) 2015-4282
Supply Technician I* 21150 Stock Clerk 2015-4282
Facilities Specialist IV* 23530 Machinery Maintenance Mechanic | 2015-4282
Facilities Specialist I11* 23530 Machinery Maintenance Mechanic | 2015-4282
Facilities Specialist IT* 23530 Machinery Maintenance Mechanic | 2015-4282
Facilities Specialist I* 23370 General Maintenance Worker 2015-4282
Vehicle/Automotive Electrician I1* 05010 Electrician, Automotive 2015-4282
Vehicle/Automotive Electrician I* 05010 Electrician, Automotive 2015-4282
Vehicle Maintenance Technician I1T* 05190 Motor Vehicle Mechanic 2015-4282
Vehicle Maintenance Technician I1* 05190 Motor Vehicle Mechanic 2015-4282
Vehicle Maintenance Technician [* 05190 Motor Vehicle Mechanic 2015-4282
Vehicle Service Technician I11* 05110 Mobile Equipment Servicer 2015-4282
Vehicle Service Technician IT* 05110 Mobile Equipment Servicer 2015-4282
Vehicle Service Technician I* 05110 Mobile Equipment Servicer 2015-4282
UXO Tech I1I* 30493 Unexploded Ordinance (UXO)

Technician 11 2015-4282
UXO Tech I1* 30492 Unexploded Ordinance (UXO)

Technician 11 2015-4282
UXO Tech I* 30491 Unexploded Ordinance (UXO)

Technician | 2015-4282
Technical Editor/Report Writer* 30463 Technical Writer 111 2015-4282
Typist/Clerical* 01311 Secretary I 2015-4282
Office Administrator* 01113 General Clerk II1 2015-4282
Office Assistant™ 01111 General Clerk I 2015-4282
Habitat Management Technician* 11210 Laborer Grounds Maintenance 2015-4282
Graphics/Mapping Specialist* Drafter/CAD Operator 111 2015-4282

Authorized Federal Supply Schedule Price List
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WD
SCLS Eligible Contract Labor Category SCLS Equivalent Code - Title Number

The Service Contract Labor Standards (SCLS) is applicable to this contract and it
includes SCLS applicable labor categories. The prices for the cited SCLS labor
categories are based on the U.S. Department of Labor Wage Determination Number(s)
identified in the SCLS matrix. The prices offered are in line with the geographic scope
of the contract (i.e. nationwide).
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Terms and Conditions Applicable to Software Licenses (Special Item Number 511210) and Software
Maintenance Services (Special Item Number 54151) of General Purpose Commercial Information
Technology Software

NOTE: All non-professional labor categories must be incidental to, and used solely to support
professional services, and cannot be purchased separately.

1. INSPECTION/ACCEPTANCE
The Contractor shall only tender for acceptance those items that conform to the requirements of
this contract. The ordering activity reserves the right to inspect or test any software that has been
tendered for acceptance. The ordering activity may require repair or replacement of
nonconforming software at no increase in contract price. The ordering activity must exercise its
post acceptance rights (1) within a reasonable time after the defect was discovered or should have
been discovered; and (2) before any substantial change occurs in the condition of the software,
unless the change is due to the defect in the software.

2. END USER LICENSE AGREEMENTS REQUIREMENTS (EULA)
The Contractor shall provide all End User License Agreements in an editable Microsoft Office
(Word) format.

3. GUARANTEE/WARRANTY

a. Unless specified otherwise in this contract, the Contractor’s standard commercial
guarantee/warranty as stated in the contract’s commercial pricelist will apply to this
contract.

BIDS and DecisionPoint Warranty:

ManTech WARRANTS that the BIDS and DecisionPoint applications and service provided by its
AcqCenter Division shall conform to applicable specifications as detailed in the attached BIDS
and DecisionPoint General Descriptions and shall remain free from defects for the duration of the
service period agreement. ManTech warrants that the BIDS and DecisionPoint application
designs will not contain any computer viruses, worms, trap doors, time bombs, undocumented
passwords, disabling code, Trojan horses, or similar malicious mechanism or device. However,
ManTech does not warrant data entered, attached, or otherwise provided by clients or other third
parties for inclusion in the BIDS or DecisionPoint system.

ManTech’s obligation under this Warranty shall be limited to repair at the Headquarters
(ManTech, 14280 Park Meadow Drive, Suite 400, Chantilly, VA 20151, Phone (703) 674-
2861), or at its option, replacement of defective product. In no event shall ManTech be
responsible for incidental or consequential damages whatsoever (including without limitation,
special, or indirect damages for personal injury, loss of business profits, compromise of protected
information, business interruption, loss of business information, or any other pecuniary loss) to
system hardware configuration, or data contained thereon. ManTech shall make good faith
efforts, where applicable, to inform customers of potential incidental or consequential damages
that could occur by use of BIDS or DecisionPoint, if said potential damages are reasonably
foreseeable by ManTech prior to installation and use of the software. This Warranty shall not
apply to Products that have been damaged through negligence, accident, any misuse to include
software code tampering, or acts or nature such as floods, fires, earthquakes, lightning strikes, etc.

Authorized Federal Supply Schedule Price List
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ManTech'’s liability, whether in contract or in tort, arising out of warranties or representations,
instructions or defects from any cause, shall be limited exclusively to application replacement and
service restoration to include data archival restoration to the extent practicable under the
aforementioned conditions. ManTech requires notification of system interruption within seven
calendar days of discovery of the interruption to establish a claim under this warranty. To obtain
warranty service for BIDS application service, you must first call the AcqCenter.com help desk at
(703) 674-2973 or for DecisionPoint application service you must first call (703) 674-9108. The
telephone representative will provide further information, including scheduling of service at
Warrantees facility if appropriate. During the period of this limited Warranty, ManTech will
provide Technical Support at no additional charge to you. Technical Support is limited to
application support installed by ManTech. Technical Support may be obtained by calling the
BIDS Technical Help Desk, Monday Friday, 8 a.m. to 6 p.m. E.S.T., at (703) 674-2973 or
DecisionPoint Technical Help Desk, Monday through Friday, 8 a.m. to 6 p.m. E.S.T at (703)
674-2861.

The above Warranty applies to services and applications provided by ManTech. ManTech may, at
the warrantee’s request, provide hardware, software, firmware or other information technology
from Original Equipment Manufacturers or other third parties. Equipment and services provided,
but not manufactured by ManTech, are warranted and will be repaired to the extent of and
according to the current terms and conditions of the respective manufacturers. In no event shall
ManTech be liable for consequential, incidental, special, indirect or punitive damages or attorney
fees or court costs, in relation to any failure of the hardware, software, firmware or information
technology provided by ManTech to perform as specified in this warranty. Monetary damages
relating to this warranty, whether arising in contract or in tort, or otherwise, shall be limited to the
contract price for the specific hardware, software, firmware or information technology subject to
a warranty claim.

Disputes regarding this warranty shall be resolved in accordance with FAR clause 52.233-1,
Disputes.

b. The Contractor warrants and implies that the items delivered hereunder are merchantable
and fit for use for the particular purpose described in this contract. If no implied
warranties are given, an express warranty of at least 60 days must be given in accordance
with FAR 12.404(b) (2)

c. Limitation of Liability. Except as otherwise provided by an express or implied warranty,
the Contractor will not be liable to the ordering activity for consequential damages
resulting from any defect or deficiencies in accepted items.

4. TECHNICAL SERVICES
The Contractor, without additional charge to the ordering activity, shall provide a hot line
technical support number BIDS (703) 674-2973 or Decision Point (703) 674-2861 for the purpose
of providing user assistance and guidance in the implementation of the software. The technical
support number is available from 8 a.m. to 6 p.m. EST.

5. SOFTWARE MAINTENANCE
a. Software maintenance as it is defined: (select software maintenance type):
X 2. Software Maintenance Services (SIN 54151)

Authorized Federal Supply Schedule Price List
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Software Maintenance Services creates, designs, implements, and/or integrates
customized changes to software that solve one or more problems and is not
included with the price of the software. Software Maintenance Services includes
person-to-person communications regardless of the medium used to
communicate: telephone support, on-line technical support, customized support,
and/or technical expertise which are charged commercially. Software
Maintenance Services is billed arrears in accordance with 31 U.S.C. 3324.

Software Maintenance Services is billed in arrears in accordance with 31 U.S.C.
3324.

Invoices for maintenance service shall be submitted by the Contractor on a quarterly or
monthly basis, after the completion of such period. Maintenance charges must be paid in
arrears (31 U.S.C. 3324). PROMPT PAYMENT DISCOUNT, IF APPLICABLE,
SHALL BE SHOWN ON THE INVOICE.

6. PERIODS OF TERM LICENSES (SIN 511210) AND MAINTENANCE (SIN 54151)

a.

b.

The Contractor shall honor orders for periods for the duration of the contract period or a
lessor period of time.

Term licenses and/or maintenance may be discontinued by the ordering activity on thirty
(30) calendar day’s written notice to the Contractor.

Annual Funding. When annually appropriated funds are cited on an order for term
licenses and/or maintenance, the period of the term licenses and/or maintenance shall
automatically expire on September 30 of the contract period, or at the end of the contract
period, whichever occurs first. Renewal of the term licenses and/or maintenance orders
citing the new appropriation shall be required, if the term licenses and/or maintenance is
to be continued during any remainder of the contract period.

Cross-Year Funding Within Contract Period. Where an ordering activity’s specific
appropriation authority provides for funds in excess of a 12 month (fiscal year) period,
the ordering activity may place an order under this schedule contract for a period up to
the expiration of the contract period, notwithstanding the intervening fiscal years.

Ordering activities should notify the Contractor in writing thirty (30) calendar days prior
to the expiration of an order, if the term licenses and/or maintenance is to be terminated
at that time. Orders for the continuation of term licenses and/or maintenance will be
required if the term licenses and/or maintenance is to be continued during the subsequent
period.

7. UTILIZATION LIMITATIONS - (SIN 511210 AND SIN 54151)

a.

b.

Software acquisition is limited to commercial computer software defined in FAR Part
2.101.

When acquired by the ordering activity, commercial computer software and related
documentation so legend shall be subject to the following:

(D Title to and ownership of the software and documentation shall remain with the
Contractor, unless otherwise specified.

2) Software licenses are by site and by ordering activity. An ordering activity is
defined as a cabinet level or independent ordering activity. The software may be
used by any subdivision of the ordering activity (service, bureau, division,
command, etc.) that has access to the site the software is placed at, even if the

Authorized Federal Supply Schedule Price List
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subdivision did not participate in the acquisition of the software. Further, the
software may be used on a sharing basis where multiple agencies have joint
projects that can be satisfied by the use of the software placed at one ordering
activity's site. This would allow other agencies access to one ordering activity's
database. For ordering activity public domain databases, user agencies and third
parties may use the computer program to enter, retrieve, analyze and present
data. The user ordering activity will take appropriate action by instruction,
agreement, or otherwise, to protect the Contractor's proprietary property with any
third parties that are permitted access to the computer programs and
documentation in connection with the user ordering activity's permitted use of the
computer programs and documentation. For purposes of this section, all such
permitted third parties shall be deemed agents of the user ordering activity.

Except as is provided above, the ordering activity shall not provide or otherwise
make available the software or documentation, or any portion thereof, in any
form, to any third party without the prior written approval of the Contractor.
Third parties do not include prime Contractors, subcontractors and agents of the
ordering activity who have the ordering activity's permission to use the licensed
software and documentation at the facility, and who have agreed to use the
licensed software and documentation only in accordance with these restrictions.
This provision does not limit the right of the ordering activity to use software,
documentation, or information therein, which the ordering activity may already
have or obtains without restrictions.

The ordering activity shall have the right to use the computer software and
documentation with the computer for which it is acquired at any other facility to
which that computer may be transferred, or in cases of Disaster Recovery, the
ordering activity has the right to transfer the software to another site if the
ordering activity site for which it is acquired is deemed to be unsafe for ordering
activity personnel; to use the computer software and documentation with a
backup computer when the primary computer is inoperative; to copy computer
programs for safekeeping (archives) or backup purposes; to transfer a copy of the
software to another site for purposes of benchmarking new hardware and/or
software; and to modify the software and documentation or combine it with other
software, provided that the unmodified portions shall remain subject to these
restrictions.

"Commercial Computer Software" may be marked with the Contractor’s standard
commercial restricted rights legend, but the schedule contract and schedule
pricelist, including this clause, "Utilization Limitations" are the only governing
terms and conditions, and shall take precedence and supersede any different or
additional terms and conditions included in the standard commercial legend.

8. SOFTWARE CONVERSIONS - (SIN 511210)
Full monetary credit will be allowed to the ordering activity when conversion from one version of
the software to another is made as the result of a change in operating system, or from one
computer system to another. Under a term license (511210), conversion credits which accrued
while the earlier version was under a term license shall carry forward and remain available as
conversion credits which may be applied towards the perpetual license price of the new version.

Authorized Federal Supply Schedule Price List
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9. DESCRIPTIONS AND EQUIPMENT COMPATIBILITY
The Contractor shall include, in the schedule pricelist, a complete description of each software
product and a list of equipment on which the software can be used. Also, included shall be a
brief, introductory explanation of the modules and documentation which are offered.

Authorized Federal Supply Schedule Price List
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Terms and Conditions Applicable to Highly Adaptive Cybersecurity Services (HACS) (Special Item

Number 54151HACS)

****NOTE: Non-professional labor categories must be incidental to, and used solely to support
Highly Adaptive Cybersecurity Services, and cannot be purchased separately. Further, non-
professional labor categories shall be offered under SIN ANCILLARY only.

**%**NOTE: Labor categories under the Special Item Number 54151S Information Technology
Professional Services may remain under SIN 54151S unless the labor categories are specific to the
Highly Adaptive Cybersecurity Services SINs.

Vendor suitability for offering services through the Highly Adaptive Cybersecurity Services
(HACS) SINs must be in accordance with the following laws and standards when applicable to the
specific task orders, including but not limited to:

Federal Acquisition Regulation (FAR) Part 52.204-21

OMB Memorandum M-06-19 - Reporting Incidents Involving Personally Identifiable Information
and Incorporating the Cost for Security in Agency Information Technology Investments

OMB Memorandum M -07-16 - Safeguarding Against and Responding to the Breach of
Personally Identifiable Information

OMB Memorandum M-16-03 - Fiscal Year 2015-2016 Guidance on Federal Information Security
and Privacy Management Requirements

OMB Memorandum M-16-04 — Cybersecurity Implementation Plan (CSIP) for Federal Civilian
Government

The Cybersecurity National Action Plan (CNAP)

NIST SP 800-14 - Generally Accepted Principles and Practices for Securing Information
Technology Systems

NIST SP 800-27A - Engineering Principles for Information Technology Security (A Baseline for
Achieving Security)

NIST SP 800-30 - Guide for Conducting Risk Assessments

NIST SP 800-35 - Guide to Information Technology Security Services

NIST SP 800-37 - Guide for Applying the Risk Management Framework to Federal Information
Systems: A Security Life Cycle Approach

NIST SP 800-39 - Managing Information Security Risk: Organization, Mission, and Information
System View

NIST SP 800-44 - Guidelines on Securing Public Web Servers

NIST SP 800-48 - Guide to Securing Legacy IEEE 802.11 Wireless Networks

NIST SP 800-53 — Security and Privacy Controls for Federal Information Systems and
Organizations

NIST SP 800-61 - Computer Security Incident Handling Guide

NIST SP 800-64 - Security Considerations in the System Development Life Cycle

NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security

NIST SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response

NIST SP 800-115 - Technical Guide to Information Security Testing and Assessment

NIST SP 800-128 - Guide for Security-Focused Configuration Management of Information
Systems

NIST SP 800-137 - Information Security Continuous Monitoring (ISCM) for Federal Information
Systems and Organizations

Authorized Federal Supply Schedule Price List
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e NIST SP 800-153 - Guidelines for Securing Wireless Local Area Networks (WLANSs)
e NIST SP 800-171 - Protecting Controlled Unclassified Information in non-federal Information
Systems and Organizations

1. SCOPE
a. The labor categories, prices, terms and conditions stated under Special Item Number
54151HACS High Adaptive Cybersecurity Services apply exclusively to High Adaptive
Cybersecurity Services within the scope of this Information Technology Schedule.
b. Services under these SINs are limited to Highly Adaptive Cybersecurity Services only.
Software and hardware products are under different Special Item Numbers on the MAS
(e.g. 511210, 511210, 33411), and may be quoted along with services to provide a total

solution.

c. These SINs provide ordering activities with access to Highly Adaptive Cybersecurity
services only.

d. Highly Adaptive Cybersecurity Services provided under these SINs shall comply with all

Cybersecurity certifications and industry standards as applicable pertaining to the type of
services as specified by ordering agency.

€. The Contractor shall provide services at the Contractor’s facility and/or at the ordering
activity location, as agreed to by the Contractor and the ordering activity.

2. ORDER

a. Agencies may use written orders, Electronic Data Interchange (EDI) orders, Blanket
Purchase Agreements, individual purchase orders, or task orders for ordering services
under this contract. Blanket Purchase Agreements shall not extend beyond the end of the
contract period; all services and delivery shall be made and the contract terms and
conditions shall continue in effect until the completion of the order. Orders for tasks
which extend beyond the fiscal year for which funds are available shall include FAR
52.232-19 (Deviation — May 2003) Availability of Funds for the Next Fiscal Year. The
purchase order shall specify the availability of funds and the period for which funds are
available.

b. All task orders are subject to the terms and conditions of the contract. In the event of
conflict between a task order and the contract, the contract will take precedence.

3. PERFORMANCE OF SERVICES
a. The Contractor shall commence performance of services on the date agreed to by the
Contractor and the ordering activity. All Contracts will be fully funded.
b. The Contractor agrees to render services during normal working hours, unless otherwise
agreed to by the Contractor and the ordering activity.
c. The ordering activity should include the criteria for satisfactory completion for each task

in the Statement of Work or Delivery Order. Services shall be completed in a good and
workmanlike manner.

d. Any Contractor travel required in the performance of Highly Adaptive Cybersecurity
Services must comply with the Federal Travel Regulation or Joint Travel Regulations, as
applicable, in effect on the date(s) the travel is performed. Established Federal
Government per diem rates will apply to all Contractor travel. Contractors cannot use
GSA city pair contracts. All travel will be agreed upon with the client prior to the
Contractor’s travel.

Authorized Federal Supply Schedule Price List
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4. INSPECTION OF SERVICES
Inspection of services is in accordance with 552.212-4 - CONTRACT TERMS AND
CONDITIONS — COMMERCIAL ITEMS (MAY 2015) (ALTERNATE II - JUL 2009) (FAR
DEVIATION - JUL 2015) (TAILORED) for Firm-Fixed Price and Time-and-Materials and
Labor-Hour Contracts orders placed under this contract.

5. RESPONSIBILITIES OF THE CONTRACTOR
The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or
otherwise) covering work of this character. If the end product of a task order is software, then
FAR 52.227-14 (MAY 2014) Rights in Data — General, may apply.

The Contractor shall comply with contract clause (52.204-21) to the Federal Acquisition
Regulation (FAR) for the basic safeguarding of contractor information systems that process,
store, or transmit Federal data received by the contract in performance of the contract. This
includes contract documents and all information generated in the performance of the contract.

6. RESPONSIBILITIES OF THE ORDERING ACTIVITY
Subject to the ordering activity’s security regulations, the ordering activity shall permit
Contractor access to all facilities necessary to perform the requisite Highly Adaptive
Cybersecurity Services.

7. INDEPENDENT CONTRACTOR
All Highly Adaptive Cybersecurity Services performed by the Contractor under the terms of this
contract shall be as an independent Contractor, and not as an agent or employee of the ordering
activity.

8. ORGANIZATIONAL CONFLICTS OF INTEREST

a. Definitions.

“Contractor” means the person, firm, unincorporated association, joint venture,
partnership, or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its
chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and
consultants and any joint venture involving the Contractor, any entity into or with which
the Contractor subsequently merges or affiliates, or any other successor or assignee of the
Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be
performed under a proposed ordering activity contract, without some restriction on
ordering activities by the Contractor and its affiliates, may either (i) result in an unfair
competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or
its affiliates’ objectivity in performing contract work.

b. To avoid an organizational or financial conflict of interest and to avoid prejudicing the
best interests of the ordering activity, ordering activities may place restrictions on the
Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at
any tier when placing orders against schedule contracts. Such restrictions shall be
consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate
organizational conflicts of interest that might otherwise exist in situations related to

Authorized Federal Supply Schedule Price List
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individual orders placed against the schedule contract. Examples of situations, which may
require restrictions, are provided at FAR 9.508.

INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for Highly Adaptive
Cybersecurity Services. Progress payments may be authorized by the ordering activity on
individual orders if appropriate. Progress payments shall be based upon completion of defined
milestones or interim products. Invoices shall be submitted monthly for recurring services
performed during the preceding month.

RESUMES
Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon
request.

APPROVAL OF SUBCONTRACTS

The ordering activity may require that the Contractor receive, from the ordering activity's
Contracting Officer, written consent before placing any subcontract for furnishing any of the
work called for in a task order.

DESCRIPTION OF HIGHLY ADAPTIVE CYBERSECURITY LABOR CATEGORIES
The labor category descriptions start on page 91.

Authorized Federal Supply Schedule Price List
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Terms and Conditions Applicable to Purchase of Information Technology Training for General
Purpose Commercial Information Technology Equipment and Software (Special Item Number
611420)

1. SCOPE
a. The Contractor shall provide Information Technology Training normally available to
commercial customers, which will permit ordering activity users to make full, efficient
use of general purpose commercial IT products. Training is restricted to Information
Technology Training for those products within the scope of this solicitation.
b. The Contractor shall provide training at the Contractor's facility and/or at the ordering
activity's location, as agreed to by the Contractor and the ordering activity.

2. ORDER
Written orders, EDI orders (GSA Advantage! and FACNET), credit card orders, and orders
placed under blanket purchase agreements (BPAs) shall be the basis for the purchase of
Information Technology Training in accordance with the terms of this contract. Orders shall
include the student's name, course title, course date and time, and contracted dollar amount of the
course.

3. TIME OF DELIVERY
The Contractor shall conduct training on the date (time, day, month, and year) agreed to by the
Contractor and the ordering activity.

4. CANCELLATION AND RESCHEDULING

a. The ordering activity will notify the Contractor at least seventy-two (72) hours before the
scheduled training date, if a student will be unable to attend. The Contractor will then
permit the ordering activity to either cancel the order or reschedule the training at no
additional charge. In the event the training class is rescheduled, the ordering activity will
modify its original training order to specify the time and date of the rescheduled training
class.

b. In the event the ordering activity fails to cancel or reschedule a training course within the
time frame specified in paragraph a, above, the ordering activity will be liable for the
contracted dollar amount of the training course. The Contractor agrees to permit the
ordering activity to reschedule a student who fails to attend a training class within ninety
(90) days from the original course date, at no additional charge.

c. The ordering activity reserves the right to substitute one student for another up to the first
day of class.
d. In the event the Contractor is unable to conduct training on the date agreed to by the

Contractor and the ordering activity, the Contractor must notify the ordering activity at
least seventy-two (72) hours before the scheduled training date.

5. FOLLOW-UP SUPPORT
The Contractor agrees to provide each student with unlimited telephone support or online support
for a period of one (1) year from the completion of the training course. During this period, the
student may contact the Contractor's instructors for refresher assistance and answers to related
course curriculum questions.

Authorized Federal Supply Schedule Price List
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6. PRICE FOR TRAINING
The price that the ordering activity will be charged will be the ordering activity training price in
effect at the time of order placement, or the ordering activity price in effect at the time the
training course is conducted, whichever is less.

7. INVOICES AND PAYMENT
Invoices for training shall be submitted by the Contractor after ordering activity completion of the
training course. Charges for training must be paid in arrears (31 U.S.C. 3324). PROMPT
PAYMENT DISCOUNT, IF APPLICABLE, SHALL BE SHOWN ON THE INVOICE.

8. FORMAT AND CONTENT OF TRAINING
a. The Contractor shall provide written materials (i.e., manuals, handbooks, texts, etc.)
normally provided with course offerings, printed and copied two-sided on paper
containing 30% postconsumer materials (fiber). Such documentation will become the
property of the student upon completion of the training class.

b. **]f applicable** For hands-on Information Technology Training, there must be a one-
to-one assignment of IT equipment to students.

c. The Contractor shall provide each student with a Certificate of Training at the completion
of each training course.

d. The Contractor shall provide the following information for each training course offered:

(1) The course title and a brief description of the course content, to include the course
format (e.g., lecture, discussion, hands-on training);

(2) The length of the course;

(3) Mandatory and desirable prerequisites for student enrollment;

(4) The minimum and maximum number of students per class;

(5) The locations where the course is offered;

(6) Class schedules; and

(7) Price (per student, per class (if applicable)).

e. For those courses conducted at the ordering activity’s location, instructor travel charges
(if applicable), including mileage and daily living expenses (e.g., per diem charges) are
governed by Pub. L. 99-234 and FAR Part 31.205-46, and are reimbursable by the
ordering activity on orders placed under the Multiple Award Schedule, as applicable, in
effect on the date(s) the travel is performed. Contractors cannot use GSA city pair
contracts. The Industrial Funding Fee does NOT apply to travel and per diem charges.

f. For Online Information Technology Training, the Contractor shall make every effort to
provide a copy of the training material for electronic download, however, due to the fact
that the training material contains Contractor proprietary data, not all training material
will be available for electronic download. The Contractor will provide access to the
course materials electronically for all online training.

9. TRAINING MATERIALS
a. The training materials constitute Contractor Proprietary Information and content. The

materials are copyright © 2008 Windows CNO training; copyright © 2019 Linux CNO
training; copyright © 2015 ARM Assembly; copyright © 2018 Android Programing; and
copyright © 2019 Android Internals. ManTech International Corporation. All Rights
Reserved. Copyright law prohibits unauthorized copying of copyrighted materials. The
ordering agency acknowledges that students that take the training shall not make or use
any unauthorized copies of software or copyrighted material or other materials (whether
electronic or hard copy) in violation of license and copyright restrictions.

Authorized Federal Supply Schedule Price List
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b. Title to all documents and materials furnished to the ordering agency students for use in
connection with the training shall remain with the Contractor. Ordering agency students
shall not disclose such documents or materials to any person, firm, or corporation.

c. The training material constitute Contractor trade secrets which shall not be disclosed to
anyone outside the Contractor without Contractor's prior written consent. Nor will any
students make use of any Contractor trade secrets for their own purposes or the benefit of
anyone other than the Contractor without the Contractor’s prior written consent.

d. The training materials are Contractor Proprietary Information and ordering agency
students shall: (a) protect the confidentiality of the Proprietary Information from
disclosure; (b) not use or disclose the Proprietary Information, or any part thereof; and (c)
not distribute or disclose the Proprietary Information to any third party, including but not
limited to colleagues, employers, family, and friends, without obtaining Contractor’s
prior written consent. Ordering agency students agrees not to copy, reproduce, and/or
reduce to writing any part of the Proprietary Information, except only as necessary for the
training course, and all such copies, reproductions and/or reductions to writing shall be
and remain the property of Contractor. Ordering agency students shall not reverse
engineer or decompile any prototypes, software or other intangible objects that embody
or reflect the Proprietary Information.

10. TRAINING COURSE DESCRIPTION AND PRICING

Authorized Federal Supply Schedule Price List
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WINDOWS CNO PROGRAMMER SYLLABUS

The Windows Computer Network Operations Programmer course is an intensive, hands-on course
focused on providing a programmer with the skills and knowledge needed to become an advanced CNO
programmer, with emphasis in the Windows environment. The class format combines both lecture and
labs for practical application of knowledge, including two labs that function as culminating exercises.

LEARNING OUTCOME

After the completion of the three modules, the student will be capable of assisting in the CNO tool
development lifecycle. The student will understand the tool objectives, environments, obstacles and
pitfalls associated with development, as well as strategies to meet objectives effectively and efficiently.

COURSE OUTLINE
The course contains the following modules:
Core Module
e Python (3 Days)
e Networks (5 Days)
e Assembly (3 Days)
e Software Reverse Engineering (5 Days)
e Core Crucible (1 Day)

User Mode Development Module

e  Windows System Programming (4 Days)
Windows Internals (4 Days)
CNO User Mode Development (5 Days)
Vulnerability Research and Exploitation (5 Days)
User Mode Crucible (2 Days)

Kernel Mode Development Module
e Kernel Internals (5 Days)
e (CNO Kernel Mode Development (3 Days)

PREREQUISITE(S)

Students should have a Bachelor’s degree in Computer Science or Computer Engineering, or equivalent
experience. Students should also possess high academic achievement or operational/technical experience
and an intense desire to learn. This course requires previous programming experience in C. Student
should possess experience in Windows Programming and [A-32 assembly.

ENROLLMENT
Submit student enrollment requests to ACTP@ManTech.com. The training administrator will expedite
your request and payment requirements. Please contact ACTP@ManTech.com with any questions.

TUITION
Modular and weekly enrollments are offered based on seat availability. Online and remote enrollments are
also available upon request.

GSA Tuition Price for the course, which includes all course material is:

Authorized Federal Supply Schedule Price List
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e 1-4 Students: $25,390.43/per student

e 5-8 Students: $25,125.94/per student

e 9-11 Students: $24,861.46/per student

e More than 12 Students: $24,596.98/per student
COURSE LENGTH

The entire course is approximately 45 days in length.

We also offer modular enrollment, based on seat availability (please see pricing below).

WINDOWS CNO CORE (17 DAYS)

The Python class is an
introduction to the Python
programming language with an
emphasis on tools and

Python 3 Days techniques that are useful for
CNO tasks such as test
development and vulnerability
research.

The Networks class is a practical
Networks 5 Ty explorati‘on of ‘IPV4 a‘nd IPv6

networks and sockets

programming.

The Assembly class covers the
Assembly 3 Days x86 (IA-32) and x86-64

(AMDG64) assembly languages.
The Software Reverse
Engineering class introduces
Software Reverse Engineering 5 Days tools and techniques for
analyzing x86 and x86-64
executable files.
In the Core Crucible, students
Core Crucible 1 Day work in teams to analyze and
exploit a botnet.
1-4 Students: $10,852.59/per student
5-8 Students: $10,739.55/per student
9-11 Students: $10,626.50/per student
More than 12 Students: $10,513.45/per student

WINDOWS USER MODE DEVELOPMENT (20 DAYS)

The Windows Systems
Programming class introduces

Windows Systems Programming 4 Days Windows development tools and
the Win32 APL.

Windows Internals moves
Windows Internals 4 Days beyond the Win32 API
introduced in the previous class

Authorized Federal Supply Schedule Price List
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Windows CNO User Mode

Development > Days

Windows Vulnerability 5 Davs
Research and Exploitation Y

Windows User Mode Crucible 2 Days

1-4 Students: $12,767.76/per student

5-8 Students: $12,634.76/per student

9-11 Students: $12,501.76/per student

More than 12 Students: $12,368.77/per student

MANTECH

ALWAYS ADVANCING

to describe the advanced
Windows operating system
concepts used to implement it.

Building on the material from
the preceding classes, the CNO
User Mode Development class
provides instruction on
fundamental techniques and best
practices for CNO tool
development.

Students in the Vulnerability
Research and Exploitation class
learn how to analyze and exploit
vulnerabilities in software.

In the User Mode Crucible,
students work in teams to
analyze and exploit a vulnerable
network service.

WINDOWS KERNEL MODE DEVELOPMENT (8 DAYS)

Windows Kernel Internals 5 Days

Windows CNO Kernel Mode

Development 3 Days

e 1-4 Students: $6,383.88/per student

e 5-8 Students: $6,317.38/per student

e 9-11 Students: $6,250.88/per student

e More than 12 Students: $6,184.38/per student
INSTRUCTORS

The Kernel Internals class
expands on the user mode
content to introduce students to
the Windows Kernel architecture
and fundamentals of driver
development.

The CNO Kernel Mode
Development class builds on the
previous class to introduce
techniques useful for Windows
Kernel CNO.

Our instructors are members of an elite group of cyber professionals and have been chosen for their
technical knowledge, industry experience, and facilitation skills. Instructors are rotated between the
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classroom and contract positions to ensure their skills are current and operationally relevant.

TRAINING FACILITIES
We have training facilities in Hanover, Maryland, Jessup, Maryland and San Antonio, Texas. Our VTC
and Virtual Instructor-Led Training are available as well as on-site training.

CLASS SIZE
Minimum class size is six (6). Two instructors will be provided for class sizes exceeding ten students.

GRADING

Each class features one or more quizzes and a final exam. An average exam score of 80% is a passing
grade. Students who complete all 10 graded classes, with an 80% average or better, are recognized as
ManTech Certified Advanced Cyber Programmers (CACPs), and receive certification. Students who
achieve a 95% or higher receive honors. Students that do not receive a certifying grade will receive
certificates of attendance, or graduation.

Authorized Federal Supply Schedule Price List
47QTCA21D0031 Page 22



€YY Schedule MANTECH

ALWAYS ADVANCING

INTRODUCTION TO ANDROID PROGRAMMING

Course Description

The Android Programming course is a unique course offering students the ability to explore the Android
operating system. This lab-driven class exposes students to the entire OS API, covering everything from
development of Android applications using the SDK and Android Studio to how these APIs map to native
libraries, the Linux kernel, and Android specific kernel components. There is also a heavy emphasis on
security at each level covered, including features and developments from the latest releases of Android.

PREREQUISITE(S)

Students should have a Bachelor’s degree in Computer Science or Computer Engineering, or equivalent
experience. Students should also possess high academic achievement or operational/technical experience
and an intense desire to learn. This course assumes basic knowledge of Java and C programming.

COURSE DETAILS
e 5Sdays
e 19 Labs
e 3 quizzes, 1 practical exam
e Android devices and development environment is provided

ENROLLMENT

Submit student enrollment requests to ACTP@ManTech.com. The training administrator will expedite
your request and payment requirements. At this time, enrollment is limited to ManTech employees and
government employees. Please contact ACTP@ManTech.com with any questions.

TUITION

GSA Tuition Price for the course, which includes all course material is:
1-4 Students: $3,191.94/per student

5-8 Students: $3,158.69/per student

9-11 Students: $3,125.44/per student

More than 12 Students: $3,092.19/per student

INSTRUCTORS

Our instructors are members of an elite group of cyber professionals and have been chosen for their
technical knowledge, industry experience, and facilitation skills. Instructors who understand the real
challenges facing programmers because they perform the work professionally every day.

CLASS SIZE
Maximum class size is sixteen students. Minimum class size is eight students. An assistant instructor will
be provided for class sizes exceeding eight students.

TRAINING FACILITY
We have training facilities in Hanover, Maryland, Jessup, Maryland and San Antonio, Texas. Our VTC
and Virtual Instructor Led Training are available as well as on-site training.
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GRADING

This class features one or more quizzes and a final exam. An exam score of 80% is a passing grade.
Students who complete the course with an 80% or better are awarded a certificate acknowledging
successful completion of the course. Students that do not receive a certifying grade will receive
certificates of attendance.

Agenda and Course Content

Day 1:

=

&
<

)

Day 3:

Day 4:

Understand the overall Android architecture

Explore the Android Open Source Project (AOSP) and learn about it’s structure

Learn to use the Android Debugging Bridge (ADB) to install APKs, push and pull files from a
device, view logs, and gain shell access

Learn about the various Android device modes and what they are used for

Use Android Studio to build applications

Understand the structure and lifecycle Android applications

Explore the use of Application Manifests and how they relate to intents and permissions
Understand the various states of a process (foreground, visible, cached, etc.)

Understand what rooting is and why you might want to root a device

Discuss bootloaders (locked and unlocked) and how they relate to the security of a device
Understand the Android file system by finding where applications, shared libraries, media content
and other core files are stored on the device

Learn about the steps an Android device takes to boot

Root and flash your phone

Learn about the activity lifecycle

Gain hands on experience using explicit and implicit intents as well as intent filters
Use the application manager utility to send various kinds of intents

Implement Foreground and Background services

Explore the service lifecycle

Send and receive broadcast intents

Learn about the various Android permissions and how they are granted

Android Services: development, types, AIDL interface language

Implement applications that use explicit and implicit intents

Understand the nature of Android Content Providers and their role in application development
Understand what Framework Services are and their role

Learn about the Binder driver — functionality, implementation

Interact with various sensors on the device

Understand how to access sensor services on the device

Write an application using Android JNI

Native Code and Native Development Kit (NDK) introduction

Android Native Sensors
Android Native Service development

Authorized Federal Supply Schedule Price List
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e Cross-compilation process
e Android Native to Java Communication Models
e Understand how a call from an application flows down to the hardware
e Learn about the various types of hardware abstraction layers (HAL) throughout the versions
e Understand how the init initializes the Android operating system
Day S:

e In-depth Practical. This includes completing various tasks that cover concepts taught throughout
the course. Some tasks are standalone, and others require you to complete a previous task before
being able to complete the next one.
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INTRODUCTION TO THE ANDROID INTERNALS COURSE

COURSE DESCRIPTION

The Android Internals course builds on the foundation established in the Android Programming course.
This course dives deeper into the Android operating system to explore concepts such as the internals of
APKs, Package Manager, Activity Manager, Zygote, Android Services and other core components of
Android. Students will have a strong understanding of the Android Radio Interface layer. They will know
how to hide phone calls, send hidden text messages, alter text messages, etc. Students will be able to
describe how Wi-Fi works on Android, and how network technology preference works (Wi-Fi over
Cellular). Students will also learn about security on Android and be able to determine which security
mechanism is stopping a particular action from occurring.

PREREQUISITE(S)

Students should have a Bachelor’s degree in Computer Science or Computer Engineering, or equivalent
experience. Students should also possess high academic achievement or operational/technical experience
and an intense desire to learn. This course assumes basic knowledge of Java and C programming.

WHO SHOULD ATTEND
e Developers and researchers looking to learn how to write code for mobile platforms.
e Android developers looking to write more secure code
e Security researchers looking to gain insight into the Android OS architecture.

COURSE DETAILS
e 5days
e 19 Labs
e 3 quizzes, 1 practical exam
e Android devices and development environment is provided

ENROLLMENT

Submit student enrollment requests to ACTP@ManTech.com. The training administrator will expedite
your request and payment requirements. At this time, enrollment is limited to ManTech employees and
government employees. Please contact ACTP@ManTech.com with any questions.

TUITION

GSA Tuition Price for the course, which includes all course material is:
1-4 Students: $3,191.94/per student

5-8 Students: $3,158.69/per student

9-11 Students: $3,125.44/per student

More than 12 Students: $3,092.19/per student

INSTRUCTORS

Our instructors are members of an elite group of cyber professionals and have been chosen for their
technical knowledge, industry experience, and facilitation skills. Instructors who understand the real
challenges facing programmers because they perform the work professionally every day.

TRAINING FACILITIES
We have training facilities in Hanover, Maryland, Jessup, Maryland and San Antonio, Texas. Our VTC
and Virtual Instructor Led Training are available as well as on-site training.
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CLASS SIZE
Minimum class size is six (6). Two instructors will be provided for class sizes exceeding ten students.

GRADING
Quizzes and Labs are administered as knowledge checks during the course regularly. Class culminates a
final exam.

COURSE CONTENT

Day 1:

Day 2:

g
<
o

Explore the various partitions of an Android device

Understand each phase of the boot process for Android

Learn about the role that Verified boot plays in protecting Android devices

Learn about A/B slots

Understand the changes that came from project Treble in Android 8.0

Analyze the init script in Android to understand how it initializes the OS

Learn about the various daemons that init starts and what their roles are

Learn about the various stages of init (i.e. first, second, early-init, init, late-init etc)
Understand the role that Properties plays in configuring and initializing Android
Students will be able to freely navigate, build, and deploy Android builds from source
Students will be able to dump the device’s bootloaders and understand the different stages of
verified boot in Android

Students will learn how to redirect files that are mounted on a read only filesystem

Understand the crucial role Zygote plays in initializing apps

Explore the differences between the Dalvik VM and ART

Write a program to communicate directly with Zygote to spawn a new process

Understand the relationship between System Server and Service Manager

Understand and describe how the core services are laid out, and what functionality is provided by
which service

Understand how services are managed and located

Learn about the internals of the APK structure

Learn about .dex, .odex, .art files

Understand the various ways to sign an APK and the security implications of each one

Decompile APKs

Reverse engineering APKs

Learn about smali and baksmali

Understand each step of installing an APK to an Android device

Be able to manually create Java applications outside of the Android Framework
Understand the Package Manager and its role

Know how to interact with the Activity Manager via native code

Understand the internals of Binder

Use Binder using native code

Understand exploit vulnerabilities from cross-app permission use

Learn the Android Bluetooth Stack
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Covertly communicate over Bluetooth with other devices

Learn how Android communicates with the baseband on the device

Understand how vendors provide proprietary libraries to implement the radio interface layer
Students will have a strong understanding of the Android Radio Interface layer. They will know
how to hide phone calls, send hidden text messages, fake text messages, alter text messages etc
Learn about the various Wi-Fi protocols and what a Wi-Fi looks like

Learn about the various Wi-Fi technologies supported by Android (Wi-fi direct, Wi-Fi aware etc)

Learn about the many security mechanisms added to Android from 1.5 up to current

Learn about DAC vs MAC

Understand how Android leverages users and groups in Linux to enforce access control and
sandboxing

Understand the role SELinux plays in securing Android devices

Understand the role capabilities plays in securing Android devices

Understand how permissions at the application manifest level are enforced in the kernel
Explore the role of seccomp
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LINUX CNO PROGRAMMER COURSE

The Linux Computer Network Operations Programmer course is an intensive, hands-on course focused
on providing a programmer with the skills and knowledge needed to become an advanced CNO
programmer, with emphasis in the Linux environment. The class format combines both lecture and labs
for practical application of knowledge, including two labs that function as culminating exercises.

LEARNING OUTCOME

After the completion of the three modules, the student will be capable of assisting in the CNO tool
development lifecycle. The student will understand the tool objectives, environments, obstacles and
pitfalls associated with development, as well as strategies to meet objectives effectively and efficiently.

COURSE OUTLINE
The course contains the following modules:

We also offer modular enrollment, based on seat availability (please see pricing below).

CNO CORE (17 DAYS)

The Python class is an introduction to the Python
programming language with an emphasis on
Python 3 Days tools and techniques that are useful for CNO
tasks such as test development and vulnerability
research.
The Networks class is a practical exploration of
Networks 5 Days IPv4 and IPv6 networks and sockets
programming.
The Assembly class covers the x86 (IA-32) and
x86-64 (AMD64) assembly languages.
The Software Reverse Engineering class
Software Reverse Engineering 5 Days introduces tools and techniques for analyzing
x86 and x86-64 executable files.
In the Core Crucible, students work in teams to
analyze and exploit a botnet.

Assembly 3 Days

Core Crucible 1 Day

1-4 Students: $10,852.59/per student

5-8 Students: $10,739.55/per student

9-11 Students: $10,626.50/per student

More than 12 Students: $10,513.45/per student

LINUX USER MODE DEVELOPMENT (20 DAYYS)

The Linux Systems Programming class
Linux Systems Programming 4 Days introduces Linux development tools and the
POSIX and Linux APIs.

Linux Internals delves further into Linux with
advanced uses of the POSIX API, C library
internals, parsing and manipulation of ELF files,
and Linux-specific system calls.

Linux Internals 4 Days
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Building on the material from the preceding
Linux CNO User Mode classes, the CNO User Mode Development class
5 Days o . .
Development provides instruction on fundamental techniques
and best practices for CNO tool development

Students in the Vulnerability Research and
5 Days Exploitation class learn how to analyze and
exploit vulnerabilities in software.

Linux Vulnerability Research
and Exploitation

In the User Mode Crucible, students work in
Linux User Mode Crucible 2 Days teams to analyze and exploit a vulnerable
network service.
1-4 Students: $13,541.56/per student
5-8 Students: $13,400.50/per student
9-11 Students: $13,259.45/per student
More than 12 Students: $13,118.39/per student

LINUX KERNEL MODE DEVELOPMENT (8 DAYS)

The Kernel Internals class introduces students to
the major subsystems, configuration and

Linux Kernel Internals > Days compilation, and module/driver development for
the Linux kernel.
Linux CNO Kernel Mode The .CNO Kernel Mode Development class
3 Days builds on the previous class to introduce
Development

techniques useful for Linux Kernel CNO

e 1-4 Students: $6,770.78/per student

e 5-8 Students: $6,700.25/per student

e 9-11 Students: $6,629.72/per student

e More than 12 Students: $6,559.19/per student
PREREQUISITE(S)

Students should have a Bachelor’s degree in Computer Science or Computer Engineering, or equivalent
experience. Students should also possess high academic achievement or operational/technical experience
and an intense desire to learn. This course requires previous programming experience in C. Student
should possess experience in Linux Programming and x84 64 assembly.

ENROLLMENT
Submit student enrollment requests to ACTP@ManTech.com. The training administrator will expedite
your request and payment requirements. Please contact ACTP@ManTech.com with any questions.

TUITION
Modular and weekly enrollments are offered based on seat availability. Online and remote enrollments are
also available upon request.

GSA Tuition Price for the course, which includes all course material is:
e 1-4 Students: $31,164.94/per student
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e 5-8 Students: $30,840.30/per student

e 9-11 Students: $30,515.67/per student
e  More than 12 Students: $30,191.03/per student

COURSE LENGTH
The entire course is approximately 45 days in length.

INSTRUCTORS

Our instructors are members of an elite group of cyber professionals and have been chosen for their
technical knowledge, industry experience, and facilitation skills. Instructors are rotated between the
classroom and contract positions to ensure their skills are current and operationally relevant.

TRAINING FACILITIES
We have training facilities in Hanover, Maryland, Jessup, Maryland and San Antonio, Texas. Our VTC
and Virtual Instructor-Led Training are available as well as on-site training.

CLASS SIZE
Minimum class size is six (6). Two instructors will be provided for class sizes exceeding ten students.

GRADING

Each class features one or more quizzes and a final exam. An average exam score of 80% is a passing
grade. Students who complete all 10 graded classes, with an 80% average or better, are recognized as
ManTech Certified Advanced Cyber Programmers (CACPs), and receive certification. Students who
achieve a 95% or higher receive honors. Students that do not receive a certifying grade will receive
certificates of attendance, or graduation.

Authorized Federal Supply Schedule Price List
47QTCA21D0031 Page 31



€YY Schedule MANTECH

ALWAYS ADVANCING

Terms and Conditions Applicable to Information Technology (IT) Professional Services (Special Item

1.

Number 54151S)

NOTE: All non-professional labor categories must be incidental to, and used solely to support
professional services, and cannot be purchased separately.

SCOPE

a.

The prices, terms and conditions stated under Special Item Number 54151S Information
Technology Professional Services apply exclusively to IT Professional Services within
the scope of this Information Technology Schedule.

The Contractor shall provide services at the Contractor’s facility and/or at the ordering
activity location, as agreed to by the Contractor and the ordering activity.

PERFORMANCE INCENTIVES I-FSS-60 Performance Incentives (April 2000)

a.

Performance incentives may be agreed upon between the Contractor and the ordering
activity on individual fixed price orders or Blanket Purchase Agreements under this
contract.

The ordering activity must establish a maximum performance incentive price for these
services and/or total solutions on individual orders or Blanket Purchase Agreements.
Incentives should be designed to relate results achieved by the contractor to specified
targets. To the maximum extent practicable, ordering activities shall consider
establishing incentives where performance is critical to the ordering activity’s mission
and incentives are likely to motivate the contractor. Incentives shall be based on
objectively measurable tasks.

ORDER

a.

Agencies may use written orders, EDI orders, blanket purchase agreements, individual
purchase orders, or task orders for ordering services under this contract. Blanket
Purchase Agreements shall not extend beyond the end of the contract period; all services
and delivery shall be made and the contract terms and conditions shall continue in effect
until the completion of the order. Orders for tasks which extend beyond the fiscal year
for which funds are available shall include FAR 52.232-19 (Deviation — May 2003)
Availability of Funds for the Next Fiscal Year. The purchase order shall specify the
availability of funds and the period for which funds are available.

All task orders are subject to the terms and conditions of the contract. In the event of
conflict between a task order and the contract, the contract will take precedence.

PERFORMANCE OF SERVICES

a.

b.

The Contractor shall commence performance of services on the date agreed to by the
Contractor and the ordering activity.

The Contractor agrees to render services only during normal working hours, unless
otherwise agreed to by the Contractor and the ordering activity.

The ordering activity should include the criteria for satisfactory completion for each task
in the Statement of Work or Delivery Order. Services shall be completed in a good and
workmanlike manner.

Any Contractor travel required in the performance of IT Services must comply with the
Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the
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date(s) the travel is performed. Established Federal Government per diem rates will apply
to all Contractor travel. Contractors cannot use GSA city pair contracts.

5. STOP-WORK ORDER (FAR 52.242-15) (AUG 1989)

(a) The Contracting Officer may, at any time, by written order to the Contractor, require the
Contractor to stop all, or any part, of the work called for by this contract for a period of
90 days after the order is delivered to the Contractor, and for any further period to which
the parties may agree. The order shall be specifically identified as a stop-work order
issued under this clause. Upon receipt of the order, the Contractor shall immediately
comply with its terms and take all reasonable steps to minimize the incurrence of costs
allocable to the work covered by the order during the period of work stoppage. Within a
period of 90 days after a stop-work is delivered to the Contractor, or within any extension
of that period to which the parties shall have agreed, the Contracting Officer shall either-

(D Cancel the stop-work order; or
2) Terminate the work covered by the order as provided in the Default, or the
Termination for Convenience of the Government, clause of this contract.
(b) If a stop-work order issued under this clause is canceled or the period of the order or any

extension thereof expires, the Contractor shall resume work. The Contracting Officer

shall make an equitable adjustment in the delivery schedule or contract price, or both, and

the contract shall be modified, in writing, accordingly, if-

(D) The stop-work order results in an increase in the time required for, or in the
Contractor's cost properly allocable to, the performance of any part of this
contract; and

2) The Contractor asserts its right to the adjustment within 30 days after the end of
the period of work stoppage; provided, that, if the Contracting Officer decides the
facts justify the action, the Contracting Officer may receive and act upon the
claim submitted at any time before final payment under this contract.

(© If a stop-work order is not canceled and the work covered by the order is terminated for
the convenience of the Government, the Contracting Officer shall allow reasonable costs
resulting from the stop-work order in arriving at the termination settlement.

(d) If a stop-work order is not canceled and the work covered by the order is terminated for
default, the Contracting Officer shall allow, by equitable adjustment or otherwise,
reasonable costs resulting from the stop-work order.

6. INSPECTION OF SERVICES
In accordance with FAR 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL
ITEMS (MAR 2009) (DEVIATION I - FEB 2007) for Firm-Fixed Price orders and FAR 52.212-
4 CONTRACT TERMS AND CONDITIONS [ICOMMERCIAL ITEMS (MAR 2009)
(ALTERNATE I C10OCT 2008) (DEVIATION I — FEB 2007) applies to Time-and-Materials
and Labor-Hour Contracts orders placed under this contract.

7. RESPONSIBILITIES OF THE CONTRACTOR
The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or
otherwise) covering work of this character. If the end product of a task order is software, then
FAR 52.227-14 (Dec 2007) Rights in Data — General, may apply.

8. RESPONSIBILITIES OF THE ORDERING ACTIVITY
Subject to security regulations, the ordering activity shall permit Contractor access to all facilities
necessary to perform the requisite I'T Professional Services.
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INDEPENDENT CONTRACTOR
AIL IT Professional Services performed by the Contractor under the terms of this contract shall be
as an independent Contractor, and not as an agent or employee of the ordering activity.

ORGANIZATIONAL CONFLICTS OF INTEREST

a. Definitions.

“Contractor” means the person, firm, unincorporated association, joint venture,
partnership, or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its
chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and
consultants and any joint venture involving the Contractor, any entity into or with which
the Contractor subsequently merges or affiliates, or any other successor or assignee of the
Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be
performed under a proposed ordering activity contract, without some restriction on
ordering activities by the Contractor and its affiliates, may either (i) result in an unfair
competitive advantage to the Contractor or its affiliates or (i) impair the Contractor’s or
its affiliates’ objectivity in performing contract work.

b. To avoid an organizational or financial conflict of interest and to avoid prejudicing the
best interests of the ordering activity, ordering activities may place restrictions on the
Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at
any tier when placing orders against schedule contracts. Such restrictions shall be
consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate
organizational conflicts of interest that might otherwise exist in situations related to
individual orders placed against the schedule contract. Examples of situations, which
may require restrictions, are provided at FAR 9.508.

INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for IT Professional
services. Progress payments may be authorized by the ordering activity on individual orders if
appropriate. Progress payments shall be based upon completion of defined milestones or interim
products. Invoices shall be submitted monthly for recurring services performed during the
preceding month.

PAYMENTS

For firm-fixed price orders the ordering activity shall pay the Contractor, upon submission of
proper invoices or vouchers, the prices stipulated in this contract for service rendered and
accepted. Progress payments shall be made only when authorized by the order. For
time-and-materials orders, the Payments under Time-and-Materials and Labor-Hour Contracts at
FAR 52.212-4 (MAR 2009) (ALTERNATE I - OCT 2008) (DEVIATION I — FEB 2007) applies
to time-and-materials orders placed under this contract. For labor-hour orders, the Payment under
Time-and-Materials and Labor-Hour Contracts at FAR 52.212-4 (MAR 2009) (ALTERNATE I —
OCT 2008) (DEVIATION I — FEB 2007) applies to labor-hour orders placed under this contract.
52.216-31(Feb 2007) Time-and-Materials/Labor-Hour Proposal Requirements—Commercial
Item Acquisition As prescribed in 16.601(¢e)(3), insert the following provision:

(a) The Government contemplates award of a Time-and-Materials or Labor-Hour type of contract

resulting from this solicitation.
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(b) The offeror must specify fixed hourly rates in its offer that include wages, overhead, general
and administrative expenses, and profit. The offeror must specify whether the fixed hourly rate
for each labor category applies to labor performed by—

(1) The offeror;

(2) Subcontractors; and/or

(3) Divisions, subsidiaries, or affiliates of the offeror under a common control.

13. RESUMES
Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon
request.

14. INCIDENTAL SUPPORT COSTS
Incidental support costs are available outside the scope of this contract. The costs will be
negotiated separately with the ordering activity in accordance with the guidelines set forth in the
FAR.

15. APPROVAL OF SUBCONTRACTS
The ordering activity may require that the Contractor receive, from the ordering activity's
Contracting Officer, written consent before placing any subcontract for furnishing any of the
work called for in a task order.

16. DESCRIPTION OF IT PROFESSIONAL LABOR CATEGORIES
The labor category descriptions start on page 138.
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Terms and Conditions Applicable to Electronic Commerce and Subscription Services (Special Item

Number 54151IECOM)

NOTE: All non-professional labor categories must be incidental to, and used solely to support
professional services, and cannot be purchased separately.

SCOPE

The prices, terms and conditions stated under Special Item Number 54151 ECOM Electronic
Commerce (EC) Services apply exclusively to EC Services within the scope of this Information
Technology Schedule.

ELECTRONIC COMMERCE CAPACITY AND COVERAGE
The Ordering Activity shall specify the capacity and coverage required as part of the initial
requirement.

INFORMATION ASSURANCE

a. The Ordering Activity is responsible for ensuring to the maximum extent practicable that
each requirement issued is in compliance with the Federal Information Security Management
Act (FISMA)

b. The Ordering Activity shall assign an impact level (per Federal Information Processing
Standards Publication 199 & 200 (FIPS 199, “Standards for Security Categorization of
Federal Information and Information Systems”) (FIPS 200, “Minimum Security
Requirements for Federal Information and Information Systems”) prior to issuing the initial
statement of work. Evaluations shall consider the extent to which each proposed service
accommodates the necessary security controls based upon the assigned impact level. The
Contractor awarded SIN 54151ECOM is capable of meeting at least the minimum security
requirements assigned against a low-impact information system (per FIPS 200).

c. The Ordering Activity reserves the right to independently evaluate, audit, and verify the
FISMA compliance for any proposed or awarded Electronic Commerce services. All FISMA
certification, accreditation, and evaluation activities are the responsibility of the ordering
activity.

DELIVERY SCHEDULE

The Ordering Activity shall specify the delivery schedule as part of the initial requirement. The
Delivery Schedule options are found in Information for Ordering Activities Applicable to All
Special Item Numbers, paragraph 6. Delivery Schedule.

INTEROPERABILITY

When an Ordering Activity requires interoperability, this requirement shall be included as part of
the initial requirement. Interfaces may be identified as interoperable on the basis of participation
in a sponsored program acceptable to the Ordering Activity. Any such access or interoperability
with teleports/gateways and provisioning of enterprise service access will be defined in the
individual requirement.

ORDER

a. Agencies may use written orders, EDI orders, blanket purchase agreements, individual
purchase orders, or task orders for ordering electronic services under this contract. Blanket
Purchase Agreements shall not extend beyond the end of the contract period; all electronic
services and delivery shall be made and the contract terms and conditions shall continue in
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effect until the completion of the order. Orders for tasks which extend beyond the fiscal year
for which funds are available shall include FAR 52.232-19 (Deviation — May 2003)

b. Availability of Funds for the Next Fiscal Year. The purchase order shall specify the
availability of funds and the period for which funds are available.

c. All task orders are subject to the terms and conditions of the contract. In the event of conflict
between a task order and the contract, the contract will take precedence.

PERFORMANCE OF ELECTRONIC SERVICES
The Contractor shall provide electronic services on the date agreed to by the Contractor and the
ordering activity.

RESPONSIBILITIES OF THE CONTRACTOR
The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or
otherwise) covering work of this character.

RIGHTS IN DATA
The Contractor shall comply FAR 52.227-14 RIGHTS IN DATA — GENERAL and with all laws,
ordinances, and regulations (Federal, State, City, or otherwise) covering work of this character.

ACCEPTANCE TESTING

If requested by the ordering activity the Contractor shall provide acceptance test plans and
procedures for ordering activity approval. The Contractor shall perform acceptance testing of the
systems for ordering activity approval in accordance with the approved test procedures.

WARRANTY

The Contractor shall provide a warranty covering each Contractor-provided electronic commerce
service. The minimum duration of the warranty shall be the duration of the manufacturer’s
commercial warranty for the item listed below:

BIDS and DecisionPoint Warranty:

ManTech WARRANTS that the BIDS and DecisionPoint applications and service provided by its
AcqCenter Division shall conform to applicable specifications as detailed in the attached BIDS
and DecisionPoint General Descriptions and shall remain free from defects for the duration of the
service period agreement. ManTech warrants that the BIDS and DecisionPoint application
designs will not contain any computer viruses, worms, trap doors, time bombs, undocumented
passwords, disabling code, Trojan horses, or similar malicious mechanism or device. However,
ManTech does not warrant data entered, attached, or otherwise provided by clients or other third
parties for inclusion in the BIDS or DecisionPoint system.

ManTech’s obligation under this Warranty shall be limited to repair at the Headquarters
(ManTech 14280 Park Meadow Drive, Suite 400, Chantilly, VA 20151, Phone (703) 674-

2861), or at its option, replacement of defective product. In no event shall ManTech be
responsible for incidental or consequential damages whatsoever (including without limitation,
special, or indirect damages for personal injury, loss of business profits, compromise of protected
information, business interruption, loss of business information, or any other pecuniary loss) to
system hardware configuration, or data contained thereon. ManTech shall make good faith
efforts, where applicable, to inform customers of potential incidental or consequential damages
that could occur by use of BIDS or DecisionPoint, if said potential damages are reasonably
foreseeable by ManTech prior to installation and use of the software. This Warranty shall not
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apply to Products that have been damaged through negligence, accident, any misuse to include
software code tampering, or acts or nature such as floods, fires, earthquakes, lightning strikes, etc.

ManTech’s liability, whether in contract or in tort, arising out of warranties or representations,
instructions or defects from any cause, shall be limited exclusively to application replacement and
service restoration to include data archival restoration to the extent practicable under the
aforementioned conditions. ManTech requires notification of system interruption within seven
calendar days of discovery of the interruption to establish a claim under this warranty. To obtain
warranty service for BIDS application service, you must first call the AcqCenter.com help desk at
(703) 674-2973 or for DecisionPoint application service you must first call (703) 674-9108. The
telephone representative will provide further information, including scheduling of service at
Warrantees facility if appropriate. During the period of this limited Warranty, ManTech will
provide Technical Support at no additional charge to you. Technical Support is limited to
application support installed by ManTech. Technical Support may be obtained by calling the
BIDS Technical Help Desk, Monday Friday, 8 a.m. to 6 p.m. E.S.T., at (703) 674-2973 or
DecisionPoint Technical Help Desk, Monday through Friday, 8 a.m. to 6 p.m. E.S.T at (703)
674-2861.

The above Warranty applies to services and applications provided by ManTech. ManTech may, at
the warrantee’s request, provide hardware, software, firmware or other information technology
from Original Equipment Manufacturers or other third parties. Equipment and services provided,
but not manufactured by ManTech, are warranted and will be repaired to the extent of and
according to the current terms and conditions of the respective manufacturers. In no event shall
ManTech be liable for consequential, incidental, special, indirect or punitive damages or attorney
fees or court costs, in relation to any failure of the hardware, software, firmware or information
technology provided by ManTech to perform as specified in this warranty. Monetary damages
relating to this warranty, whether arising in contract or in tort, or otherwise, shall be limited to the
contract price for the specific hardware, software, firmware or information technology subject to
a warranty claim.

The warranty shall commence upon the later of the following:

a. Activation of the user’s service
b. Installation/delivery of the equipment

The Contractor, by repair or replacement of the defective item, shall complete all warranty
services within five working days of notification of the defect. Warranty service shall be deemed
complete when the user has possession of the repaired or replaced item. If the Contractor renders
warranty service by replacement, the user shall return the defective item(s) to the Contractor as
soon as possible but not later than ten (10) working days after notification.

MANAGEMENT AND OPERATIONS PRICING

The Contractor shall provide management and operations pricing on a uniform basis. All
management and operations requirements for which pricing elements are not specified shall be
provided as part of the basic service.

MONTHLY REPORTS
In accordance with commercial practices, the Contractor may furnish the ordering activity/user
with a monthly summary ordering activity report.
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Terms and Conditions Applicable to Cloud-Related IT Professional Services (Special Item Number

518210C)

NOTE: ****Labor categories under Special Item Number 54151S “Information Technology
Professional Services may remain under SIN 541518, unless they are specific to the Cloud
Computing Products and IT Professional Services 518210C. Labor specific to Cloud
Computing should be positioned by Contractors under SIN 518210C in order for
Contractors to have the opportunity to bid on requests for quotes that are generated
exclusively under the Cloud SIN. Offerors may offer Cloud IT Professional Services
exclusively; it is not a requirement to also offer Cloud Services (i.e Iaas).

1. SCOPE OF 518210C CLOUD RELATED IT PROFESSIONAL SERVICES

a)

b)

The labor categories, prices, terms and conditions stated under Special Item Numbers
518210C Cloud Services and Related IT Professional Services apply exclusively to this SIN
within the scope of this Information Technology Schedule. It is anticipated that the relevant
IT Professional Services for this SIN (518210C) are related to the following: assessing cloud
solutions, preparing for cloud solutions, refactoring legacy solutions for cloud migration,
migrating legacy or other systems to cloud solutions, DevOps, developing new cloud based
applications and providing management/governance for cloud solutions. Contractors may
propose other types of relevant professional services as long as they are specifically designed
to work within and/or support the types of cloud product services described in SIN 518210C.
Cloud Related IT Professional Services provided under this SIN shall comply with all
certifications and industry standards as applicable pertaining to the type of services as
specified by ordering agency.

The Contractor shall provide Cloud Related IT Professional Services at the Contractor’s
facility and/or at the ordering activity location, as agreed to by the Contractor and the
ordering activity.

2. ORDER

a)

b)

Agencies may use written orders, Electronic Data Interchange (EDI) orders, Blanket Purchase
Agreements, individual purchase orders, or task orders for ordering services under this
contract. Blanket Purchase Agreements shall not extend beyond the end of the contract
period; all services and delivery shall be made and the contract terms and conditions shall
continue in effect until the completion of the order. Orders for tasks which extend beyond the
fiscal year for which funds are available shall include FAR 52.232-19 (Deviation — May
2003) Availability of Funds for the Next Fiscal Year. The order shall specify the availability
of funds and the period for which funds are available.

All task orders are subject to the terms and conditions of the contract. In the event of conflict
between a task order and the contract, the contract will take precedence.

3. PERFORMANCE OF SERVICES

a)
b)

©)

The Contractor shall commence performance of Cloud Related IT Professional Services on
the date agreed to by the Contractor and the ordering activity.

The Contractor agrees to render Cloud Related IT Professional Services during normal
working hours, unless otherwise agreed to by the Contractor and the ordering activity.

The ordering activity should include the criteria for satisfactory completion for each task in
the Statement of Work or Delivery Order. Cloud Related IT Professional Services shall be
completed in a good and workmanlike manner.
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d) Any Contractor travel required in the performance of Cloud Related IT Professional Services
must comply with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in
effect on the date(s) the travel is performed. Established Federal Government per diem rates
will apply to all Contractor travel. Contractors cannot use GSA city pair contracts. All travel
will be agreed upon with the client prior to the Contractor’s travel.

4. INSPECTION OF SERVICES
Inspection of services is in accordance with 552.212-4 CONTRACT TERMS AND
CONDITIONS-COMMERCIAL ITEMS (JAN 2017) (DEVIATION — FEB 2007) (DEVIATION
- FEB 2018) for Firm-Fixed Price orders; or GSAR 552.212-4 CONTRACT TERMS AND
CONDITIONS-COMMERCIAL ITEMS (JAN 2017) (DEVIATION - FEB 2018)
(ALTERNATE I - JAN 2017) (DEVIATION - FEB 2007) for Time-and-Materials and Labor-
Hour Contracts orders placed under this contract.

5. RESPONSIBILITIES OF THE CONTRACTOR
The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or
otherwise) covering work of this character. If the end product of a task order is software, then
FAR 52.227-14 (MAY 2014) Rights in Data — General, may apply.

The Contractor shall comply with contract clause (52.204-21) to the Federal Acquisition
Regulation (FAR) for the basic safeguarding of contractor information systems that process,
store, or transmit Federal data received by the contract in performance of the contract. This
includes contract documents and all information generated in the performance of the contract.

6. RESPONSIBILITIES OF THE ORDERING ACTIVITY
Subject to the ordering activity’s security regulations, the ordering activity shall permit
Contractor access to all facilities necessary to perform the requisite Cloud Computing IT
Professional Services.

7. INDEPENDENT CONTRACTOR
All Cloud Computing IT Professional Services performed by the Contractor under the terms of
this contract shall be as an independent Contractor, and not as an agent or employee of the
ordering activity.

8. ORGANIZATIONAL CONFLICTS OF INTEREST
a. Definitions.
“Contractor” means the person, firm, unincorporated association, joint venture, partnership,
or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its
chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and
consultants and any joint venture involving the Contractor, any entity into or with which the
Contractor subsequently merges or affiliates, or any other successor or assignee of the
Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be performed
under a proposed ordering activity contract, without some restriction on ordering activities by
the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the
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Contractor or its affiliates or (ii) impair the Contractor’s or its affiliates’ objectivity in
performing contract work.

To avoid an organizational or financial conflict of interest and to avoid prejudicing the best
interests of the ordering activity, ordering activities may place restrictions on the Contractors,
its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when
placing orders against schedule contracts. Such restrictions shall be consistent with FAR
9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of
interest that might otherwise exist in situations related to individual orders placed against the
schedule contract. Examples of situations, which may require restrictions, are provided at
FAR 9.508.

INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for Cloud
Computing IT Professional Services. Progress payments may be authorized by the ordering
activity on individual orders if appropriate. Progress payments shall be based upon completion of
defined milestones or interim products. Invoices shall be submitted monthly for recurring IT
professional services performed during the preceding month.

PAYMENTS

The ordering activity shall pay the Contractor upon submission of proper invoices or vouchers,
the prices stipulated in this contract for service rendered and accepted. Progress payments shall be
made only when authorized by the order. Payments shall be made in accordance with:

For orders that are NOT time-and-materials/labor hours (fixed price applicable).
® GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL
ITEMS (JAN 2017) (DEVIATION - FEB 2007) (DEVIATION - FEB 2018) For orders
that are time-and-materials/labor hours.
® GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL
ITEMS (JAN 2017) (DEVIATION - FEB 2018) (ALTERNATE I - JAN 2017)
(DEVIATION - FEB 2007)
e FAR 52.216-31 (Feb 2007) Time-and Materials/Labor-Hour Proposal Requirements—
Commercial Item Acquisition. As prescribed in 16.601(f)(3), insert the following
provision:
(1) The Government contemplates award of a Time-and-Materials or Labor-Hour
type of contract resulting from this solicitation.
(2) The offeror must specify fixed hourly rates in its offer that include wages,
overhead, general and administrative expenses, and profit. The offeror must
specify whether the fixed hourly rate for each labor category applies to labor
performed by
i The offeror;
i1 Subcontractors; and/or
111 Divisions, subsidiaries, or affiliates of the offeror under a common
control.
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11. RESUMES
Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon
request.

12. APPROVAL OF SUBCONTRACTS
The ordering activity may require that the Contractor receive, from the ordering activity's
Contracting Officer, written consent before placing any subcontract for furnishing any of the
work called for in a task order.

13. DESCRIPTION OF CLOUD COMPUTING LABOR CATEGORIES
The labor category descriptions start on page 50.
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Terms and Conditions Applicable to Health Information Technology (IT) Services (Special Item

Number 54151HEAL)

1. SCOPE

a.

The labor categories, prices, terms and conditions stated under Special Item Number
54151HEAL Health Information Technology Services apply exclusively to Health IT
Services within the scope of this Information Technology Schedule.

This SIN is limited to Health IT Services only. Software and hardware products are out of
scope. Hardware and software can be acquired through different Special Item Numbers on the
MAS (e.g. 511210, 511210, 33411).

This SIN provides ordering activities with access to Health IT services.

Health IT Services provided under this SIN shall comply with all Healthcare certifications
and industry standards as applicable at the task order level.

The Contractor shall provide services at the Contractor’s facility and/or at the ordering
activity location, as agreed to by the Contractor and the ordering activity.

2. ORDER

a.

Agencies may use written orders, Electronic Data Interchange (EDI) orders, Blanket Purchase
Agreements, individual purchase orders, or task orders for ordering services under this
contract. Blanket Purchase Agreements shall not extend beyond the end of the contract
period; all services and delivery shall be made and the contract terms and conditions shall
continue in effect until the completion of the order. Orders for tasks which extend beyond the
fiscal year for which funds are available shall include FAR 52.232-19 (Deviation — May
2003) Availability of Funds for the Next Fiscal Year. The purchase order shall specify the
availability of funds and the period for which funds are available.

All task orders are subject to the terms and conditions of the contract. In the event of conflict
between a task order and the contract, the contract will take precedence.

3. PERFORMANCE OF SERVICES

a.

b.

The Contractor shall commence performance of services on the date agreed to by the
Contractor and the ordering activity. All Contracts will be fully funded.

The Contractor agrees to render services only during normal working hours, unless otherwise
agreed to by the Contractor and the ordering activity.

The ordering activity should include the criteria for satisfactory completion for each task in
the Statement of Work or Delivery Order. Services shall be completed in a good and
workmanlike manner.

Any Contractor travel required in the performance of Health IT Services must comply with
the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the
date(s) the travel is performed. Established Federal Government per diem rates will apply to
all Contractor travel. Contractors cannot use GSA city pair contracts. All travel will be agreed
upon with the client prior to the Contractor’s travel.

4. INSPECTION OF SERVICES
In accordance with FAR 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL
ITEMS (MAR 2009) (DEVIATION I - FEB 2007) for Firm-Fixed Price orders and FAR 52.212-
4 CONTRACT TERMS AND CONDITIONS —-COMMERCIAL ITEMS (MAR 2009)
(ALTERNATE I — OCT 2008) (DEVIATION I - FEB 2007) applies to Time-and-Materials and
Labor-Hour Contracts orders placed under this contract.
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RESPONSIBILITIES OF THE CONTRACTOR

The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or
otherwise) covering work of this character. If the end product of a task order is software, then
FAR 52.227-14 (Dec 2007) Rights in Data — General, may apply.

RESPONSIBILITIES OF THE ORDERING ACTIVITY
Subject to security regulations, the ordering activity shall permit Contractor access to all facilities
necessary to perform the requisite Health IT Services.

INDEPENDENT CONTRACTOR
All Health IT Services performed by the Contractor under the terms of this contract shall be as an
independent Contractor, and not as an agent or employee of the ordering activity.

ORGANIZATIONAL CONFLICTS OF INTEREST

a. Definitions.
“Contractor” means the person, firm, unincorporated association, joint venture,
partnership, or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its
chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and
consultants and any joint venture involving the Contractor, any entity into or with which
the Contractor subsequently merges or affiliates, or any other successor or assignee of the
Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be
performed under a proposed ordering activity contract, without some restriction on
ordering activities by the Contractor and its affiliates, may either (i) result in an unfair
competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or
its affiliates’ objectivity in performing contract work.

b. To avoid an organizational or financial conflict of interest and to avoid prejudicing the best
interests of the ordering activity, ordering activities may place restrictions on the Contractors,
its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when
placing orders against schedule contracts. Such restrictions shall be consistent with FAR
9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of
interest that might otherwise exist in situations related to individual orders placed against the
schedule contract. Examples of situations, which may require restrictions, are provided at
FAR 9.508.

INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for Health IT
Professional services. Progress payments may be authorized by the ordering activity on individual
orders if appropriate. Progress payments shall be based upon completion of defined milestones or
interim products. Invoices shall be submitted monthly for recurring services performed during the
preceding month.

RESUMES
Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon
request.
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11. INCIDENTAL SUPPORT COSTS
Incidental support costs are not considered part of the scope of this contract. The costs will be
negotiated separately with the ordering activity in accordance with the guidelines set forth in the
FAR.

12. APPROVAL OF SUBCONTRACTS
The ordering activity may require that the Contractor receive, from the ordering activity's
Contracting Officer, written consent before placing any subcontract for furnishing any of the
work called for in a task order.

13. DESCRIPTION OF HEALTH IT LABOR CATEGORIES
The labor category descriptions start on page 185.
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BAA Information Delivery System (BIDS) Product Description and Pricing

Many R&D organizations use information gathering tools such as OTAs, BAAs, RFIs, SBIRs,
sought sources, white papers, etc. to collect and evaluate information in regards to their
mission. The process has traditionally been paper intensive and plagued with information
dissemination and collection problems....untilnow.

BIDS is a web accessible, secure, fully automated and paperless knowledge management application
that not only streamlines the dissemination and proposal gathering process but allows for real time
on-line evaluations while reducing the demand on personnel resources and maintaining the
highest levels of information security. BIDS is easily tailored to the “client’s process” to ensure
process consistency.

BIDS allows our clients to:
e Post, gather and evaluate responses to OTAs, BAAs, RFIs
e Secure evaluation of submissions
e Integrate group evaluations for decision making

By using the BIDS application, leaders can efficiently and effectively manage the process without
leaving the office. Web accessibility not only provides a secure link to the information for the
vendors and users but allows Management to quickly assess, control and obtain status reports, in real
time. All from a single, secure, browser-based console that moves when- and where-needed, leaves
no footprint on the client’s IT structure and removes the need for expensive IT and networking
support.

Routine tailoring (nomenclature changes, client logo, text configuration, etc.)
Creation of client portal for access

Database validation with client

One day on-site training

BIDS database set-up and user training for max of 25 users Firm Fixed Price
Includes:
Requirements gathering with client $16,583.00

Tier 1 Help Desk Support
BIDS Application Guide and Quick Sheets

BIDS Product License Firm Fixed Price
Includes:
BIDS Software License $5,743.00

Network testing, validation and configuration
Hosting Help Desk Support

BIDS Hosting Firm Fixed Price
Includes:
Hosting site at Secure facility and/or Secure Third-Party Cloud provider $569.00
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DecisionPoint General Description

DecisionPoint is an automated source selection evaluation software application. Its primary purpose is to
assist proposal evaluators, participating in competitive source selections, in reviewing and recording their
comments and rationale on the quality of offeror proposals. DecisionPoint is provided to users as either an
Internet-based web application service, or as an Intranet-based software application running on a
customer-supplied IT network.

Using DecisionPoint, government contracting officers and source selection managers can grant evaluators
secure, online access to offeror proposals and other relevant source selection documentation, thereby
eliminating the need for hardcopy information. Evaluators review offerors proposals, then enter their
comments and evaluations into the DecisionPoint database. Evaluator comments are written against the
criteria and standards specified in the government s RFP and/or Source Selection Plan. Types of
comments include strengths, weaknesses, risks, scores/ratings and information exchanges. As these
evaluator comments are entered, contracting officers and source selection managers can review the
evaluators work in real-time from any connected system in order to maintain effective/efficient control of
the evaluation process.

Once evaluations are complete for an individual offeror, DecisionPoint consolidates each comment into a
Consensus Evaluation Report, which evaluation teams review and discuss to arrive at a group consensus
evaluation. This process is repeated for each offeror until all offerors have been evaluated.

The major features/benefits of DecisionPoint are:

Flexibility. The application s workflow and interface can be customized to fit individual clients unique
source selection processes and terminology.

e Online Reference Library. Allows the client to have paperless storage and instant access to
source selection documents such as the Request for Proposal (RFP), Source Selection Plan (SSP),
Source Selection Evaluator's Guide (SSEG), and offeror proposals.

e Process Adherence. Enforces process adherence based on a client s source selection plan by
guiding evaluators through the evaluation of each criteria established in the RFP. Standardized
comment input templates help ensure evaluator consistency.

o Promotes Paperless Streamlining Of Process. Evaluators complete reviews of proposals and
enter strengths, weaknesses, ratings, and other comments online.

¢ Electronic Archiving. Captures the results of your source selection in an electronic format that is
easily referenced and archived after completion of the process.

o Assists Consensus. The application generates an easily editable draft Group Consensus
Evaluation report.

e Assists Geographically Dispersed Evaluation Teams. Allows paperless, online proposal
evaluation and communication (if the Internet configuration is used) so that evaluation team
members do not have to be at the same geographic location in order to conduct the proposal
evaluation process.

e Management Tracking. Management can access all evaluator and advisor comments at any
time. Allows management to track evaluator progress throughout the entire evaluation process.

e Secure. Uses Web server technology, with 128-bit encryption and role-based authentication.
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DecisionPoint Pricing

1. Public Internet Configuration License
e Secure access to DecisionPoint via the Internet from the customer s desktop
e Hosted on the ManTech Secure Server System in the Virginia IT Data Center
e Pricing based on not more than 25 evaluators/users for one source selection

DecisionPoint set-up* and user training $12,437.00 (SIN 54151)
Includes:
e One-day on-site user application training session for up to 25 users**

e Application set-up, configuration and routine customizations

e Network performance testing and validation

DecisionPoint license fees $1,851.00/month (SIN 54151ECOM)
Includes:
e 24 by 7 customer-access to the DecisionPoint Technical Help Desk
o Direct telephone/email support during normal business hours (8:00 AM to 6:00 PM EST
Monday Friday)

o Pager notification during non-business hours and weekends

e DecisionPoint software upgrades at no extra cost
e ManTech DecisionPoint warranty

* Installation and registration of X.509 Certificates (PKI) is an additional $2,000 per source selection
(THIS IS A NON-SCHEDULE ITEM).
** Travel expenses required for support outside the local Washington DC area are additional.

2. Private Intranet Access License/Leased Server or Customer Provided Server
e Secure access to DecisionPoint via client s private Intranet LAN
e Data stored on client-supplied server or server leased from ManTech (non-schedule item)
e Pricing based on not more than 25 evaluators/users for one source selection

DecisionPoint installation, set-up* and user training $14,114.00 (SIN 54151)

Includes:
e One-day on-site user application training session for up to 25 users**
e Application set-up, configuration and routine customizations
e Two-day on-site server installation and testing

DecisionPoint license fees $1,086.00/month (SIN 511210)
Includes:
e 24 by 7 customer-access to the DecisionPoint Technical Help Desk
o Direct telephone/email support during normal business hours (8:00 AM to 6:00 PM EST
Monday Friday)
o Pager notification during non-business hours and weekends
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e DecisionPoint software upgrades at no extra cost

e ManTech DecisionPoint warranty
* Installation and registration of X.509 Certificates (PKI) is an additional $2,000 per source selection
(THIS IS A NON-SCHEDULE ITEM).
** Travel expenses required for support outside the local Washington DC area are additional.
Note: Intranet configurations require a Microsoft SOQL Server license and SQL Server Client Access
licenses for each user.

Server Software Requirements:

The table below identifies the operating system and associated extensions required to run
DecisionPoint. The operating system and database software must be installed prior to
DecisionPoint deployment. The server should be a member of a Domain; however, it can be
run stand-alone.

Required Server Software

Operating System: Microsoft Windows Server 2016 Server*; or

Microsoft Windows Server 2019* (recommended)
* With current updated service packs

Database Software: Microsoft SQL Server 2016*; or

Microsoft SQL Server 2019* + (recommended);

* With current updated service packs

+ DecisionPoint® functions with Express Edition; Customers that wish to use
Enterprise must provide their own license

Workstation/End User Requirements:

A modern standards-compliant browser (e.g., Google Chrome, Microsoft Edge, Mozilla
Firefox) is required. Additional software - such as Microsoft Office and Adobe Acrobat
Reader - may be required to view offeror proposal files. No applets or controls specific to
DecisionPoint® are installed on the workstations.

Routine DecisionPoint customizations included in set-up fee for all configurations:

Ratings, Intensities, and Definitions - The DecisionPoint application is adapted to reflect the customer's
unique scoring methodology, intensity factors, and the associated definitions as stated in the RFP. For
example, customers may use color, numeric, or adjectival rating scales.

Evaluator Workflow - The application workflow may be altered (i.e. moving to Offerors by group or by
individual).

Renaming Forms/Fields/Other - Semantic changes to application text. For example, "Information
Request" can be changed to "Discussion Item" or "Rating" can be changed to "Score".

Form Validation - Any mandatory fields may be enabled or disabled with the exception of "Criteria"
which is always required. Customers may choose which fields are mandatory to force the Evaluators to
complete these fields prior to saving a comment.
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Labor Category Descriptions applicable to SIN 518210C

Labor Category

Description

Cloud Solutions Architect

Summary Duties and Responsibilities:

« Serves in a variety of technical roles throughout the development
lifecycle or operational support with specialty in the area of
developing and maintaining the enterprise architecture,
ensuring the EA model is kept current.

« Serves as technical lead for large-scale migrations to AWS,
Azure or GCP cloud platforms.

o Work with technical team to implement microservices,
containers and container orchestration using tools such as
Docker, Kubernetes, OpenShift

o Work with technical team to provide guidance on implementing
Continuous Integration and Continuous Deployment pipelines
on Amazon Web Services (AWS) Azure and Google Cloud
Platform (GCP)

o Work with technical team to provide guidance on implementing
infrastructure automation using tools such as CloudFormation,
Ansible, Chef, Puppet, ARM Templates, Terraform

o Work with technical team to implement cloud security scanning
and monitoring tools

o Assists with IT strategic planning

 Provides high-level architectural expertise to managers and
technical staff

o Develops architectural products and deliverables for the
enterprise and operational business lines

o Develops strategy of system and the design infrastructure
necessary to support that strategy

o Advises on selection of technological purchases with regard to
processing, data storage, data access, and applications
development. Sets standards for the client/server relational
database structure for the organization (SQL, Oracle, Sybase,
etc.)

« Advises on feasibility of potential future projects to management

Minimum Qualifications:

« Demonstrated Experience as technical lead of large-scale
migrations to AWS, Azure or GCP cloud platforms.

» Demonstrated experience with Agile, Continuous Development,
Continuous Delivery and Continuous deployment tools,
Automated Testing Tools, and DevSecOps.

» Demonstrated experience with implementing microservices,
containers and container orchestration.

o In-depth knowledge of Government/business operations

e Experienced in various computing technologies
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Labor Category

Description

e Thorough understanding of technology to influence technical
thought leadership
o Excellent communications skills
« Experience with EA tools and techniques
Education/Certification Requirement:
« BA/BS degree; minimum of 10 years’ experience
Required: One of the following certifications:
e AWS Certified Solutions Architect — Associate or
Professional
e AZ-300/301: Microsoft Certified: Azure Solutions
Architect Expert
e  Google — Professional Cloud Architect

Cloud Subject Matter Expert

Summary Duties and Responsibilities:

« Serves as an expert in specific disciplines to provide technical
expertise as needed. Analyzes program and operational data to
assist in strategic and tactical decisions. Can be called upon to
assist with the development of complex products or
deliverables requiring specialized expert knowledge

e Provides in-depth technical and/or management knowledge and
analysis of specialized IT subject areas including systems and
software, hardware, protocols, processes, networks—voice,
video, and data—applications, security, testing, and customer
support

 Duties may include, but are not limited to: high-level functional
systems analysis, design, integration, documentation, and
implementation

o Advises on exceptionally complex problems that need extensive
knowledge of the subject matter for effective implementation

« Participates as needed in all phases of the systems lifecycle, with
emphasis on one or more of the following activities: planning,
analysis, design, development, testing, integration, support,
and documentation, as well as quality control and risk
management

 Provides technical guidance for large-scale migrations to AWS,
Azure or GCP cloud platforms.

« Provides technical guidance on implementing microservices,
containers and container orchestration using tools such as
Docker, Kubernetes, OpenShift

 Provides technical guidance on implementing Continuous
Integration and Continuous Deployment pipelines on Amazon
Web Services (AWS) Azure and Google Cloud Platform
(GCP)

e Provides technical guidance on implementing infrastructure
automation using tools such as CloudFormation, Ansible,
Chef, Puppet, ARM Templates, Terraform
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Labor Category

Description

« Provides technical guidance on implementing cloud security
scanning and monitoring tools

Minimum Qualifications and SKkills

« Significant experience in related functional and technical areas
such as web development and support, cloud management and
operation, systems architecture, networking, data analytics,
content management, collaboration, program and project
management, or risk management

» Demonstrated Experience as technical lead of large-scale
migrations to AWS, Azure or GCP cloud platforms.

e Demonstrated experience with Agile, Continuous Development,
Continuous Delivery and Continuous deployment tools,
Automated Testing Tools, and DevSecOps.

o Demonstrated experience with implementing microservices,
containers and container orchestration.

Education/Other Requirements:

BA/BS degree and a minimum of 15 years’ experience with 12

years’ cloud experience, or Master’s degree and 10 years’ cloud

experience

e Required: One of the following certifications:

e AWS Certified Solutions Architect — Associate or
Professional

e AZ-300/301: Microsoft Certified: Azure Solutions
Architect Expert

e  Google — Professional Cloud Architect

Cloud Business Analyst, Senior

Summary Duties and Responsibilities:

o Work with Cloud Architects and rest of Cloud team to define
and design an appropriate cloud strategy and solution.

« Help in cloud native app assessments, doing discovery and
provide business perspective of cloud native feasibility.

« Engage in Qualitative discovery of workloads/apps and client’s
business context, objectives, and drivers and help identify
key micro-services needed

e Work with client and technical teams to perform cloud
readiness, security, DevOps maturity assessments.

» Work involves collecting, defining or assessing and tracking
requirements, technical, engineering, design, architectural,
maintenance, financial, performance, or other tasking related
to information technology projects

 Analyzes data including operating and performance data,
industry data, and project and program data

o Generates reports

e Develops recommendations and plans
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Labor Category

Description

« Work may also include systems design, development,
administration, operation and maintenance; quality assurance
of work products for correctness, and adherence to the design
concept and user requirements; configuration management
planning and implementation for data, documentation,
hardware, software, security, and network systems

o Keeps current on leading and innovative technologies

« Facilitates meetings

e Serves as lead or supervisor of a small team and mentors others

 Provides technical direction

Minimum Qualifications and Skills:

o Have working understanding and knowledge of cloud (IaaS,
PaaS, SaaS); experience in defining, designing and
implementing cloud solutions preferred

 Able to perform high-level IT technical services and
management tasks in a range of areas, with specialized
expertise in multiple arenas, including, but not limited to:
systems design, development, administration, operation and
maintenance; quality assurance of work products for
correctness, adherence to the design concept and user
requirements; configuration management planning and
implementation for data, documentation, hardware, software,
security, and network systems

o Excellent analytical and communications skills

« Ability to supervise a small team and provide technical direction

« Ability to work with minimal management

Education/Other Requirements:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Cloud Business Analyst, Staff

Summary Duties and Responsibilities:

e Work with Cloud Architects and rest of Cloud team to define
and design an appropriate cloud strategy and solution.

« Help in cloud native app assessments, doing discovery and
provide business perspective of cloud native feasibility.

o Engage in Qualitative discovery of workloads/apps and client’s
business context, objectives, and drivers and help identify
key micro-services needed

o Work with client and technical teams to perform cloud
readiness, security, DevOps maturity assessments.

e Work involves defining or assessing requirements, technical,
engineering, design, architectural, maintenance, financial,
performance, or other tasking related to information
technology projects
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Labor Category Description

e Collects and defines requirements

e Tracks requirements

o Analyzes data including operating and performance data,
industry data, and project and program data

o Generates reports

o Develops recommendations and plans

o Work may also include systems design, development,
administration, operation and maintenance; quality assurance
of work products for correctness, adherence to the design
concept and user requirements; configuration management
planning and implementation for data, documentation,
hardware, software, security, and network systems

« Facilitates meetings

Minimum Qualifications and SKkills:

« Have working understanding and knowledge of cloud (IaaS,
PaaS, SaaS); experience in defining, designing and
implementing cloud solutions preferred

 Able to perform mid-level IT technical services management
tasks in a range of areas, with specialized expertise in at least
one area, including, but not limited to: systems design,
development, administration, operation and maintenance;
quality assurance of work products for correctness, adherence
to the design concept and user requirements; configuration
management planning and implementation for data,
documentation, hardware, software, security, and network
systems

 Excellent analytical and communications skills

Education/Other Requirements:

BA/BS degree; minimum of 2 years’ experience.

Required: One of the following certifications:
e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

Google — Associate Cloud Engineer

Cloud Business Analyst, Summary Duties and Responsibilities:

Associate o Work with Cloud Architects and rest of Cloud team to define
and design an appropriate cloud strategy and solution.

o Help in cloud native app assessments, doing discovery and
provide business perspective of cloud native feasibility.

e Engage in Qualitative discovery of workloads/apps and client’s
business context, objectives, and drivers and help identify
key micro-services needed

o Work with client and technical teams to perform cloud
readiness, security, DevOps maturity assessments.

o Work involves defining or assessing requirements, technical,
engineering, design, architectural, maintenance, financial,
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Labor Category Description
performance or other tasking related to information technology
projects

« Collects and defines requirements

e Tracks requirements

¢ Analyzes data including operating and performance data,
industry data, and project and program data

o Generates reports

o Develops recommendations and plans

e Work may also include systems design, development,
administration, operation and maintenance; quality assurance
of work products for correctness, adherence to the design
concept and user requirements; configuration management
planning and implementation for data, documentation,
hardware, software, security, and network systems

« Facilitates meetings

Minimum Qualifications and Skills:

o Have working understanding and knowledge of cloud (IaaS,
PaaS, SaaS); experience in defining, designing and
implementing cloud solutions preferred

 Able to perform entry-level IT technical services and
management tasks in a range of areas, which may include, but
are not limited to: systems design, development,
administration, operation and maintenance; quality assurance
of work products for correctness, adherence to the design
concept and user requirements; configuration management
planning and implementation for data, documentation,
hardware, software, security, and network systems

« Excellent analytical and communications skills

Education/Other Requirements:

BA/BS degree

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer

Cloud DevOps Engineer, Summary Duties and Responsibilities:

Senior » Responsible for implementing Continuous Integration and
Continuous Deployment pipelines on Amazon Web Services
(AWS) Azure and Google Cloud Platform (GCP)

o Implement infrastructure automation using tools such as
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

o Implement build and test automation using industry build and
test tools and frameworks

o Implement containers and container orchestration using tools
such as Docker, Kubernetes, OpenShift

o Implement cloud security scanning and monitoring tools
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Labor Category

Description

» Responsible for designing, developing, and implementing IT
solutions

« Leads the requirements analysis, conceptual design, and staged
implementation of systems

« Provides technical leadership and direction

» Approves design documentation

 Leads integration efforts of a system

o Generates system-level documents

o Designs and implements disaster recovery plans

o Conducts high availability assessments

 Leads the development of system operational procedures
documents

» Generates customer design review materials and presents at
customer design reviews

o Keeps current on leading and innovative technologies

Minimum Qualifications and Skills:

» Experience developing Continuous Integration and Continuous
Deployment pipelines on Amazon Web Services (AWS) Azure
and Google Cloud Platform (GCP)

o Experience with infrastructure automation tools e.g.
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

» Experience with automated build and test tools and frameworks

o Experience with container technology (e.g. Docker) development
and deployment and container orchestration (e.g. Kubernetes,
OpenShift)

o Knowledge of cloud security scanning and monitoring tools

 Able to provide lifecycle systems support services, from
developing requirements to designing, implementing, testing,
and maintaining IT systems, which may include hardware,
systems and application software, databases, network
components, and related security considerations

» Has significant specialized expertise in one or more types of
systems or application areas

o Interfaces with senior technical and management personnel and
directs other engineers and technicians, as required

o Ability to work with minimal management

Education/Other Requirements:

BA/BS degree; minimum of 7 years’ experience with 5 years’

cloud experience

Required: One of the following certifications:

e AWS DevOps Engineer -Professional
e AWS Certified Solutions Architect — Associate
o AZ-400: Microsoft Certified: DevOps Engineer Expert

Google — Professional Cloud DevOps Engineer
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Labor Category
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Cloud DevOps Engineer, Staff

Summary Duties and Responsibilities:

» Responsible for implementing Continuous Integration and
Continuous Deployment pipelines on Amazon Web Services
(AWS) Azure and Google Cloud Platform (GCP)

« Implement infrastructure automation using tools such as
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

o Implement build and test automation using industry build and
test tools and frameworks

o Implement containers and container orchestration using tools
such as Docker, Kubernetes, OpenShift

 Implement cloud security scanning and monitoring tools

o Responsible for designing, developing, and implementing IT
solutions

 Performs requirements analysis, conceptual design, and staged
implementation of systems

« Provides technical leadership

o Approves design documentation

o Leads integration efforts of a system

o Generates system-level documents

 Designs and implements disaster recovery plans

o Conducts high availability assessments

 Leads the development of system operational procedures
documents

o Generates customer design review materials and presents at
customer design reviews

Minimum Qualifications and SKkills:

» Experience developing Continuous Integration and Continuous
Deployment pipelines on Amazon Web Services (AWS) Azure
and Google Cloud Platform (GCP)

o Experience with infrastructure automation tools e.g.
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

» Experience with automated build and test tools and frameworks

o Experience with container technology (e.g. Docker) development
and deployment and container orchestration (e.g. Kubernetes,
OpenShift)

» Knowledge of cloud security scanning and monitoring tools

 Able to provide lifecycle systems support services, from
developing requirements to designing, implementing, testing,
and maintaining IT systems, which may include hardware,
systems and application software, databases, network
components, and related security considerations

« Has some specialized expertise in one or more types of systems
or application areas
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o Interfaces with mid-level technical and management personnel,
and directs other junior engineers and technicians, as required

Education/Other Requirements:
BA/BS degree; minimum of 2 years’ experience\

Required: One of the following certifications:

e AWS Solutions Architect — Associate

e AWS DevOps Engineer -Professional

e AZ-400: Microsoft Certified: DevOps Engineer Expert
Google — Professional Cloud DevOps Engineer

Cloud DevOps Engineer,
Associate

Summary Duties and Responsibilities:

o Responsible for implementing Continuous Integration and
Continuous Deployment pipelines on Amazon Web Services
(AWS) Azure and Google Cloud Platform (GCP)

o Implement infrastructure automation using tools such as
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

« Implement build and test automation using industry build and
test tools and frameworks

 Implement containers and container orchestration using tools
such as Docker, Kubernetes, OpenShift

o Implement cloud security scanning and monitoring tools

« Responsible for designing, developing, and implementing IT
solutions

 Performs requirements analysis, conceptual design, and staged
implementation of systems

e Provides technical leadership

e Approves design documentation

« Leads integration efforts of a system

« Generates system-level documents

 Designs and implements disaster recovery plans

o Conducts high availability assessments

 Leads the development of system operational procedures
documents

o Generates customer design review materials and presents at
customer design reviews

Minimum Qualifications and Skills:

o Experience developing Continuous Integration and Continuous
Deployment pipelines on Amazon Web Services (AWS) Azure
and Google Cloud Platform (GCP)

o Experience with infrastructure automation tools e.g.
CloudFormation, Ansible, Chef, Puppet, ARM Templates,
Terraform

o Experience with automated build and test tools and frameworks
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» Experience with container technology (e.g. Docker) development
and deployment and container orchestration (e.g. Kubernetes,
OpenShift)

o Knowledge of cloud security scanning and monitoring tools

 Able to provide lifecycle systems support services, from
developing requirements to designing, implementing, testing,
and maintaining IT systems, which may include hardware,
systems and application software, databases, network
components, and related security considerations

o Has some specialized expertise in one or more types of systems
or application areas

o Interfaces with mid-level technical and management personnel,
and directs other junior engineers and technicians, as required

Education/Other Requirements:

BA/BS degree; minimum 1-3 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

Google — Associate Cloud Engineer

Senior

Cloud Application Developer,

Versatile IT professional with the ability to serve in a variety of

technical roles throughout the development lifecycle or operational

support.

Summary Duties and Responsibilities:

¢ Refactor legacy code and/or applications in a cloud native
environment

e Develop RESTful APIs, serverless functions and associated
libraries / classes and data sources

¢ Develop code with multiple technology stacks such as
Angular/Node.js/Python/Java /Spring Boot

e Develop microservices and setup containers using tools such
as Docker

« Implement build tools such as Maven, Ant; Source control Git;
Unit testing frameworks like Junit and Continuous Integration
servers like Jenkins.

« Integrating Open Source technologies and tools as needed.

o Provides expert-level direction

e Plans, architects, and implements the design, development,
procurement, installation, and/or support for complex,
enterprise-level IT, network, security, and communications
systems

e Directs analysis of situations that require in-depth evaluation of
various technical factors

 Able to independently perform task-level management, and
provides work leadership and training to lower level engineers

o Mentors others

o Keeps current on leading and innovative technologies
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Minimum Qualifications and SKkills:

o Experience refactoring legacy code and/or applications in a
cloud native environment

¢ Experience developing RESTful APIs, serverless functions
and associated libraries / classes and data sources

e Experience developing with multiple technology stacks such
as Angular/Node.js/Python/Java /Spring Boot

e Experience developing microservices and using containers
such as Docker

« Demonstrated experience with build tools such as Maven, Ant;
Source control Git; Unit testing frameworks like Junit and
Continuous Integration servers like Jenkins.

o Experience integrating Open Source technologies

« Has expert knowledge of multiple IT areas including, but not
limited to: LAN/WAN, voice communications, computing
platforms, systems security, quality assurance, and applications
including enterprise architecture, programming languages and
tools, and databases

« Ability to work with minimal management

» Experience providing technical leadership to other technical staff

Education/Other Requirements:

BA/BS degree; minimum of 7 years’ experience with 5 years’

cloud experience

Must have cloud developer associate certification from AWS,

Azure, or GCP

Required: One of the following certifications:

e AWS Developer — Associate

e AWS Certified Solutions Architect — Associate

e AZ-204: Microsoft Certified: Azure Developer Associate

Google — Professional Cloud Developer

Staff

Cloud Application Developer,

Summary Duties and Responsibilities:

e Refactor legacy code and/or applications in a cloud native
environment

e Develop RESTful APIs, serverless functions and associated
libraries / classes and data sources

e Develop code with multiple technology stacks such as
Angular/Node.js/Python/Java /Spring Boot

e Develop microservices and setup containers using tools such
as Docker

o Implement build tools such as Maven, Ant; Source control Git;
Unit testing frameworks like Junit and Continuous Integration
servers like Jenkins.

o Integrating Open Source technologies and tools as needed.

« Versatile IT professional with the ability to serve in a variety of
technical roles throughout the development lifecycle or
operational support
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 Provides senior-level direction

o Implements the design, development, procurement, installation,
and/or support of IT, network, security, and communications
systems

e Works on problems where analysis of the situations requires the
evaluation of various technical factors

o Provides work leadership and training to junior staff

Minimum Qualifications and SKkills:

o Experience refactoring legacy code and/or applications in a
cloud native environment

e Experience developing RESTful APIs, serverless functions
and associated libraries / classes and data sources

¢ Experience developing with multiple technology stacks such
as Angular/Node.js/Python/Java /Spring Boot

e Experience developing microservices and using containers
such as Docker

e Demonstrated experience with build tools such as Maven, Ant;
Source control Git; Unit testing frameworks like Junit and
Continuous Integration servers like Jenkins.

» Experience integrating Open Source technologies

o Has in-depth knowledge of at least one IT area, including, but
not limited to: LAN/WAN, voice communications, computing
platforms, systems security, quality assurance, and applications
including enterprise architecture, programming languages and
tools, and databases

Education/Other Requirements:

BA/BS degree; minimum of 2 years’ experience

Required: One of the following certifications:
e AWS Developer — Associate
e AWS Certified Solutions Architect — Associate
o AZ-204: Microsoft Certified: Azure Developer Associate

e  Google — Professional Cloud Developer

Cloud Application Developer,
Associate

Summary Duties and Responsibilities:

e Refactor legacy code and/or applications in a cloud native
environment

e Develop RESTful APIs, serverless functions and associated
libraries / classes and data sources

e Develop code with multiple technology stacks such as
Angular/Node.js/Python/Java /Spring Boot

e Develop microservices and setup containers using tools such
as Docker
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 Implement build tools such as Maven, Ant; Source control Git;
Unit testing frameworks like Junit and Continuous Integration
servers like Jenkins.

o Integrating Open Source technologies and tools as needed.

o Versatile IT professional with the ability to serve in a variety of
technical roles throughout the development lifecycle or
operational support

« Supports the design, development, procurement, installation,
and/or support of complex IT network, security, and
communications systems

o Assists on problems where analysis of the situations requires
evaluation of various technical factors

e May provide work leadership and training to junior staff

Minimum Qualifications and SKkills:

o Experience refactoring legacy code and/or applications in a
cloud native environment

e Experience developing RESTful APIs, serverless functions
and associated libraries / classes and data sources

o Experience developing with multiple technology stacks such
as Angular/Node.js/Python/Java /Spring Boot

e Experience developing microservices and using containers
such as Docker

e Demonstrated experience with build tools such as Maven, Ant;
Source control Git; Unit testing frameworks like Junit and
Continuous Integration servers like Jenkins.

» Experience integrating Open Source technologies

o Has detailed skills and experience in at least one IT area, such as
LAN/WAN, voice communications, computing platforms,
systems security, quality assurance, and applications including
enterprise architecture, programming languages and tools, and
databases

Education/Other Requirements:

BA/BS degree; minimum 1-3 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e Google — Associate Cloud Engineer

Senior

Cloud System Administrator,

Summary Duties and Responsibilities:

e Provision and maintain cloud computing resources for platforms
such as AWS, Azure or GCP.

o Installs, configures, and maintains operating systems. Analyzes
and resolves problems associated with the operating systems’
servers, hardware, applications, and software. Detects,
diagnoses, and reports related problems
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 Possesses familiarity with varied concepts, standard best
business practices, and procedures. Relies on experience and
judgment to plan and accomplish goals

e Performs a variety of tasks with limited guidance and
supervision.

 Duties include, but are not limited to: defining requirements;
providing task management, technical guidance, and direction;
installing hardware and software upgrades; scheduling and
performing hardware/software installations and upgrades, and
maintaining them in accordance with established policies and
procedures; performing system testing, operations,
administration, and maintenance; identifying system
performance risks/problems and developing and presenting
solutions

Minimum Qualifications and Skills:

o Experience in administrating cloud platforms like AWS, Azure
or Google Cloud

« Experience installing, configuring, and maintaining operating
systems

e Ability to troubleshoot system issues

e Knowledge of performing system monitoring in a cloud
environment using native tools like AWS CloudWatch, Azure
Monitor, Google StackDriver.

Education/Other Requirements:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:
e AWS SysOps Administrator — Associate
e AWS Certified Solutions Architect — Associate
e AZ 104: Microsoft Certified: Azure Administrator

Associate

e  Google — Professional Collaboration Engineer

Cloud System Administrator, Summary Duties and Responsibilities:

Staff e Provision and maintain cloud computing resources for platforms
such as AWS, Azure or GCP.

o Installs, configures, and maintains operating systems. Analyzes
and resolves problems associated with the operating systems’
servers, hardware, applications, and software. Detects,
diagnoses, and reports related problems

 Possesses familiarity with varied concepts, standard best
business practices, and procedures

 Relies on experience and judgment to plan and accomplish goals

o Performs a variety of tasks with limited guidance and
supervision

« Duties include, but are not limited to: defining requirements;
providing task management, technical guidance, and direction;
installing hardware and software upgrades; scheduling and
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performing hardware/software installations and upgrades, and
maintaining them in accordance with established policies and
procedures; performing system testing, operations,
administration, and maintenance; identifying system
performance risks/problems and developing and presenting
solutions

Minimum Qualifications and Skills:

o Experience in administrating cloud platforms like AWS, Azure
or Google Cloud

« Experience installing, configuring, and maintaining operating
systems

e Ability to troubleshoot system issues

o Knowledge of performing system monitoring in a cloud
environment using native tools like AWS CloudWatch, Azure
Monitor, Google StackDriver.

Education/Other Requirements:

BA/BS degree; minimum of 2 years’ experience

Required: One of the following certifications:
e AWS SysOps Administrator — Associate
o AWS Certified Solutions Architect — Associate
e AZ 104: Microsoft Certified: Azure Administrator

Associate

e  Google — Professional Collaboration Engineer
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Cloud System Administrator,
Associate

Summary Duties and Responsibilities:

 Provision and maintain cloud computing resources for platforms
such as AWS, Azure or GCP.

« Installs, configures, and maintains operating systems. Analyzes
and resolves problems associated with the operating systems’
servers, hardware, applications, and software. Detects,
diagnoses, and reports related problems

» Possesses familiarity with varied concepts, standard best
business practices, and procedures

« Relies on experience and judgment to plan and accomplish goals

e Performs a variety of tasks with limited guidance and
supervision

 Duties include, but are not limited to: defining requirements;
providing task management, technical guidance, and direction;
installing hardware and software upgrades; scheduling and
performing hardware/software installations and upgrades, and
maintaining them in accordance with established policies and
procedures; performing system testing, operations,
administration, and maintenance; identifying system
performance risks/problems and developing and presenting
solutions

Minimum Qualifications and SKkills:

» Experience in administrating cloud platforms like AWS, Azure or
Google Cloud
Experience installing, configuring, and maintaining operating
systems
* Ability to troubleshoot system issues
* Knowledge of performing system monitoring in a cloud
environment using native tools like AWS CloudWatch, Azure
Monitor, Google StackDriver.
Education/Other Requirements:
BA/BS degree
Required: One of the following certifications:

e AWS Certified Cloud Practitioner

e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer
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Cloud Quality Assurance
Manager

Summary Duties and Responsibilities:

 Provides hands-on quality oversight of the technical and
functional activities of multiple subtasks for work performed
in geographically dispersed locations. Develops, implements,
monitors, and reports on the Quality Assurance Plan. Works to
ensure the quality of service and performance, and service
level requirements of the contract and the Quality Assurance
Surveillance Plan, are met. Works with client and external
counterparts with regard to quality audits and reviews

e Collaborate with key teams including DevOps and DevSecOps to
drive Continuous Integration, Continuous Delivery and
Continuous Deployment.

 Develop and identify tools that will improve and optimize the
quality, develop test frameworks, develop testing
infrastructure, lead and coach Quality team on building cloud
testing strategies and improve test effectiveness.

 Design and develop appropriate test automation framework,
harnesses and code libraries to enable the team to both use and
enhance them across successive projects

Minimum Qualifications:

« Quality assurance roles on technical services contracts for the
Government

o Management of a quality assurance program

 Implemented standards, methods, and procedures for testing and
evaluating products or services

e Developed Quality Assurance and Control Plans

o Familiar with quality standards and disciplines such as ISO
9001, ISO 20000, and Lean Six Sigma

« Experience analyzing quality data

» Experience conducting quality, process, performance, and
compliance audits and reviews

« Experience establishing processes and quality assurance
activities to improve performance and customer satisfaction

» Write concise business and technical correspondence

« Strong interpersonal skills at all organizational levels

» Quality assurance experience as applied to technical service
contracts

» Experience in customer interfacing meetings to collect IT
requirements and present schedules at technical and
construction meetings

o General knowledge of IT standards and best practices in a
service delivery environment

o Experience with analyzing customer requirements and providing
assistance with requirements documentation

Education/Certification Requirement:

Bachelor’s degree; minimum of 7 years’ experience in IT, 5 years
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in quality control/quality assurance, and 3 years in QA
management positions.

Preferred: Management experience in technical Government
contracts preferably on client site support services contracts.
Quality certification desired such as Lean Six Sigma, Certified
Quality Manager, etc.
Required: One of the following certifications:

e AWS Certified Cloud Practitioner

e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer
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Cloud Quality Assurance
Engineer, Senior

Summary Duties and Responsibilities:

e Collaborate with key teams including DevOps and DevSecOps to
drive Continuous Integration, Continuous Delivery and
Continuous Deployment.

« Develop and identify tools that will improve and optimize the
quality, develop test frameworks, develop testing
infrastructure, lead and coach Quality team on building cloud
testing strategies and improve test effectiveness.

« Design and develop appropriate test automation framework,
harnesses and code libraries to enable the team to both use and
enhance them across successive projects

o Responsible for developing and implementing quality
methodologies to ensure compliance with contract, program,
company, and regulatory standards, requirements, policies, and
procedures

o Ensures compliance with standards such as CMMI, ISO 9001,
ISO 20000, ISO 27001, and others

« Develops project Software Quality Assurance Plan and
implements procedures that conform to contract requirements

o Provides an independent assessment of how the project’s
software development process is being implemented relative to
the defined process, and recommends methods to optimize the
organization’s process

o May be responsible for all activities involving quality assurance
and compliance with applicable regulatory requirements

o Conducts audits and reviews/analyzes data and documentation

« Develops and implements procedures and test plans for ensuring
quality in a system development environment that supports
large databases and applications

Minimum Qualifications:

o Experience planning, implementing, and testing QA activities

« Experience developing quality plans

« Experience conducting quality reviews and audits

Education/Certification Requirement:
BA/BS degree; minimum of 5 years’ experience
Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Cloud Quality Assurance
Engineer, Staff

Summary Duties and Responsibilities:

 Collaborate with key teams including DevOps and DevSecOps to
drive Continuous Integration, Continuous Delivery and
Continuous Deployment.

o Develop and identify tools that will improve and optimize the
quality, develop test frameworks, develop testing
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infrastructure, lead and coach Quality team on building cloud
testing strategies and improve test effectiveness.

« Design and develop appropriate test automation framework,
harnesses and code libraries to enable the team to both use and
enhance them across successive projects

o Responsible for developing and implementing quality
methodologies to ensure compliance with contract, program,
company, and regulatory standards, requirements, policies, and
procedures

o Ensures compliance with standards such as CMMI, ISO 9001,
ISO 20000, ISO 27001, and others

e Develops project Software Quality Assurance Plan and
implements procedures that conform to contract requirements

 Provides an independent assessment of how the project’s
software development process is being implemented relative to
the defined process, and recommends methods to optimize the
organization’s process

» May be responsible for all activities involving quality assurance
and compliance with applicable regulatory requirements

e Conducts audits and reviews/analyzes data and documentation

e Develops and implements procedures and test plans for ensuring
quality in a system development environment that supports
large databases and applications

Minimum Qualifications:

o Experience planning, implementing, and testing QA activities

o Experience developing quality plans

o Experience conducting quality reviews and audits

Education/Certification Requirement:

BA/BS degree; minimum of 2 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e Google — Associate Cloud Engineer

Cloud Data Engineer,
Principal/ Cloud Data
Architect

Summary Duties and Responsibilities:

o Responsible for designing, developing, and implementing the
data architecture of agile, scalable, and cost-efficient IT
solutions on cloud data services.

» Responsible for migrating traditional relational database systems
to AWS, Azure and GCP relational databases.

e Deploy, maintain and optimize RDBMS databases such as
Oracle, Aurora, MariaDB, MySQL, PostgreSQL, Cloud SQL,
Cloud Spanner.

» Deploy, maintain and optimize NoSQL databases like
DynamoDB, Cosmos DB, MongoDB, Firestore, Bigtable,
Cassandra

» Responsible for designing, developing, and implementing
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 Designs and builds relational databases

o Performs data access analysis design, and archive/recovery
design and implementation

« Develops strategies for data acquisitions, archive recovery, and
implementation of a database

e Works in a data warehouse environment, which includes data
design, database architecture, and metadata repository creation

« Translates business needs into long-term architecture solutions

 Defines, designs, and builds dimensional databases

» Develops data warehousing blueprints, evaluating hardware and
software platforms, and integrating systems

» Reviews and develops object and data models and the metadata
repository to structure the data for better management and
quicker access

Minimum Qualifications and SKkills:

« Experience with data analysis, modeling, integration, and design

« Ability to understand business needs and translate the logical
design into the physical design

o Ability to integrate data from unrelated data sources

« Experience migrating traditional relational database systems to
AWS, Azure and GCP relational databases.

o Experience deploying, maintaining and optimizing RDBMS
databases such as Oracle, Aurora, MariaDB, MySQL,
PostgreSQL, Cloud SQL, Cloud Spanner.

o Familiarity with NoSQL databases like DynamoDB, Cosmos
DB, MongoDB, Firestore, Bigtable, Cassandra

o Implementing analysis solutions on Hadoop-based platforms
such as Amazon ElasticMapReduce, Cloudera Hadoop, or
Hortonworks Data Platform preferred.

Education/Other Requirements:

BA/BS degree; minimum of 7 years’ experience

Required: One of the following certifications:

o AWS Certified Database — Specialty

e AWS Certified Data Analytics — Specialty

e AWS Certified Solutions Architect — Associate

e DP 200/201: Microsoft Certified: Azure Data Engineer
Associate or DP 100: Microsoft Certified: Azure Data
Scientist Associate

¢ Google — Professional Data Engineer

Cloud Data Engineer, Senior

Summary Duties and Responsibilities:

o Responsible for designing, developing, and implementing the
data architecture of agile, scalable, and cost-efficient IT
solutions on cloud data services.

« Responsible for migrating traditional relational database systems
to AWS, Azure and GCP relational databases.
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» Deploy, maintain and optimize RDBMS databases such as
Oracle, Aurora, MariaDB, MySQL, PostgreSQL, Cloud SQL,
Cloud Spanner.

« Deploy, maintain and optimize NoSQL databases like
DynamoDB, Cosmos DB, MongoDB, Firestore, Bigtable,
Cassandra

« Responsible for designing, developing, and implementing

« Responsible for designing, developing, and implementing IT
solutions—provides database design and development support
to the project team

e Develops and maintains database development standards,
enhancing application performance, and increasing web
application security

 Provides all activities related to the administration of
computerized databases

o Projects long-range requirements for database administration and
design in conjunction with other managers in the information
systems function

o Designs, creates, and maintains databases in a client/server
environment

o Conducts quality control and auditing of databases in a
client/server environment to ensure accurate and appropriate
use of data

» Advises users on access to various client/server databases

 Designs, implements, and maintains complex databases with
respect to JCL, access methods, access time, device allocation,
validation checks, organization, protection and security,
documentation, and statistical methods

o Applies knowledge and experience with database technologies,
development methodologies, and front-end (e.g.,
COGNOS)/back-end programming languages (e.g., SQL).
Performs database programming and supports systems design

o Performs maintenance of database dictionaries, overall
monitoring of standards and procedures, file design and
storage, and integration of systems through database design

Minimum Qualifications and SKills:

o Experience designing, developing, implementing, maintaining,
and controlling database management systems

o Experience migrating traditional relational database systems to
AWS, Azure and GCP relational databases.

» Experience deploying, maintaining and optimizing RDBMS
databases such as Oracle, Aurora, MariaDB, MySQL,
PostgreSQL, Cloud SQL, Cloud Spanner.

o Familiarity with NoSQL databases like DynamoDB, Cosmos
DB, MongoDB, Firestore, Bigtable, Cassandra
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« Implementing analysis solutions on Hadoop-based platforms
such as Amazon ElasticMapReduce, Cloudera Hadoop, or
Hortonworks Data Platform preferred.

« Experience with structured query language

e Ability to prepare detailed workflow charts, diagrams, e-r
modeling charts, and data models

o Ability to detect and correct errors in systems

Education/Other Requirements:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:

o  AWS Certified Database — Specialty
o AWS Certified Data Analytics — Specialty
e AWS Certified Solutions Architect — Associate
e DP 200/201: Microsoft Certified: Azure Data Engineer
Associate or DP 100: Microsoft Certified: Azure Data
Scientist Associate
Google — Professional Data Engineer

Cloud Data Engineer, Staff

Summary Duties and Responsibilities:

« Responsible for migrating traditional relational database systems
to AWS, Azure and GCP relational databases.

e Deploy, maintain and optimize RDBMS databases such as
Oracle, Aurora, MariaDB, MySQL, PostgreSQL, Cloud SQL,
Cloud Spanner.

o Deploy, maintain and optimize NoSQL databases like
DynamoDB, Cosmos DB, MongoDB, Firestore, Bigtable,
Cassandra

» Responsible for designing, developing, and implementing IT
solutions—provides database design and development support
to the project team

e Develops and maintains database development standards,
enhancing application performance, and increasing web
application security

 Provides all activities related to the administration of
computerized databases

e Projects long-range requirements for database administration and
design in conjunction with other managers in the information
systems function

o Designs, creates, and maintains databases in a client/server
environment

« Conducts quality control and auditing of databases in a
client/server environment to ensure accurate and appropriate
use of data

» Advises users on access to various client/server databases

 Designs, implements, and maintains complex databases with
respect to JCL, access methods, access time, device allocation,
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validation checks, organization, protection and security,
documentation, and statistical methods

« Applies knowledge and experience with database technologies,
development methodologies, and front-end (e.g.,
COGNOS)/back-end programming languages (e.g., SQL).
Performs database programming and supports systems design

o Performs maintenance of database dictionaries, overall
monitoring of standards and procedures, file design and
storage, and integration of systems through database design

Minimum Qualifications and SKills:

o Experience migrating traditional relational database systems to
AWS, Azure and GCP relational databases.

« Experience deploying, maintaining and optimizing RDBMS
databases such as Oracle, Aurora, MariaDB, MySQL,
PostgreSQL, Cloud SQL, Cloud Spanner.

o Familiarity with NoSQL databases like DynamoDB, Cosmos
DB, MongoDB, Firestore, Bigtable, Cassandra

» Experience designing, developing, implementing, maintaining,
and controlling database management systems

» Experience with structured query language

o Ability to prepare detailed workflow charts, diagrams, e-r
modeling charts, and data models

o Ability to detect and correct errors in systems

Education/Other Requirements:

BA/BS degree; minimum of 2 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer

Senior

Cloud Network Engineer,

Summary Duties and Responsibilities:

e Implement VPC, VNet, Route 53, DNS, Traffic Manager, VPN
Gateway, API Gateway, Load Balancers, VPC peering, transit
gateway, Direct Connect, ExpressRoute in AWS, Azure and
GCP cloud environments.

« Evaluates, designs, documents, installs, implements, tests,
performs problem isolation and resolution, monitors, tunes,
and sets standards

o Maintains a complex range of computer network components
and systems. Performs these functions across a wide range of
network facilities including physical media, protocol stacks,
hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM,
NCP and related software and hardware, and network
management components

 Provides client consulting and training on the interfacing and use
of the network facilities
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« Plans and coordinates computer network initiatives

o Researches, evaluates, and recommends new computer network
equipment and technologies

« Uses monitoring, performance analysis, network management,
software, and hardware equipment to troubleshoot and isolate
problems, gauge network performance, and trace data and
protocol activity

« Devises solutions to operational problems within the capacity
and operational limitations of installed equipment

« Develops and executes contingency plans for network software
and hardware failures including isolated and major outages

 Provides internal consulting, technical guidance, information,
and support to application developers, computer operations,
workstation support, company management, and departmental
clients

Education/Other Requirements:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:
e AWS Certified Advanced Networking — Specialty
e AWS Certified Solutions Architect — Associate
e AZ-104: Microsoft Certified: Azure Administrator

Associate

e  Google - Professional Cloud Network Engineer

Cloud Network Engineer, Staff

Summary Duties and Responsibilities:

e Implement VPC, VNet, Route 53, DNS, Traffic Manager, VPN
Gateway, API Gateway, Load Balancers, VPC peering, transit
gateway, Direct Connect, ExpressRoute in AWS, Azure and
GCP cloud environments.

« Evaluates, designs, documents, installs, implements, tests, and
performs problem isolation and resolution

« Monitors, tunes, sets standards, and maintains a range of
computer network components and systems. Performs these
functions across most of the network facilities including
physical media, protocol stacks, hubs, routers, bridges,
gateways, digital servers, line drivers, telecommunications
transport facilities, mainframe VTAM, NCP and related
software and hardware, and network management components

 Provides client consulting and training on the interfacing and use
of the network facilities. Begins to plan, research, evaluate,
and recommend new computer network equipment and
technologies

« Uses monitoring, performance analysis, network management,
software, and hardware equipment to troubleshoot and isolate
problems, gauge network performance, and trace data and
protocol activity
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 Devises solutions to moderately complex operational problems
within the capacity and operational limitations of installed
equipment

Education/Other Requirements:

BA/BS degree; minimum of 2 years’ experience
Required: One of the following certifications:

e AWS SysOps Administrator — Associate
e AWS Certified Advanced Networking — Specialty
e AWS Certified Solutions Architect — Associate

e AZ-104: Microsoft Certified: Azure Administrator
Associate

e  Google - Professional Cloud Network Engineer

Cloud Network Engineer,
Associate

Summary Duties and Responsibilities:

o Implement VPC, VNet, Route 53, DNS, Traffic Manager, VPN
Gateway, API Gateway, Load Balancers, VPC peering, transit
gateway, Direct Connect, ExpressRoute in AWS, Azure and
GCP cloud environments.

 Evaluates, designs, documents, installs, implements, tests, and
performs problem isolation and resolution

« Monitors, tunes, sets standards, and maintains a range of
computer network components and systems. Performs these
functions across a limited range of network facilities including
some, but not all, physical media, protocol stacks, hubs,
routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM,
NCP and related software and hardware, and network
management components

« Uses monitoring, performance analysis, network management,
software, and hardware equipment to troubleshoot and isolate
problems, gauge network performance, and trace data and
protocol activity
Education/Other Requirements:

BA/BS degree.

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Cloud Security Analyst, Senior

Summary Duties and Responsibilities:

 Provides information assurance expertise for large, complex IT
infrastructure programs

 Provides subject matter expertise and capability to
consult/troubleshoot security-related matters for enterprise
information systems and network architectures, access
problems, and implementation of security policies and
procedures
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« provide subject matter expertise in security principles and cloud
security best practices to technical and acquisition project
teams and assess potential security risk that might result from
inadequate design decisions or incomplete integration of
cloud-based tools.

o Develop highly scalable applications that adhere to cloud and
security best practices.

e Developing security recommendations following NIST and
Cloud Security Alliance guidance and security best practices

o Reviewing and interpreting continuous monitoring reports
provided by Cloud Service Providers as part of FedRAMP
required deliverables

« Ensures security access and protects against unauthorized access,
modification, or destruction

o Demonstrates a familiarity with a variety of security concepts,
practices, and procedures. Relies on extensive experience and
judgment to plan and accomplish goals

 Performs a variety of tasks and work under general supervision

o Oversees and manages day-to-day configuration and operation of
information systems

« Optimizes system operation and resource utilization, and
performs system capacity planning/analysis while maintaining
security posture

o Performs system security analyses on client networks and
automated information systems (AIS)

 Provides guidance, training, research, and recommendations on
client networks and AIS

o Performs security audits, evaluations, and risk assessments of
complex operational data processing communications systems
and facilities, and provides recommendations for countering
detected vulnerabilities

o Conducts security and internal control reviews of sensitive
applications software; conducts specific technical reviews to
support non-standard operational requirements and systems

 Designs, develops, and maintains unique security tools and
techniques for conducting computer and communications
security evaluations and risk assessments

 Provides advanced technical computer and communications
security assistance

 Provides expert assistance and recommendations in the field of
trusted computer systems and networks

« Conducts security tests, certifications, and evaluations of
applications and systems processing sensitive or classified
information

e Develops requirements and specifications for reviewing and
approving procurement requests, major systems development
activities, telecommunications and teleprocessing hardware
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and software, and hardware and software encryption
techniques on the basis of security concerns
« Assesses technology to ensure security vulnerabilities are
identified and countered
Minimum Qualifications:
» Experience performing information assurance/security for [T
systems
o CISSP, CISM, ISO 27001, or CISA certifications equate to 3
years of experience in Duties and Responsibilities
Education/Certification Requirement:
BA/BS degree; minimum of 7 years’ experience; security
certification from AWS, Azure, or GCP
Required: One of the following certifications:
e  AWS Certified Security — Specialty
e (ISC)’ Certified Cloud Security Professional (CCSP)
e AWS Certified Solutions Architect — Associate
e AZ-500: Microsoft Certified: Azure Security Engineer
Associate
e Google - Professional Cloud Security Engineer
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Cloud Security Analyst, Staff

Summary Duties and Responsibilities:

« Provides information assurance expertise for large, complex IT
infrastructure programs

o Provides subject matter expertise and capability to
consult/troubleshoot security-related matters for enterprise
information systems and network architectures, access
problems, and implementation of security policies and
procedures

« provide subject matter expertise in security principles and cloud
security best practices to technical and acquisition project
teams and assess potential security risk that might result from
inadequate design decisions or incomplete integration of
cloud-based tools.

« Develop highly scalable applications that adhere to cloud and
security best practices.

« Developing security recommendations following NIST and
Cloud Security Alliance guidance and security best practices

« Reviewing and interpreting continuous monitoring reports
provided by Cloud Service Providers as part of FedRAMP
required deliverables

« Ensures security access and protects against unauthorized access,
modification, or destruction

» Demonstrates a familiarity with a variety of security concepts,
practices, and procedures. Relies on extensive experience and
judgment to plan and accomplish goals

 Performs a variety of tasks and work under general supervision.

« Oversees and manages day-to-day configuration and operation of
information systems

o Optimizes system operation and resource utilization, and
performs system capacity planning/analysis while maintaining
the security posture

 Performs system security analyses on client networks and AIS

 Provides guidance, training, research, and recommendations on
client networks and AIS

o Performs security audits, evaluations, and risk assessments of
complex operational data processing communications systems
and facilities, and provides recommendations for countering
detected vulnerabilities

« Conducts security and internal control reviews of sensitive
applications software

« Conducts specific technical reviews to support non-standard
operational requirements and systems

 Designs, develops, and maintains unique security tools and
techniques for conducting computer and communications
security evaluations and risk assessments

e Provides advanced technical computer and communications
security assistance
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o Provides expert assistance and recommendations in the field of
trusted computer systems and networks

« Conducts security tests, certifications, and evaluations of
applications and systems processing sensitive or classified
information

e Develops requirements and specifications for reviewing and
approving procurement requests, major systems development
activities, telecommunications and teleprocessing hardware
and software, and hardware and software encryption
techniques on the basis of security concerns

« Assesses technology to ensure security vulnerabilities are
identified and countered

Minimum Qualifications:

» Experience performing information assurance/security for [T
systems

« CISSP, CISM, ISO 27001, or CISA certifications equate to 3
years of experience in Duties and Responsibilities

Education/Certification Requirement:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:
e AWS Certified Security — Specialty
e (ISC)’ Certified Cloud Security Professional (CCSP)
e AWS Certified Solutions Architect — Associate
o AZ-500: Microsoft Certified: Azure Security Engineer

Associate

e  Google - Professional Cloud Security Engineer
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Cloud Security Analyst,
Associate

Summary Duties and Responsibilities:

« Provides information assurance expertise for large, complex IT
infrastructure programs

o Provides subject matter expertise and capability to
consult/troubleshoot security-related matters for enterprise
information systems and network architectures, access
problems, and implementation of security policies and
procedures

« provide subject matter expertise in security principles and cloud
security best practices to technical and acquisition project
teams and assess potential security risk that might result from
inadequate design decisions or incomplete integration of
cloud-based tools.

« Develop highly scalable applications that adhere to cloud and
security best practices.

« Developing security recommendations following NIST and
Cloud Security Alliance guidance and security best practices

« Reviewing and interpreting continuous monitoring reports
provided by Cloud Service Providers as part of FedRAMP
required deliverables

« Ensures security access and protects against unauthorized access,
modification, or destruction

» Demonstrates a familiarity with a variety of security concepts,
practices, and procedures. Relies on extensive experience and
judgment to plan and accomplish goals

 Performs a variety of tasks and work under general supervision.

« Oversees and manages day-to-day configuration and operation of
information systems

o Optimizes system operation and resource utilization, and
performs system capacity planning/analysis while maintaining
the security posture

 Performs system security analyses on client networks and AIS

 Provides guidance, training, research, and recommendations on
client networks and AIS

o Performs security audits, evaluations, and risk assessments of
complex operational data processing communications systems
and facilities, and provides recommendations for countering
detected vulnerabilities

« Conducts security and internal control reviews of sensitive
applications software

« Conducts specific technical reviews to support non-standard
operational requirements and systems

 Designs, develops, and maintains unique security tools and
techniques for conducting computer and communications
security evaluations and risk assessments

e Provides advanced technical computer and communications
security assistance
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o Provides expert assistance and recommendations in the field of
trusted computer systems and networks

« Conducts security tests, certifications, and evaluations of
applications and systems processing sensitive or classified
information

e Develops requirements and specifications for reviewing and
approving procurement requests, major systems development
activities, telecommunications and teleprocessing hardware
and software, and hardware and software encryption
techniques on the basis of security concerns

« Assesses technology to ensure security vulnerabilities are
identified and countered

Minimum Qualifications:

» Experience performing information assurance/security for [T
systems

« CISSP, CISM, ISO 27001, or CISA certifications equate to 3
years of experience in Duties and Responsibilities

Education/Certification Requirement:

BA/BS degree; minimum of 2 years’ experience

Required: One of the following certifications:
e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer
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Cloud Help Desk Specialist,
Principal

Summary Duties and Responsibilities:

» Responsible for supporting customer incident, problem, and
change management through the Cloud Service Desk.

o Work directly with Amazon Web Service, Azure and Google
Cloud Platform (GCP) architects to help reproduce and resolve
customer issues

e Work on critical, highly complex customer problems that may
span multiple AWS, Azure, GCP services.

o Leverage your extensive customer support experience to provide
feedback to internal AWS, Azure, GCP teams on how to
improve our services.

 Provide support and detailed direction with respect to cloud
implementation, monitoring, initialization, maintenance, and
reporting.

 Support the development, delivery, implementation, and
maintenance of cloud based projects.

o Serves as company or contract expert, responsible for providing
telephone support to end-user community on complex
hardware, software, and network-related problems, questions,
and use

e May provide training and guidance to more junior help desk
personnel

e Provides first-level problem resolution on the telephone with
users; walks the user through a series of steps to determine
problem and classify level, priority, and nature of problem. If
unable to diagnose problem and/or problem requires physical
interaction with end user, dispatches field engineers from
appropriate team

 Opens, tracks, and closes trouble tickets; ensures problem
ownership and promotes end-user satisfaction

« Tracks activities of field engineers to whom tickets were
assigned

Education/Certification Requirement:

BA/BS degree; minimum of 7 years’ experience in computer

hardware, software, and networking systems, and in the set-up,

configuration, use, and troubleshooting of computer systems.

Trained and certified in automated help desk management systems

Required: One of the following certifications:
e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Senior

Cloud Help Desk Specialist,

Summary Duties and Responsibilities:
e Responsible for supporting customer incident, problem, and
change management through the Cloud Service Desk.
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e Work directly with Amazon Web Service, Azure and Google
Cloud Platform (GCP) architects to help reproduce and resolve
customer issues

e Work on critical, highly complex customer problems that may
span multiple AWS, Azure, GCP services.

o Leverage your extensive customer support experience to provide
feedback to internal AWS, Azure, GCP teams on how to
improve our services.

« Provide support and detailed direction with respect to cloud
implementation, monitoring, initialization, maintenance, and
reporting.

« Support the development, delivery, implementation, and
maintenance of cloud based projects.

» Responsible for providing support to end-user community on
difficult hardware, software, and network-related problems,
questions, and use

e May provide training and guidance to more junior help desk
personnel. Provides resolutions to out-of-the-ordinary issues
for users. If unable to diagnose problem, works with help desk
management to diagnose and resolve problem

e Responds to Tier 2 and higher trouble tickets. Ensures problem
ownership and promotes end-user satisfaction

» Closes activities of tickets assigned

e Responsible for providing in-depth and high-level support to
end-user community on hardware, software, and network-
related problems, questions, and use

 Provides problem resolution to users. Confers with user to
determine problem

« Ensures problem ownership and promotes end-user satisfaction

Education/Certification Requirement:

BA/BS degree; minimum of 5 years’ experience in computer

hardware, software, and networking systems, and in the set-up,

configuration, use, and troubleshooting of computer systems

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e Google — Associate Cloud Engineer

Staff

Cloud Help Desk Specialist,

Summary Duties and Responsibilities:

« Responsible for supporting customer incident, problem, and
change management through the Cloud Service Desk.

o Work directly with Amazon Web Service, Azure and Google
Cloud Platform (GCP) architects to help reproduce and resolve
customer issues

e Work on critical, highly complex customer problems that may
span multiple AWS, Azure, GCP services.
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» Leverage your extensive customer support experience to provide
feedback to internal AWS, Azure, GCP teams on how to
improve our services.

 Provide support and detailed direction with respect to cloud
implementation, monitoring, initialization, maintenance, and
reporting.

« Support the development, delivery, implementation, and
maintenance of cloud based projects.

» Responsible for providing support to end-user community on
hardware, software, and network-related problems, questions,
and use

 Provides resolutions to out-of-the-ordinary issues for users. If
unable to diagnose problem, works with help desk
management to diagnose and resolve problem. Responds to
Tier 2 and higher trouble tickets

« Ensures problem ownership and promotes end-user satisfaction

« Closes activities of tickets assigned

Education/Certification Requirement:

BA/BS degree; minimum of 2 years’ experience in computer

hardware, software, and networking systems, and in the set-up,

configuration, use, and troubleshooting of computer systems

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e  (Google — Associate Cloud Engineer

Cloud Director

Summary Duties and Responsibilities

 Provide leadership and direction in migrating legacy applications
to cloud platforms AWS, Azure and GCP in a FedRAMP
environment.

« Directs all aspects of the information systems function.

o Determines operating philosophy of department and ensures the
philosophy is translated into action

o Provides top management with technical information and
recommendations on information technology

o Maintains company and competitive posture in information
technology usage

 Ensures adequate budget for capital equipment and technical
manpower acquisition

Education/ Certification Requirements:

BA/BS degree—minimum of 16 years’ experience; Master’s

degree or equivalent—12 years’ experience; PgMP or PMP

certified

Required: One of the following certifications:
e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
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e  Google — Associate Cloud Engineer

Cloud Program Manager

Summary Duties and Responsibilities:

 Provide leadership and direction in migrating legacy applications
to cloud platforms AWS, Azure and GCP in a FedRAMP
environment.

e Work with technical team to implement Continuous Integration
and Continuous Delivery and Continuous Deployment tools,
automated testing, Cloud, microservices and container-based
environments.

« Serves as the program executive responsible for overall
successful program execution and serves as the ultimate point
of contact with client senior management

o Responsible for leading and driving large programs consisting of
operations and multiple projects, or a single, large project with
multiple complex tasks

« Supports all aspects of the development and implementation of
assigned projects, from original concept through final contract
closure

o Interfaces with project/task managers and with senior customer
managers

 Defines project scope and objectives

o Reviews high-level work plans and key project/task deliverables,
and manages the integration of resources and knowledge
across projects and tasks

 Helps ensure adherence to corporate standards and practices, and
serves as a key element in the escalation process

e Develops full-scale project plans and associated communications
documents

e Clearly communicates expectations to team members and
stakeholders in a timely manner

o Liaises with project stakeholders on an ongoing basis

o Manages changes in project scope, as well as issues and risks

« Defines project success criteria and disseminates them
throughout project lifecycle

« Coaches, mentors, motivates, and supervises project team
members, and influences them to take positive action and
accountability for their assigned work

« Builds, develops, and grows any business relationships vital to
the success of the project

Minimum Qualifications and Skills:

o Experience migrating legacy applications to cloud platforms
AWS, Azure and GCP.
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» Exposure to Continuous Integration and Continuous Delivery
and Continuous Deployment tools, automated testing, Cloud,
and container-based technologies preferred

» Experience in senior program management positions

o Experience as an information program/project manager with
experience in operations and maintenance, as well as software
development

« Experience transitioning/implementing IT systems

» Experience with web application and infrastructure support

« Experience with IT security, IT infrastructure, and system
architecture environments

 Strong knowledge of program/project management best practices
(PMI)

o Knowledge of Government directives, policies, publications and
regulations

« Strong experience in creating project management plans

o Experience working in a Scaled Agile environment preferred

Education/Other Requirements:

BA/BS degree; minimum of 12 years’ experience; PgMP or PMP

certified

Preferred: Scaled Agile (SAFe) certification, Release Train

Engineer (RTE) experience,

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e Google— Associate Cloud Engineer

Cloud Project Manager

Summary Duties and Responsibilities:

« Responsible for managing migration of legacy applications to
cloud platforms AWS, Azure and GCP in a FedRAMP
environment.

o Work with technical team to implement Continuous Integration
and Continuous Delivery and Continuous Deployment tools,
automated testing, Cloud, microservices and container-based
environments.

o Responsible for managing small to large projects and all phases
of project and project management lifecycles

« The project manager is expected to have significant input into the
technical decision-making process

 Functions as the leader and manager of all contributing
disciplines and resources in the completion of a project

« Engages in such activities as: assigning tasks; establishing and
maintaining task schedules; maintaining liaison between
appropriate project personnel and the customer to ensure
effective coordination of all project efforts; prepares and
adheres to project cost, schedule, and staffing plans; prepares
plans, proposals, and briefings; manages contract negotiations
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and company representation with customers and
subcontractors, as required

Minimum Qualifications and Skills:

« Experience migrating legacy applications to cloud platforms
AWS, Azure and GCP.

» Exposure to Continuous Integration and Continuous Delivery
and Continuous Deployment tools, automated testing, Cloud,
and container-based technologies preferred

e Ability to document solutions with MS Office products;
specifically, Outlook, Word, Excel, Visio, and Project

o Ability to effectively communicate, verbally and in writing, with
management and peers

« Excellent customer interface, coordination, and organizational
skills

« Experience developing project plans according to PMBOK and
managing projects according to project plans and processes

« Uses interpersonal skills for interfacing and working with
multiple contractor and Government organizations

» Experience working as a Scrum Master in an agile environment

 Familiarity with agile tools such as Jira, Confluence, etc.

Education/Other Requirements:

o BA/BS degree; minimum of 10 years’ experience. PMP
certification, Certified Scrum Master (CSM).

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Senior

Cloud Project Coordinator,

Summary Duties and Responsibilities:

» Responsible for managing migration of legacy applications to
cloud platforms AWS, Azure and GCP in a FedRAMP
environment.

e Work with technical team to implement Continuous Integration
and Continuous Delivery and Continuous Deployment tools,
automated testing, Cloud, microservices and container-based
environments.

 Provides project management support in accordance with the
Project Management Institute Project Management Body of
Knowledge

o Works as a member of the program team to achieve TO project
work on time and budget, and achieve project objectives

« Supports project financial management and administrative
activities, including, but not limited to: budgeting, manpower
and resource planning, and financial reporting
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« Provides support to assess, develop, and implement complex
evaluations of existing procedures, processes, techniques,
models, and/or systems related to project management
problems

« Develops charts, tables, graphs, and diagrams to support problem
analysis and solution implementation; provides some
supervision and direction to staff on an as-needed basis

Minimum Qualifications and SKkills:

« Experience migrating legacy applications to cloud platforms
AWS, Azure and GCP.

o Exposure to Continuous Integration and Continuous Delivery
and Continuous Deployment tools, automated testing, Cloud,
and container-based technologies preferred

» Experience working in a project manager, project coordinator, or
project expediter role

o Able to effectively use project tools such as MS Project and MS
Office suite

o Experience with EVM

o Knowledge of and ability to apply and follow PMI PMBOK

o Education/Other Requirements:

BA/BS degree; minimum of 7 years’ experience. PMP
certification, Certified Scrum Master (CSM).

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals

e Google — Associate Cloud Engineer

Cloud Project Coordinator

Summary Duties and Responsibilities:

« Experience migrating legacy applications to cloud platforms
AWS, Azure and GCP.

o Work with technical team to implement Continuous Integration
and Continuous Delivery and Continuous Deployment tools,
automated testing, Cloud, microservices and container-based
environments.

» Provides project management support in accordance with the
PMI PMBOK

o Works as a member of the program team to achieve TO project
work on time and budget, and achieve project objectives

» Supports project financial management and administrative
activities, including, but not limited to: budgeting, manpower
and resource planning, and financial reporting

« Provides support to assess, develop, and implement complex
evaluations of existing procedures, processes, techniques,
models, and/or systems related to project management
problems
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« Develops charts, tables, graphs, and diagrams to support problem
analysis and solution implementation; provides some
supervision and direction to staff on an as-needed basis

Minimum Qualifications and SKkills:

» Exposure to Continuous Integration and Continuous Delivery
and Continuous Deployment tools, automated testing, Cloud,
and container-based technologies preferred

« Experience working in a project manager, project coordinator, or
project expediter role

« Able to effectively use project tools such as MS Project and MS
Office suite

e Experience with EVM

o Knowledge of and ability to apply and follow PMI PMBOK

Education/Other Requirements:

BA/BS degree; minimum of 5 years’ experience

Required: One of the following certifications:

e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e Google — Associate Cloud Engineer

Cloud Service Delivery
Manager

Summary Duties and Responsibilities:

o Demonstrated ability to think strategically about business,
product, and technical challenges and help customers take
advantage of the efficiencies, cost savings and quick
innovation available in the cloud

o Work closely with other teams to ensure that all changes to a
customer’s cloud environments are smoothly carried out while
meeting capacity needs and service level agreements.

o Work with senior stakeholders on opportunities to improve their
ICT landscape while working across customer organizations
and multiple AWS teams to ensure customers applications are
well designed and scaled to the needs of their business.

o Assists with developing, implementing, improving, and
reviewing IT service management processes in accordance
with ITIL v3 framework

e Leads ITIL support team

e Ensures sound ITIL processes are implemented and improved

 Assesses ITIL processes and recommends improvements

 Develops and implements new ITIL processes

« Manages the ITIL service delivery function

Minimum Qualifications:

o Experience delivering IT service management in accordance
with ITIL framework in cloud environments.

« Experience developing and implementing ITIL processes

» Experience reviewing, assessing, and evaluating ITIL processes
and identifying continual improvements
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o Demonstrated understanding of ITIL v3 framework, concepts,
and processes

e Experience in an IT service management supervisory or manager
role

o Education/Certification Requirement:
BA/BS degree; minimum of 6 years’ experience; ITIL v3
certification
Required: One of the following certifications:
e AWS Certified Cloud Practitioner
e AZ-900: Microsoft Certified: Azure Fundamentals
e  Google — Associate Cloud Engineer

Cloud Service Delivery, Senior

Summary Duties and Responsibilities:

o Work closely with other teams to ensure that all changes to a
customer’s cloud environments are smoothly carried out while
meeting capacity needs and service level agreements.

« Assists with developing, implementing, improving, and
reviewing IT service management processes in accordance
with ITIL v3 framework

 Assesses ITIL processes and recommends improvements

 Develops and implements new ITIL processes

Minimum Qualifications:

« Strong cloud ecosystem knowledge and a technical background

» Experience delivering IT service management in accordance
with ITIL framework

o Experience developing and implementing ITIL processes

o Experience reviewing, assessing, and evaluating ITIL processes
and identifying continual improvements

o Demonstrated understanding of ITIL v3 framework, concepts,
and processes

o Education/Certification Requirement:

BA/BS degree; minimum of 5 years’ experience; ITIL v3
certification

Required: One of the following certifications:

e AWS Certified Cloud Practitioner

e AZ-900: Microsoft Certified: Azure Fundamentals

e  Google — Associate Cloud Engineer
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Labor Category Descriptions applicable to SIN 54151HACS

Labor Category Equivalency Language

ManTech is proposing the following labor categories and associated qualifications for services under
this contract. All categories may be subject to the requirement of a government security investigation
and may need to meet eligibility requirements for access to classified information. Where the job
description requires a certain level of educational qualification or “equivalent experience”, one year of
education equates to 1.5 years of experience. The following guidelines are provided:

High School Diploma 2 years directly related experience

Associate Degree 3 — 5 years directly related experience

Bachelors Degree 6 — 8 years directly related experience
Masters Degree 9 years directly related experience

Subcontractors are to be included on task orders under the contract labor categories and rates, when
possible. Upon the approval of the ordering agency, subcontractors may be included as off-schedule
costs if their services are not suitable under the contract labor categories as listed herein.

Labor Category Description
Cyber Task Supervisor, Responsible for the coordination and supervision of a specific
Associate technical task or function. Ensures all activities are carried out in

accordance with project commitments or specific objectives.
Typically supervises between 2 and 10 employees. Responsible for
day-to-day coordination and administration of tasks by ensuring
quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns and
reviews subordinates’ performance. Prepares performance
evaluations. Ensures completion of administrative reporting, e.g.,
timecards, daily statistics, logs, and task narratives. Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Requires Bachelor's degree in
related field or equivalent, and zero to two years of related
experience.
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Labor Category

Description

Cyber Task Supervisor, Staff

Responsible for the coordination and supervision of a specific
technical task or function. Ensures all activities are carried out in
accordance with project commitments or specific objectives.
Typically supervises between 10 and 30 employees. Responsible for
day-to-day coordination and administration of tasks by ensuring
quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns and
reviews subordinates' performance. Prepares performance
evaluations. Ensures completion of administrative reporting, e.g.,
timecards, daily statistics, logs, and task narratives. Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's
degree in related field or equivalent, and two to four years of related
experience.

Cyber Task Supervisor, Senior

Responsible for the coordination and supervision of a specific
technical task or function. Ensures all activities are carried out in
accordance with project commitments or specific objectives.
Typically supervises more than 30 employees. Responsible for day-
to-day coordination and administration of tasks by ensuring quality
and productivity standards are maintained while meeting client
schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns,
reviews subordinates’ performance and may prepares performance
evaluations. Ensures completion of administrative reporting
(timecards, daily statistics, logs, and task narratives.) Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's

degree in related field or equivalent, and five to seven years of

related experience.
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Labor Category

Description

Cyber Project Manager, Deputy

Assists higher level program/project manager in directing the
project life cycle by assisting in development of comprehensive
project plans to include both long and short-range goals and
milestones. Identifies, acquires, and utilizes company resources to
achieve project technical objectives. Directs a project team usually
within a matrix organization, monitoring and encouraging
functional organizations to complete milestones within specific
budgets and schedules. May occasion interface with external
customers and top management to communicate status of project
throughout life cycle. Requires Bachelor’s degree or equivalent, and
seven to nine years of related experience.

Cyber Project Manager

Responsible for the performance of relatively small technical
projects or a definable portion of a larger technical program in
accordance with contract requirements and company policies,
procedures and guidelines. Directs and supervises all support
resources for the performance of project assignments and activities.
Manages the technical direction of a project through the design,
implementation, and testing in accordance with project objectives.
Responsible for acquiring follow-on business associated with
assigned projects and for supporting new business development by
leading relatively small proposals or assisting with major proposals.
Requires Bachelor’s degree or equivalent, and ten to twelve years of
related (technical environment) experience.

Cyber Program Manager

Responsible for the performance of a relatively significant program
or multiple smaller programs in accordance with contract
requirements and company policies, procedures and guidelines.
Oversees the technology development and/or application,
marketing, and resource allocation within program client base.
Program area typically represents more than three functional areas
such as engineering, systems analysis, quality control and
administration. Responsible for acquiring follow-on business
associated with assigned programs and for supporting new business
development by leading proposals. Requires Bachelor’s degree or
equivalent, and twelve to fifteen years of related (technical
environment) experience including management experience.

Cyber Program Director

Responsible for the successful technical, schedule, and cost
performance of a major program, or multiple programs, through
subordinate program/project managers, in accordance with contract
requirements and company policies, procedures and guidelines.
Responsible for acquiring follow-on business associated with
assigned programs and for supporting new business development by
leading proposals or through program/project managers. Requires
Bachelor’s degree or equivalent, and sixteen plus years experience
in a related technical environment, including five years related
management experience.
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Labor Category Description
Cyber Database Analyst, Assists in administering database organizations, standards, controls,
Associate procedures, and documentation. Provides entry level technical

consulting in the definition, design, and creation of a database
environment. Develops applications to help formulate database
solutions to business problems, data architectures, database
management system facilities and capabilities, and the operation
and tuning of databases. Maintains databases with respect to
access methods, access time, batch processes, device allocation,
validation checks, organization, protection and security,
documentation, and statistical methods. Includes maintenance of
database dictionaries, and integration of systems through database
design. Maintains database dictionaries. Maintains and documents
JCL, shell scripts and batch processes. Ensures that documentation
is complete and up-to-date. Applies procedures for periodic
database backup. Requires Bachelor’s degree or equivalent, and
zero to two years of related experience.

Cyber Database Analyst, Staff | Administers database organizations, standards, controls, procedures,

and documentation. Provides technical consulting in the definition,
design, and creation of a database environment. Assists applications
development staff and users on database solutions to business
problems, data architectures, database management system facilities
and capabilities, and the operation and tuning of databases.
Implements and maintains databases with respect to access
methods, access time, batch processes, device allocation, validation
checks, organization, protection and security, documentation, and
statistical methods. Includes maintenance of database dictionaries,
and integration of systems through database design and
implementation. Maintains database dictionaries and documents
JCL, shell scripts and batch processes. Ensures that documentation
is complete and up-to-date. Develops and applies procedures for
periodic database backup. Requires Bachelor’s degree (in Computer
Science, Management Information Systems or related field) or
equivalent, and two to four years of related experience.

Cyber Database Analyst, Senior

Defines and administers database organizations, standards, controls,
procedures, and documentation. Provides experienced technical
consulting in the definition, design, and creation of a database
environment. Advises applications development staff and users on
database solutions to business problems, data architectures,
database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient
availability of data within adequate safeguards. Designs,
implements, and maintains databases with respect to access
methods, access time, batch processes, device allocation, validation
checks, organization, protection and security, documentation, and
statistical methods. Includes maintenance of database dictionaries,
and integration of systems through database design. Develops and
maintains expertise in use of automated tools for database design
and implementation. Requires Bachelor’s degree (in Computer
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Labor Category Description
Science, Management Information Systems) or equivalent, and five
to seven years of related (data center environment) experience.
Cyber Database Analyst, Defines and oversees database organizations, standards, controls,
Principal procedures, and documentation. Provides experienced technical

consulting in the definition, design, and creation of a database
environment. Advises applications development staff and users on
database solutions to business problems, data architectures,
database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient
availability of data within adequate safeguards. Designs and
implements databases with respect to access methods, access time,
batch processes, device allocation, validation checks, organization,
protection and security, documentation, and statistical methods.
Develops and maintains expertise in use of automated tools for
database design and implementation.Develops, maintains and
documents JCL, shell scripts and batch processes. Participates as a
leader and as a team member, and works to maintain a positive
environment. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and seven to nine years of related
experience.

Cyber Database Analyst, Senior
Principal

Defines database organizations, standards, controls, procedures, and
documentation. Provides experienced technical consulting in the
definition, design, and creation of a database environment. Advises
applications development staff and users on database solutions to
business problems, data architectures, database management system
facilities and capabilities, and the operation and tuning of databases.
Ensures economic and efficient availability of data within adequate
safeguards. Develops expertise in use of automated tools for
database design and implementation. Develops procedures to
address needs of JCL, shell scripts and batch processes. Ensures that
documentation is complete and up-to-date. Develops procedures
relating to database and application security including procedures
by which access is authorized, enabled, changed and withdrawn.
Develops procedures for periodic database backup. Participates as a
leader and as the senior team member. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Cyber Database Manager

Responsible for all activities related to the design, implementation
and administration of computerized databases. Assigns personnel
to various projects and directs their activities; reviews and evaluates
their work and prepares performance reports. Confers with and
advises subordinates on administrative policies and procedures,
technical problems, priorities and methods. Consults with and
advises users of the various databases. Projects long-range
requirements for database administration and design in conjunction
with other managers in the information systems function. Prepares
activity and progress reports regarding the database design process.
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Labor Category

Description

A Bachelor degree or equivalent in a related field and ten to twelve
years of relevant work experience are required.

Cyber Database Engineer, Assoc

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Requirements and design activities will
include one of the following: security, backup and recovery, and
availability considerations. Will set up and test different design
scenarios (or to direct these activities) early in the system
development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and zero to
two years of related experience.

Cyber Database Engineer, Staff

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Requirements and design activities will
include one of the following: security, backup and recovery, and
availability considerations. Will set up and test different design
scenarios (or to direct these activities) early in the system
development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and two to
four years of related experience.
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Cyber Database Engineer, Senior

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases. May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and five to
seven years of related experience.
Cyber Database Engineer, Operates at the system level and has learned skills that will apply
Principal across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases.May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and seven to
nine years of related experience.
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Labor Category Description
Cyber Database Engineer, Sr Operates at the system level and has learned skills that will apply
Principal across the full system life cycle from requirements through database

design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases.May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and ten to
twelve years of related experience.

Cyber Analyst/Computer
Forensic Intrusion, Associate

Assists in providing computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Assists in conduct vulnerability
assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures,
and trends in computer network vulnerabilities, data hiding and
network security and encryption. Assists in deterring, identifying,
monitoring, investigating and analyzing computer network
intrusions. Requires Bachelor’s degree or equivalent and zero to
two years of related experience with a minimum of six months
experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure,
computer forensic analysis, data recovery; computer intrusion
analysis/incident response, intrusion detection; computer network
surveillance/monitoring; network protocols, network devices,
multiple operating systems, and secure architectures. Ability to
obtain a security clearance.
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Labor Category

Description

Cyber Analyst/Computer
Forensic Intrusion, Staff

Assists in providing computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Assists in conduct vulnerability
assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures,
and trends in computer network vulnerabilities, data hiding and
network security and encryption. Assists in deterring, identifying,
monitoring, investigating and analyzing computer network
intrusions. Requires Bachelor’s degree or equivalent and two to four
years of related experience with a minimum of six months
experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure,
computer forensic analysis, data recovery; computer intrusion
analysis/incident response, intrusion detection; computer network
surveillance/monitoring; network protocols, network devices,
multiple operating systems, and secure architectures. Ability to
obtain a security clearance.

Cyber Analyst/Computer
Forensic Intrusion, Senior

Provides computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Conducts vulnerability assessments/penetration tests
of information systems. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer network
vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree
or equivalent and five to seven years of related experience with a
minimum of six months experience in one or more of the following:
computer network penetration testing and techniques; computer
evidence seizure, computer forensic analysis, and data recovery;
computer intrusion analysis and incident response, intrusion
detection; computer network surveillance/monitoring; network
protocols, network devices, multiple operating systems, and secure
architectures. Ability to obtain a security clearance.
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Description

Cyber Analyst/Computer
Forensic Intrusion, Lead

Provides computer forensic and intrusion analyst support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Conduct vulnerability assessments/penetration tests
of information systems. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer network
vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree
and seven to nine years of related experience with a minimum of
four years experience in one or more of the following: computer
network penetration testing and techniques; computer evidence
seizure, computer forensic analysis, and data recovery; computer
intrusion analysis and incident response, intrusion detection;
computer network surveillance/monitoring; network protocols,
network devices, multiple operating systems, and secure
architectures. Ability to obtain a security clearance.

Cyber Analyst/Computer
Forensic Intrusion, Principal

Provides knowledge in Computer and network vulnerability
testing/penetration techniques; Tool development for computer and
network forensics and vulnerability testing. Provides computer
forensic support to high technology investigations in the form of
evidence seizure, computer forensic analysis, and data recovery.
Conducts vulnerability assessments/penetration tests of information
systems. Researches and maintains proficiency in tools, techniques,
countermeasures, and trends in computer and network
vulnerabilities, data hiding and encryption. Develop tools,
techniques, training and countermeasures for computer and network
vulnerabilities, data hiding and encryption. Deter, identify, monitor
and investigate computer and network intrusions. Provides expert
knowledge in computer and network forensics. Conducts
vulnerability assessments. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer and
network vulnerabilities. Identify, deter, monitor and investigate
computer and network intrusions. Requires Bachelor’s degree or
equivalent and ten to twelve years of related experience with a
minimum of four years experience in one or more of the
following:computer network penetration testing and techniques;
computer evidence seizure, computer forensic analysis, and data
recovery; computer intrusion analysis and incident
response,intrusion detection; computer network surveillance and
monitoring; network protocols,network devices, multiple operating
systems,and secure architectures or Master’s degree and seven to
nine years of related experience. Ability to obtain a security
clearance.
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Labor Category Description
Cyber Applications Engineer, Assists in the selling process to identify, develops, and supports
Associate product/service applications. Requires blend of sales, marketing,

and technical skills. Interacts with management at customer sites to

assess business processes and address product/service needs. Basic
involvement in the overall sales process, pre-sales through post-
sales support. May participate in sales presentation activities for

key prospects and develops and delivers presentations to customer.

Requires Bachelor’s degree (in technology, engineering or business

discipline) or equivalent, and zero to two years related (engineering

and/or sales) experience.

Cyber Applications Engineer,
Staff

Identifies, develops, and supports product/service applications in
the selling process. Requires blend of sales, marketing, and
technical skills. Interacts with management at customer site to
assess business processes and address product/service needs. Strong
involvement in the overall sales process, pre-sales through post-
sales support. Assists with sales presentation activities for key
prospects and develops and delivers presentations to customer.
Requires Bachelor’s degree (in technology, engineering or business
discipline) or equivalent, and two to four years of related
(engineering and/or sales) experience.

Cyber Applications Engineer,
Senior

Identifies, assesses, and evaluates moderately complex
product/service solutions requiring a blend of strong sales,
marketing, and technical skills. Coordinates resolution of

product/service issues, upgrades, and problems. Interacts with
management at customer site to assess major business processes and
address product/service needs. Strong involvement in the overall
sales process, pre-sales through post-sales support. Participates in
sales presentation activities and develops and delivers presentations
to customer’s management. Requires Bachelor’s degree (in
technology or business discipline) or equivalent, and five to seven
years of related (engineering and/or sales) experience.

Cyber Applications Engineer,
Principal

Strong involvement in the selling process to identify, develop, and
support complex product/service solutions requiring a blend of sales
and technical expertise. Coordinates resolution of product/service
issues, upgrades, and problems. Interacts with top-level
management at customer sites to assess major business processes
and address product/service needs. Heavily involved in the overall
sales process, pre-sales, the closing of sales, and post-sales support.
Participates in sales presentation activities for key prospects and
develops and delivers presentations to customer’s top management.
Requires Bachelor’s degree (in technology, engineering or business
discipline) or equivalent, and seven to nine years of related
(engineering and/or sales) experience.
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Cyber Applications Systems Assists in the research to develop or enhance information systems.
Analyst/Programmer, Associate Assists in the preparation of specifications from which programs

will be written. Designs codes, tests, debugs, documents, and
maintain programs. Diagrams information flow, showing source
and distribution of all segments, processing elements, channels, and
methods of entering corrections, and data retention requirements.

Attends on-going training sessions to achieve a higher level of
technical skill. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related work

experience.
Cyber Applications Systems Formulates and defines system scope and objectives to develop or
Analyst/Programmer, Staff modify moderately complex problems to develop or enhance

information systems. Prepares detailed specifications from which
programs will be written. Designs, codes, tests, debugs, documents,
and maintains programs. Diagrams information flow, shows source
and distribution of all segments, processes elements, channels, and
methods of entering corrections, and data retention requirements.
Requires Bachelor’s degree or equivalent, and two to four years of
related work experience.

Cyber Applications Systems Formulates and defines system scope and objectives. Establish
Analyst/Programmer, Senior procedures to solve complex problems regarding system equipment
capacity and limitations, operating time and output. Prepare
detailed specifications from which programs will be written and
design, code, test, debug, and document newly written programs.
Diagrams information flow, showing source and distribution of all
segments, processing elements, channels, and methods of entering
corrections, and data retention requirements. Perform at an
advanced technical level on all phases of applications systems
analysis and programming activities. May be responsible for the
completion of a phase of a project. Provide guidance to less
experienced analyst/programmers. Requires Bachelor’s degree or
equivalent, and five to seven years of related experience.
Cyber Applications Systems Formulates and defines system scope and objectives for assigned

Analyst/Programmer, Principal projects. Establishes procedures to solve complex problems
regarding system equipment capacity and limitations, operating
time and output. Prepares detailed specifications from which
programs will be written and designs, codes, tests, debugs, and
documents newly written programs. Diagrams information flow,
showing source and distribution of all segments, processing
elements, channels, and methods of entering corrections, and data
retention requirements. Performs at an advanced technical level and
has complete understanding of all phases of applications systems
analysis and programming activities. Directs, provides guidance,
and monitors the performance of less experienced
analyst/programmers. Responsible for quality assurance review of
assigned project. Requires Bachelor’s degree (in Computer Science

or related field) or equivalent, and seven to nine years of related
experience.
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Labor Category Description
Cyber Applications Systems Formulates and defines system scope and objectives for assigned
Analyst/Programmer, Sr projects. Establishes procedures to solve complex problems
Principal regarding system equipment capacity and limitations, operating
time and output. Prepares detailed specifications from which

programs will be written. Designs, codes, tests, debugs, and
documents newly written programs. Performs at an advanced
technical level and has complete understanding of all phases of
applications systems analysis and programming activities. Directs,
provides guidance, and monitors the performance of less
experienced analyst/programmers. Responsible for quality
assurance review of assigned project. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Cyber Business Systems Analyst, Assists in developing and defining systems scope and objectives
through research combined with a basic understanding of business

Associate
systems and industry requirements. Interviews personnel from
functional user area under study to learn general purpose of systems
and information requirements of positions involved in the data flow.
Analyzes business and user needs, document requirements, and
revises existing system logic difficulties as necessary under
direction of more experienced Business System Analyst personnel.
Attend on-going training sessions to achieve a higher level of
technical skill. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related
experience.
Cyber Business Systems Analyst, Formulates and defines systems scope and objectives through
Staff research combined with a basic understanding of business systems
and industry requirements. Develops or modifies procedures to
solve moderately complex problems within information systems.
Analyzes business and user needs, document requirements, and
revise existing system logic difficulties as necessary. Provides
guidance to less experienced Business System Analysts. Requires
Bachelor’s degree or equivalent, and two to four years of related

experience.
Cyber Business Systems Analyst, | Formulates and defines systems scope and objectives through user
Senior needs and an understanding of business systems and industry
requirements. Develops or modifies procedures to solve complex

problems within information systems. Analyzes business and user
needs, document requirements, and translate into proper system
requirement specifications. Provide guidance to less experienced
Business System Analysts. Requires Bachelor’s degree (in
Computer Science or a related field) or equivalent, and five to seven
years of related experience.
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Cyber Business Systems Analyst, Provides expertise in the formulation of systems scope and
Principal objectives relative to the organization's business plan and industry

requirements. Works independently or as a member of a project
team responsible for providing technical guidance related to the
business implications of the application of various systems.
Provides technical consulting on complex projects. Devises and or
modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating
time and form of desired results. Creates detailed specifications
from which programs will be written. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and seven to
nine years of related experience.

Cyber Business Systems Analyst,
Senior Principal

Provides expertise in the formulation of systems scope and
objectives relative to the organization's business plan and industry
requirements. Works independently or as a member of a project
team responsible for providing technical guidance related to the
business implications of the application of various systems.
Provides technical consulting on complex projects. Devises and/or
modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating
time and form of desired results. Create detailed specifications
from which programs will be written. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Management Specialist, Staff

Cyber Configuration Responsible for routine configuration control during the product
Management Specialist, development phase. May reviews design release documents for
Associate completeness, proper approvals and system updates, to ensure
correct configuration modifications. Reviews contracts and drafts
configuration plans to encompass all specification requirements.
Assists in the maintenance of the database. Requires Bachelor’s
degree or equivalent, and zero to two years of related experience.
Cyber Configuration Responsible for advanced configuration control during product

development phase. Reviews design release documents for
completeness, proper approvals and system updates, to ensure
correct configuration modifications. Reviews contracts and drafts
configuration plans to encompass all specification requirements.
Assists in the maintenance of the database. May also be responsible
for contract data submittal and status on smaller projects. Requires
Bachelor’s degree or equivalent, and two to four years of related
experience.

Cyber Configuration
Management Specialist, Senior

Designs and establishes management documentation. Authorizes
the release of drawings, and software configuration changes
specified by management and other functional groups. Provides
advice and guidance on methods, procedures, and requirements to
individuals responsible for the creation of documentation. Plans and
implements methods to improve response. Participates in special
studies. May provide work leadership for lower level employees.
Under the guidance of a senior level analyst, performs data
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management tasks as required by contract. Requires Bachelor’s
degree or equivalent, and five to seven years of related experience.

Cyber Configuration
Management Specialist,
Principal

Designs and establishes management documentation. Authorizes
the release of drawings, and software configuration changes
specified by management and other functional groups. Provides
advice and guidance on methods, procedures, and requirements to
individuals responsible for the creation of documentation. Plans
and implements methods to improve response. Participates in
special studies. Provides work leadership for lower level employees.
Performs data management tasks as required by contract. Requires
Bachelor’s degree or equivalent, and seven to nine years of related
experience.

Cyber Configurations/Data
Management Analyst Mgr

Establishes and maintains configuration and data management
policies and procedures to be utilized by departmental personnel
and other participating functions to ensure a standard and cost
effective approach to the application of configuration and data
management requirements. Organizes and implements the process
of evaluating performance against established policies and
procedures to ensure hardware and documentation integrity is being
maintained at the least cost to the company and programs.
Develops departmental operating budgets, productivity goals, and
staffing levels. Provides the resources necessary to maintain the
integrity of the Bills of Material Subsystem of the Manufacturing
database. Requires Bachelor degree or equivalent experience, and
ten to twelve years of experience in the application of MIL and
DoD requirements and management experience.

Cyber Document Specialist,
Associate

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and present DC training sessions.
Requires Bachelor’s degree (Engineering or Technical discipline) or
equivalent; zero to two years of related experience.

Cyber Document Specialist, Staff

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Research and make
recommendations for appropriate hardware and software required
for the DC system. Develop and present DC training sessions.
Requires Bachelor’s degree (in Engineering or related field) and
two to four years of related experience.

Cyber Document Specialist,
Senior

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in Engineering or Technical field) or

equivalent, and five to seven years of related experience.
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Cyber Document Specialist, Oversees the Document Control (DC) policy system, working
Principal

closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in engineering or technical field) or
equivalent, and seven to nine years of related experience.
Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Performs systematic review of selected functions to
determine application and design of systems or models. Prepares
models of problem areas in the form of one of several equations.
Utilizes mathematical models and management plans. Specifies
manipulative and computational methods of formulation and uses
data processing for solving equations, programming and processing.
Prepares charts and diagrams to assist in problem analysis and
submits recommendations for solutions. Writes specification
manuals and user documentation for client or user personnel.
Assists more senior level Functional Analysts in program design
and analysis. Requires Bachelor's Degree in related field or
equivalent experience and zero to two years of related experience.
Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Translates user requirements into system
specifications, configuration management plans, life cycle
management, documentation, and integrated logistics support plans
and related operational summaries. Recommends improvements of
modifications in sequence of operations, equipment utilization and
related matters. Examines and analyzes current and contemplated
operations for developing, defining, and coordinating user
requirements which will satisfy the total program need. Gathers
information from users, defines work problems, and designs a
system and procedures to resolve problems. Interfaces with the user
and participates in and conducts structured walk through. Writes
specifications manuals and user documentation for client or user
personnel. Assist more senior level Functional Analysts in the
design, development, and analysis of logical and physical database
design and maintenance. Requires Bachelor's Degree in related field
or equivalent experience and two to four years of related
experience.

Cyber Functional Analyst,
Associate

Cyber Functional Analyst, Staff
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Cyber Functional Analyst, Senior

Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Recommends improvements of modifications in
sequence of operations, equipment utilization and related matters.
Examines and analyzes current and contemplated operations for
developing, defining, and coordinating user requirements which
will satisty the total program need. Translates user requirements
into system specifications, configuration management plans, life
cycle management documentation, and integrated logistics support
plans and related operational summaries. Writes specifications
manuals and user documentation for client or user personnel.
Gathers information from users, defines work problems, and
designs a system and procedures to resolve problems. May
supervise and provide technical direction to lower level staff.
Requires Bachelor's Degree in related field or equivalent and five to

seven years of related experience.

Cyber Functional Analyst,
Principal

Oversees the analysis of problems in terms of management
information and conceptualizes proposals that afford maximum
probability of profit or effectiveness in relation to cost or risk.
Performs advanced and complex systematic reviews of selected
functions to determine application and design of systems or models.
Participates in various testing functions (i.e. string and acceptance
tests) to verify that results are correct. Develops and updates
functional or operating manuals outlining established methods of
performing work in accordance with organizational policy. Trains
clients or user personnel in the operation and capabilities of
proposed models. Provides functional guidance on more complex
projects. Requires Bachelor's Degree in related field or equivalent
experience and seven to nine years of related experience.

Cyber Functional Analyst, Senior
Principal

Serves as a company expert and oversees the analysis of the most
complex problems in terms of management information and
conceptualizes proposals that afford maximum probability of profit
or effectiveness in relation to cost or risk. Performs very advanced
and complex systematic reviews of selected functions to determine
application and design of systems or models. Participates in various
testing functions (i.e. string and acceptance tests) to verify that
results are correct. Develops and updates functional or operating
manuals outlining established methods of performing work in
accordance with organizational policy. Trains clients or user
personnel in the operation and capabilities of proposed models.
Provides functional guidance on more complex projects. Requires
Bachelor's Degree in related field or equivalent experience and ten
to twelve years of related experience or Master's degree and seven

to nine years of related experience.
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Cyber Hardware Engineer, Evaluates reliability of materials, properties and techniques used in
Associate production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment

and packaging, optical systems and/or DSP systems. Under direct
supervision, designs and develops simple equipment, processes and
systems that involve data networks, communications, and display.
Analyzes equipment specifications and process requirements to
conceive a practical design. Based on limited technical knowledge
of assigned product line, few technical decisions are made. May
prepare related installation guides and instructions. Requires
Bachelor's degree in engineering or applied science, or equivalent
and zero to two years of experience.
Cyber Hardware Engineer, Staff | Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Under general
supervision, designs and develops equipment, processes and
systems that involve data networks, communications, and display.
Analyzes equipment specifications and process requirements to
conceive a practical design. Meets with research engineers or
scientists and customer representatives to resolve design problems.
Based on extensive technical knowledge of assigned product line,
develops solutions for design problems. Prepares related installation
guides and instructions. Requires Bachelor's degree in engineering
or applied science, or equivalent and two to four years of
experience.

Cyber Hardware Engineer, Evaluates reliability of materials, properties and techniques used in
Senior production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment

and packaging, optical systems and/or DSP systems. Under general
direction, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise the work of technicians and technologists who provide
technical support. Requires Bachelor's degree in engineering or
applied science, or equivalent and five to seven years of experience.
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Cyber Hardware Engineer, Evaluates reliability of materials, properties and techniques used in
Principal production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment

and packaging, optical systems and/or DSP systems. Under general
direction, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise technical support staff. Requires Bachelor's degree in
engineering or applied science, or equivalent and seven to nine
years of related experience.

Cyber Hardware Engineer,
Senior Principal

Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Serves as lead
engineer, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise the work of technicians and technologists who provide
technical support. Requires Bachelor's degree in engineering or
applied science, or equivalent and ten to twelve years of experience.

Manager

Cyber Hardware Engineering

Manages a work group composed of eight to ten design engineers
engaged in a variety of hardware engineering activities. Has
responsibility for all phases of project planning and control
including schedules, budgets, resource allocation, and results.
Decisions are not usually subject to review. Performance is
evaluated based on adherence to time schedules, budgets, soundness
of approach, and general effectiveness. Requires Bachelor’s degree
(in a related field) or equivalent, and ten to twelve years of related
(engineering and management) experience or Master’s degree (in

Technology or Math) and seven to nine years of related experience
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Cyber Information Security
Engineer, Associate

Defines, plans, designs, and evaluates information security systems.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Experience with
information networks design, operation, equipment.
Interest/aptitude for information security work. Works under of
direction of more experienced information security engineer.
Requires Bachelor's degree in related discipline (engineering,
computer science or related discipline) and zero to two of related
experience.

Cyber Information Security
Engineer, Staff

Defines, plans, designs, and evaluates information security systems.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Basic familiarity
with information network elements — routers, firewalls, etc. Ability
to apply technical knowledge to information security designs.
Designs and conducts tests of designs and architectures. Requires
Bachelor's degree in (field mathematics, telecommunications,
electrical engineering, computer engineering, computer science) or
related discipline, and two to four years’ related experience.

Cyber Information Security
Engineer, Senior

Defines, plans, designs, and evaluates information security system.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Designs and
conducts tests of designs and architectures. Leads and guides less
experienced engineers. Capable of independent management of
projects. Requires Bachelor's degree (in field mathematics,
telecommunications, electrical engineering, computer engineering,
computer science) or equivalent and five to seven years experience
with information networks and the security aspects.

Cyber Information Security
Engineer, Principal

Defines, plans, designs, and evaluates information security systems.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility.Performs a variety
of complex tasks associated with information security ranging from
the design of security components to complex architectures.
Supervises the work of other engineers performing a variety of
information security tasks. Capable of independent program
supervision. Requires Bachelor's degree (in field mathematics,
telecommunications, electrical engineering, computer engineering,
computer science) or equivalent and seven to nine years related
experience.
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Cyber Information Security
Engineer, Sr Principal

Defines, plans, designs, and evaluates information security systems.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Provides expert
level consultation and technical services on all aspects of
Information Security. Manages large-scale programs of national or
international scope. Maintains senior affiliations with national and
international organizations associated with information security.
Requires Bachelor's degree or equivalent and ten to twelve years
related experience or Master's degree with seven to nine years of
experience field mathematics, telecommunications, electrical
engineering, computer engineering, computer science.

Cyber Information Security
Specialist, Associate

Knowledge of information system administration and information
network software/hardware including firewalls and intrusion
detection systems. Basic familiarity with information security

procedures. Safeguards network against unauthorized infiltration,

modification, destruction or disclosure. May research, evaluate, test,
recommends communicate and implement new security software or
devices. Implements, enforces, communicates and develops security
policies or plans for data, software applications, hardware, and
telecommunications. Provides information to management
regarding the negative impact caused by theft, destruction,
alteration or denial of access to information. Requires Bachelor's
degree in related discipline (engineering, computer science or
related discipline) and zero to two of related experience.

Cyber Information Security
Specialist, Staff

Knowledge and experience with information network security
equipment. Understanding of information network threats such as
computer viruses. Tests and operates firewalls, intrusion detection

systems, enterprise anti-virus systems and software deployment
tools. Safeguards the network against unauthorized infiltration,
modification, destruction or disclosure. May research, evaluate,
test, recommends communicate and implement new security
software or devices. Implements, enforces, communicates and
develops security policies or plans for data, software applications,
hardware, and telecommunications. Provides information to
management regarding the negative impact caused by theft,
destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies.Requires Bachelor's degree in (field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science) or related discipline, and two to four
years’ related experience or Certification in systems administrator,
network certification, etc. six to eight years of experience.
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Manages the company's firewalls and intrusion detection systems.
Develops, tests, and operates firewalls, intrusion detection systems,
enterprise anti-virus systems and software deployment tools.
Safeguards the network against unauthorized infiltration,
modification, destruction or disclosure. May research, evaluate, test,
recommends communicate and implement new security software or
devices. Implements, enforces, communicates and develops security
policies or plans for data, software applications, hardware, and
telecommunications. Provides information to management
regarding the negative impact caused by theft, destruction,
alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies. Manages the company's firewalls and intrusion
detection systems. Develops, tests, and operates firewalls, intrusion
detection systems, enterprise anti-virus systems and software
deployment tools. Safeguards the network against unauthorized
infiltration, modification, destruction or disclosure. Researches,
evaluates, tests, recommends communicate and implement new
security software or devices. Implements, enforces, communicates
and develops security policies or plans for data, software
applications, hardware, and telecommunications. Provides
information to management on the negative impact caused by theft,
destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies. May supervise lower level staff. Requires
Bachelor's degree or equivalent and five to seven years related
experience.
Manages extensive evaluations of major information security
networks, prepares evaluation reports, presents recommendations.
Conducts trade off analyses of products for clients to determine
optimal informant security solutions. Provides consulting services
on a wide variety of information assurance topics. Prepares
remedial options and supervise correction of information security
shortfalls. Works independently in expert role at customer site.
Requires Bachelor's degree or equivalent and seven to nine years of
directly related experience.

Cyber Information Security Functions as expert consultant in all aspects of information security.
Prepares in-depth studies and analyses. Manages major information

Specialist, Sr Principal
security efforts. Maintains affiliation with national/international
organizations. Functions on broad scope programs of
national/international basis. Capable of fully independent work in
support of a customer either on site or of-site. Requires Bachelor's
degree or equivalent and ten to twelve years related experience or
Master's degree with seven to nine years of experience field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science.

Labor Category

Cyber Information Security
Specialist, Senior

Cyber Information Security
Specialist, Principal
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Cyber Information Technology Analyzes complex local and wide area network systems, including
Manager planning, designing, evaluating, selecting operating systems and

protocol suites and configuring communication media with
concentrators, bridges, and other devices. Resolves difficult inter-
operability problems to obtain operation across all platforms,
including e-mail, files transfer, multimedia, teleconferencing and
the like. Configures systems to user environments. Supports
acquisition of hardware and software as well as subcontractor
services. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and ten to twelve years of related
(progressively responsible network systems engineering) experience
and management experience. Master’s degree in Computer Science
preferred.
Analyzes complex local and wide area network systems, including
planning, designing, evaluating, selecting operating systems and
protocol suites and configuring communication media with
concentrators, bridges, and other devices. Resolves difficult inter-
operability problems to obtain operation across all platforms,
including e-mail, files transfer, multimedia, teleconferencing and
the like. Configures systems to user environments. Supports
acquisition of hardware and software as well as subcontractor
services. Serves as manager or industry-recognized expert. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and twelve to fifteen years of related (progressively
responsible network systems engineering) experience and
management experience or Master’s degree in Computer Science
with nine to eleven years of related experience.

Directs all aspects of the local and wide area network systems,
including planning, designing, evaluating, selecting operating
systems and protocol suites and configuring communication media
with concentrators, bridges, and other devices. Resolves difficult
and complex inter-operability problems to obtain operation across

all platforms, including e-mail, files transfer, multimedia,
teleconferencing and the like. Analyzes and configures systems to
user environments. Supports acquisition of hardware and software

as well as subcontractor services. Serves as in-house and industry

recognized expert. Requires Bachelor’s degree (in Computer

Science or related field) or equivalent, and sixteen plus years of

related network systems engineering experience. Master’s degree in
Computer Science preferred.

Responsible for the supervision and direction of a group of
Information Systems professionals. Coordinates the activities of the
group to meet objectives, deadlines, budgets, and coordinate/resolve

customer requests. Serves as the technical specialist for the area of

assigned responsibility, provides training and guidance of assigned

staff. Requires Bachelor’s degree (in a technical discipline) or
equivalent, and seven to nine years of related experience.

Cyber Information Technology
Scientist

Cyber Information Technology
Senior Scientist

Cyber Information Technology
Supervisor
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Performs as entry level engineer in some of the following area:
local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment.
Works in integration of a total network including the planning,
design, installation, maintenance, management, and coordination of
the corporate LAN/WAN. Learns in areas of technological
developments and applications. Recommend network security and
policies. May work with Voice and/or Data Communications
Analyst. Requires Bachelor degree or equivalent in Computer
Science or a related field, and zero to two years of relevant
experience.
Perform as mid-level contributor with knowledge and experience in
local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment.
Responsible for the integration of a network including assisting in
the planning, design, installation, maintenance, management, and
coordination of the corporate LAN/WAN. Current on most
technological developments and applications, and helps to evaluate
vendor products to make recommendations for purchase. May work
with Voice and/or Data. Requires Bachelor degree or equivalent
(Computer Science or a related field), and two to four years of
relevant experience.

Perform as a senior technical participant with knowledge and
experience in local and wide area networking, communications, and
related software/hardware within a multi-platform operating
environment. Responsible for the integration of a total network
including the planning, design, installation, maintenance,
management, and coordination of the corporate LAN/WAN.
Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase.
Recommend network security and policies. May work with Voice
and/or Data Communications Analyst. Requires Bachelor's degree
or equivalent in Computer Science or a related field, and five to
seven years of relevant experience are required.
Perform as a technical expert with advanced knowledge and
experience in local and wide area networking, communications, and

related software/hardware within a multi-platform operating
environment. Responsible for the overall integration of a total
network including the planning, design, installation, maintenance,
management, and coordination of the corporate LAN/WAN.
Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase.
Recommend network security and policies. May work with Voice
and/or Data Communications Analyst. Requires Bachelor's degree
or equivalent in Computer Science or a related field, and seven to
nine years of relevant experience are required.

Labor Category

Cyber LAN/WAN Engineer,
Associate

Cyber LAN/WAN Engineer,
Staff

Cyber LAN/WAN Engineer,
Senior

Cyber LAN/WAN Engineer,
Principal
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Cyber LAN/WAN Engineer,
Senior Principal

Perform as the most senior technical expert with advanced
knowledge and experience in local and wide area networking,
communications, and related software/hardware within a multi-
platform operating environment. Responsible for the overall
integration of a total network including the planning, design,
installation, maintenance, management, and coordination of the
corporate LAN/WAN. Current on technological developments and
applications, and evaluate vendor products to make
recommendations for purchase. Recommend network security and
policies. May work with Voice and/or Data Communications
Analyst. Requires Bachelor’s degree or equivalent in Computer
Science or a related field, and ten to twelve years of related
experience.

Cyber Network Administrator,
Associate

Designs, installs, maintain and coordinate the use of the network
system. Evaluates hardware, software and peripheral equipment.
Manages network performance to maintain high quality
transmission service on the network. Maintains, create/deletes user
accounts, maintains and updates system security plans on all
platforms. Implements and coordinates network policies,
procedures and standards. Enforces security procedures.
Supervises and schedules the network technician staff and trains
users. Performs other duties as assigned which may require specific
physical abilities.Requires Bachelor’s degree (in Computer Science
or related field) or equivalent, and zero to two years of related
experience.

Cyber Network Administrator,
Staff

Designs, installs, maintain and coordinate the use of the network
system. Evaluates hardware and software and peripheral equipment
for simple networks. Manages network performance.
Troubleshoots and resolves problems to ensure quality transmission
service on the network. Maintains, creates/deletes user accounts,
maintains and updates system security plans on most platforms.
Administers network policies, procedures and standards. Enforces
security procedures. Performs other duties as assigned which may
require specific physical abilities.Requires Bachelor’s degree (in
Computer Science or Management Information Systems) or
equivalent, and two to four years of related (data center
environment) experience.

Cyber Network Administrator,
Senior

Designs, installs, maintains and coordinates the use of the network
system. Evaluates hardware and software and peripheral equipment
for large, complex networks. Manages network performance.
Troubleshoots and resolves complex problems to ensure quality
transmission service on the network. Maintains user accounts,
maintains and updates system security plans on all platforms.
Implements and coordinates network policies, procedures and
standards. Enforces security procedures. May supervise and
schedule the Network Technician staff and trains users. Performs
other duties as assigned which may require specific physical
abilities.Requires Bachelor’s degree (in Computer Science or
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Management Information Systems) or equivalent, and five to seven
years of related (data center environment) experience.

Cyber Network Administrator,
Principal

Serves as in-house expert to design, install, maintain and coordinate
the use of the network system. Evaluates complex hardware and
software and peripheral equipment for large, complex networks.
Manages network performance. Troubleshoots and resolves
complex problems to ensure quality transmission service on the
network. Manages and maintains, create/deletes user accounts,
maintains and updates system security plans on all platforms.
Implements and manages network policies, procedures and
standards. Enforces security procedures. Supervises and schedules
the Network Technician staff and trains users. Performs other
duties as assigned which may require specific physical
abilities.Requires Bachelor’s degree (in Computer Science or
Management Information Systems) or equivalent, and seven to nine
years of related (data center environment) experience.

Cyber Network Administrator,
Senior Principal

As arecognized industry expert manages the company’s designs,
installation, and maintains and coordinates the use of the network
system. Evaluates complex hardware and software and peripheral
equipment for large, complex networks. Manages network
performance. Troubleshoots and resolves complex problems to
ensure quality transmission service on the network. Manages and
maintains, create/deletes user accounts, maintains and updates
system security plans on all platforms. Implements and manages
network policies, procedures and standards. Enforces security
procedures. Manages and schedules the Network Technician staff
and develops the training for users. Requires Bachelor’s degree (in
Computer Science or Management Information Systems) or
equivalent, and ten to twelve years of related (data center
environment) experience.

Cyber Network Engineer,
Associate

Evaluates, designs, documents, installs, implements, tests, and
performs problem isolation and resolution. Monitors, tunes, sets
standards and maintain a range of computer network components

and systems. Performs these functions across a limited range of

network facilities including some, but not all, physical media,
protocol stacks, hubs, routers, bridges, gateways, digital servers,
line drivers, telecommunications transport facilities, mainframe

VTAM, NCP and related software and hardware, and network

management components. Utilizes monitoring, performance
analysis, network management, software and hardware equipment
to troubleshoot and isolate problems, gauge network performance,
and trace data and protocol activity. Requires Bachelor’s degree (in
Computer Science, Math or Engineering) or equivalent, and zero to

two years of related experience.
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Cyber Network Engineer, Staff | Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution. Monitors, tunes, sets standards
and maintain a range of computer network components and
systems. Performs these functions across most of the network
facilities including physical media, protocol stacks, hubs, routers,
bridges, gateways, digital servers, line drivers, telecommunications
transport facilities, mainframe VTAM, NCP and related software
and hardware, and network management components. Provides
client consulting and training on the interfacing and use of the
network facilities. Begins to plan research, evaluate, and
recommend new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to troubleshoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to moderately complex operational
problems within the capacity and operational limitations of installed
equipment. Requires Bachelor’s degree (in Computer Science, Math
or Engineering) or equivalent, and two to four years of related
experience.
Cyber Network Engineer, Senior | Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution, monitors, tunes, and sets
standards. Maintains a complex range of computer network
components and systems. Performs these functions across a wide
range of network facilities including physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
and related software and hardware, and network management
components. Provides client consulting and training on the
interfacing and use of the network facilities. Plans and coordinates
computer network initiatives. Researches, evaluates, and
recommends new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to operational problems within the
capacity and operational limitations of installed equipment.
Develops and executes contingency plans for network software and
hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Requires
Bachelor’s degree in (Computer Science, Math or Engineering) or
equivalent, and five to seven years of related experience.
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Cyber Network Engineer, Evaluates, designs, documents, installs, implements, tests, performs
Principal problem isolation and resolution, monitors, tunes, and sets

standards. Maintains a complex range of computer network
components and systems. Performs these functions across a wide
range of network facilities to include: physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
(related software/hardware) and network management components.
Provides client consulting and training on the interfacing and use of
the network facilities. Plans and coordinates major computer
network initiatives. Researches, evaluates, and recommends new
computer network equipment and technologies. Utilizes monitoring,
performance analysis, network management, software and hardware
equipment to trouble shoot and isolate problems, gauge network
performance, and trace data and protocol activity. Devises solutions
to complex operational problems within the capacity and
operational limitations of installed equipment. Develops and
executes contingency plans for network software and hardware
failures including isolated and major outages. Provides internal
consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Assists in internal
training programs. Requires Bachelor’s degree (in Computer
Science, Engineering, Economics or Math) or equivalent, and seven
to nine years of related telecommunication analysis experience.

Cyber Network Engineer, Senior
Principal

Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution, monitors, tunes, and sets
standards. Maintains a complex range of computer network

components and systems. Performs these functions across a wide
range of network facilities including physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
and related software/hardware, and network management
components. Provides client consulting and training on the
interfacing and use of the network facilities. Plans and coordinates
major computer network initiatives. Researches, evaluates, and
recommends new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to complex operational problems within
the capacity and operational limitations of installed equipment.
Develops and executes contingency plans for network software and
hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Assists in internal
training programs. Requires Bachelor’s degree (in Computer
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Description

Science, Engineering, Economics or Math) or equivalent, and ten
to twelve years of related telecommunication analysis experience.

Cyber Network Engineering
Senior Manager

Oversees the Network Engineering activities. Reviews and
prioritizes network needs and analyzes project costs and feasibility.
Develops network analysis standards and methodology consistent
with technical requirements. Schedules staff to obtain proper
response in a timely manner. Reviews recommendations for
network improvement. Requires Bachelor’s degree or equivalent
and twelve to fifteen years of experience or Master’s degree in
related field and nine to eleven years of experience, including seven
to nine years of management experience.

Cyber Program Control Analyst,
Associate

Assists in providing on-site project management/administrative
support and coordination to a complex contract, project task(s) or
business unit. Duties may include contract accounting and
reporting, project schedule focus to management, tracking annual
fiscal plans and monthly updates, payroll/personnel processing,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
or equivalent, and zero to two years of related (project support or
management) experience.

Cyber Program Control Analyst,
Staff

Provides on-site project management/administrative support and
coordination to a complex contract, project, task(s) or business unit.
Duties may include contract accounting and reporting, project
schedule focus to management, tracking annual fiscal plans and
monthly updates, payroll/personnel processing, maintenance and
reporting, contract administration, purchasing, facility leasing and
service administration. Maintains contract budgets, prepares
contract-billing, estimates materials, equipment, production costs
and delivery schedules. Oversees personnel records, facility
administration and purchases equipment and supplies. Requires
Bachelor’s degree (in Business Administration) or equivalent, and
two to four years of related (project support or management)
experience.

Cyber Program Control Analyst,
Senior

Provides senior level on-site project management/administrative
support and coordination to a complex contract, project, task(s) or
business unit. Duties may include contract accounting and
reporting, project schedule focus to management, tracking annual
fiscal plans and monthly updates, payroll/personnel processing,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract-billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
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or equivalent, and five to seven years of related (project support or
management) experience.

Cyber Program Control Analyst, Provides senior level on-site project management/administrative
Lead support and coordination to a complex contract, project, task(s) or
business unit. Duties may include contract accounting and
reporting, payroll/personnel processing, project schedule focus to
management, tracking annual fiscal plans and monthly updates,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract-billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
or equivalent, and seven to nine years of related (project
management) experience.

Cyber Program Control Manager | Manages assigned group of Program Control Analysts who provide
on-site administrative support and coordination to various
contract(s), project(s), task(s) or business unit (s). Duties may
include the management of contract accounting and reporting,
payroll/personnel processing, maintenance and reporting, contract
administration, purchasing, facility leasing and service
administration. Maintains contract budgets, prepares contract
billing, estimates materials, equipment, production costs and
delivery schedules. Oversees personnel records, facility
administration and purchases equipment and supplies. Participates
in introducing the Company operating standards, Plans objectives
and goals for staff and selects and trains new employees. Requires
Bachelor’s degree (in Business Administration) or equivalent, and
ten to twelve years of related (project support and
supervisory/management) experience.

Cyber Security Engineer, Monitors, evaluates, and maintains systems and procedures to
Associate protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. Assist in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related
experience.

Cyber Security Engineer, Staff Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and two to four years of related
experience.
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Cyber Security Engineer, Senior

Monitors, evaluates, and maintains systems and procedures to

protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security

violations. Determines causes of security breaches. Researches,

recommends, and implements changes to procedures to protect data
from future violations. Assists in educating users on security

procedures. Requires Bachelor’s degree (in Computer Science or

related field) or equivalent, and five to seven years of related work

experience.

Cyber Security Engineer,
Principal

Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and respond to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. May train and develop subordinates through
varied project assignments. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and seven to nine years of related
experience.

Cyber Security Engineer, Sr
Principal

Serves as a company expert in monitoring, evaluating, and
maintaining systems and procedures to protect the data systems and
databases from unauthorized users. Identifies potential threats and
responds to reported security violations. Determines causes of
security breaches. Researches, recommends, and implements
changes to procedures to protect data from future violations.
Educates users on security procedures. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Cyber Software Developer,
Associate

Performs maintenance on existing software products. Assists in
coding, testing, and debugging new software or making
enhancements to existing software. Writes programs according to
specifications from higher-level personnel. Suggests solutions for
problems or software enhancements. May assist in the development
of user manuals and work with technical staff to learn and
understand problems with software. Attends on-going training
sessions to achieve a higher level of technical skill. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and zero to two years of related work experience.

Cyber Software Developer, Staff

Develops, codes, tests, and debugs new software or enhancements
to existing software. Possesses a good understanding of business
applications. Works with technical staff to understand and resolve
software problems, resolves customer complaints with software and
responds to suggestions for software modifications or
enhancements. May be involved in the development of software
user manuals and demonstrate software. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and two

to four years of related experience.
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Cyber Software Developer, Performs as a technical expert in the design development, coding,
Senior testing, and debugging new software or complex enhancements to

existing software. Works with technical staff to understand and to
develop resolution of software problems. Resolves customer
complaints with software and respond to suggestions for software
modifications or enhancements. Participates in the development of
software user manuals. Assists in the training of less experienced
software development staff and may act as a team leader on less
complex projects. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent and five to seven years of
related experience.

Cyber Software Developer,
Principal

Performs as the technical expert with thorough understanding of the
business application of an assigned project. Performs as a project
lead with the responsibility for the instruction, assigning, direction,
and monitoring of the performance of assigned software developers
working on a specific project. Assists in the scheduling and
coordinating of projects and may be involved in the design phase of
a project. Works with customers and technical staff in the resolution
of software problems and respond to suggestions for software
modifications or enhancements. Participates in the development of
software user manuals. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and seven to nine years of
related experience.

Cyber Software Developer,
Senior Principal

As a senior staff member, performs as the technical expert with
thorough understanding of the business application of an assigned
project. Perform as a project lead with the responsibility for the
instruction, assigning, direction, and monitoring of the performance
of assigned software developers working on a specific project.
Assist in the scheduling and coordinating of projects and may be
involved in the design phase of a project. Work with customers and
technical staff in the resolution of software problems and respond to
suggestions for software modifications or enhancements. Participate
in the development of software user manuals. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and ten
to twelve years of related experience.

Cyber Software Engineer,
Associate

Assists in designing, developing, troubleshooting, and analyzing
software programs for computer-based systems. Assists in
evaluating/determining user needs with the maintenance of single-
product models and subsystems. Performs routine systems
modeling, simulation, and analysis. Designs and develops
compilers, assemblers, utility programs, and operating systems. As
required, provides inputs for documentation of new or existing
programs. Primarily interfaces with intra-organizational staff with
infrequent contact with inter-organizational staff and outside
customers and vendors on routine matters. Requires Bachelor’s
degree (in Engineering, Computer Science or related field) or
equivalent, and zero to two years of related experience.
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Cyber Software Engineer, Staff

Designs, develops, troubleshoots, and analyzes software programs
for computer based systems. Performs systems modeling,
simulation, and analysis. Designs and develops compilers,

assemblers, utility programs, and operating systems. As required,

provides inputs for documentation of new or existing programs.

Primarily interfaces with intra-organizational staff with infrequent

contact with inter-organizational staff and outside customers and
vendors on routine matters. Requires Bachelor’s degree (in

Engineering, Computer Science or related field) or equivalent, and

two to four years of related experience.

Cyber Software Engineer, Senior

Performs subsystem definition, preliminary and detailed design,
design implementation, subsystem and system integration, and tests
for a subsystem. Participates in software requirements review,
preliminary and critical design reviews, integration readiness
review, and software acceptance reviews. Researches problems
discovered by quality assurance or product support and develops
solutions to the problems. Supports proposal efforts. Frequent inter-
organizational and outside customer contacts. Represents the
organization in providing solutions to difficult technical problems
associated with specific projects. Requires Bachelor’s degree (in
Engineering, Computer Science or related field) or equivalent, and
five to seven years of related work experience.

Cyber Software Engineer,
Principal

Performs system and subsystem definition, preliminary and detailed
design, design implementation, and subsystem and system
integration and tests for a system. Participates in software

requirement review, preliminary and critical design, integration
readiness review, and software acceptance review. Acts as
technical lead for pre-proposal, proposal, and existing program
efforts. Involvement in business development includes briefing
customers on company capabilities. Supports program management
office in technical role. Represents the organization as the prime
customer contact on contracts or projects. May research the
marketing requirements for a product, including target environment,
performance criteria, and competitive issues. Interacts with senior
customer personnel on significant technical matters, often requiring
coordinated activity across organizational lines. May provide
technical guidance to lower level software engineers. Requires
Bachelor’s degree (in Engineering, Computer Science or related
field) or equivalent, and seven to nine years of related experience.
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Cyber Software Engineer, Sr Serves as a company expert in performing system and subsystem
Principal definition, preliminary and detailed design, design implementation,

and subsystem and system integration and tests for a system.
Participates in software requirement review, preliminary and critical
design, integration readiness review, and software acceptance
review. Acts as technical lead for pre-proposal, proposal, and
existing program efforts. Involvement in business development
includes briefing customers on company capabilities. Supports
program management office in technical role. Represents the
organization as the prime customer contact on contracts or projects.
Interacts with senior customer personnel on significant technical
matters, often requiring coordinated activity across organizational
lines. Requires Bachelor’s degree (in Engineering, Computer
Science or related field) or equivalent, and ten to twelve years of
related experience.

Cyber Software QA Specialist,
Associate

Executes test scripts to ensure that quality software is provided for
release to production. May also write, create, and modify test scripts
to certify system changes, under close supervision. Reviews
requirements, specifications and documentation to gain a thorough
understanding of the programs and processes to be certified.
Provides or validates estimates for assigned tasks. Develops test
control databases. Maintains test databases and ensures their
integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Assists with
configuration management tasks on a project (test scripts, source
code control, coordination of requirement changes) as required.
May write trace-ability matrices and test reports. May perform
minor program changes or develop software programs as required.
Requires Bachelor’s degree or equivalent, and zero to two years of
related experience.

Cyber Software QA Specialist,
Staff

Executes test scripts to ensure that quality software is provided for
release to production. May write test scripts. Reviews
requirements, specifications and documentation to gain a thorough
understanding of the programs and processes to be certified.
Provides or validates estimates for assigned tasks. Under moderate
supervision, creates and modifies test scripts to certify system
changes. Develops test control databases. Maintains test databases
and ensures their integrity and currency. Distributes test data from
control database to development staff to satisfy adequate unit
testing. Assists with configuration management tasks on a project
(test scripts, source code control, coordination of requirement
changes) as required. Releases completed projects into production.
May write trace-ability matrices and test reports. May perform
minor program changes or develop software programs as required.
Requires Bachelor’s degree or equivalent, and two to four years of

related experience.
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Cyber Software QA Specialist, Ensures that quality software is provided for release to production
Senior

by independently executing test scripts. Writes test scripts. Reviews
requirements, specifications and documentation to gain a thorough
understanding of the programs and processes to be certified.
Provides or validates estimates for assigned tasks. Creates and
modifies test scripts to certify system changes. Develops test control
databases. Maintains test databases and ensures their integrity and
currency. Distributes test data from control database to development
staff to satisfy adequate unit testing. Assists with configuration
management tasks on a project (test scripts, source code control,
coordination of requirement changes) as required. Releases
completed projects into production. May write trace-ability matrices
and test reports. May perform program changes or develop software
programs as required. Requires Bachelor’s degree or equivalent,
and five to seven years of related experience.

Cyber Software QA Specialist,
Principal

Executes test scripts to ensure that quality software is provided for
release to production. Develops test scripts. Reviews requirements,
specifications and documentation to gain a thorough understanding
of the programs and processes to be certified. Provides or validates
estimates for assigned tasks. Creates and modifies test scripts to
certify system changes. Develops test control databases. Maintains
test databases and ensures their integrity and currency. Distributes
test data from control database to development staff to satisfy
adequate unit testing. Assists in developing the configuration
management tasks on a project (test scripts, source code control,
coordination of requirement changes) as required. Releases
completed projects into production. Writes trace-ability matrices
and test reports. Performs major program changes or develops
software programs. Requires Bachelor’s degree or equivalent, and
seven to nine years of related experience.

Cyber Software QA Specialist, Sr
Principal

Ensures that quality software is provided for release to production
by independently executing test scripts. May supervise more junior
staff in writing test scripts. Develops and reviews requirements,
specifications and documentation to provide staff and users with a
thorough understanding of the programs and processes to be
certified. Provides estimates for assigned tasks. As lead QA
specialist, creates and modifies test scripts to certify system
changes. Develops test control databases. Maintains test databases
and ensures their integrity and currency. Distributes test data from
control database to development staff to satisfy adequate unit
testing. Defines configuration management tasks on a project (test
scripts, source code control, coordination of requirement changes)
as required. Releases completed projects into production. Helps
develop trace-ability matrices and test reports. Performs all major
program changes or oversees the development software programs as
required. Requires Bachelor’s degree or equivalent, and ten to
twelve years of related experience.
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Cyber Subject Matter Expert

Serves as experienced consultant with experience in supporting
large projects related to the individual subject matter expertise.
Beginning expertise in functional domains such as finance,
personnel, acquisition, etc. Performs research, collection, collation
and compilation of data, and preparation of inputs into larger
reports. Evaluates and interprets findings. Prepares finished
products for review by team leader or higher level analysts.
Interfaces with external entities to collect data. Uses and/or
develops computer tools to facilitate analysis tasks. Prepares
monthly status reports. May be assigned to customer site. May
prepare and present briefings. Requires Bachelor’s degree in
Business, Engineering, Management Sciences, Computer Science,
Information Systems, Social Science, Education, Human Resources
Development, and Psychology or other related disciplines and eight
to ten years of experience or Master’s degree and six to eight years
of related experience or PhD and four to six years of related
experience.

Cyber Subject Matter Expert,
Senior

Serves as experienced consultant with experience in supporting
large projects related to the individual subject matter expertise.
Prepares and delivers presentations to colleagues, subordinates, and
government representatives. Assures the proper use of current or
requested programming, testing and documentation techniques.
Produces, reviews and documents reflecting knowledge of areas as
identified in the statement of work. Requires Bachelor’s degree in
Business, Engineering, Management Sciences, Computer Science,
Information Systems, Social Science, Education, Human Resources
Development, and Psychology or other related disciplines and ten to
twelve years of experience or Master’s degree and eight to ten years
of related experience or PhD and five to seven years of related
experience.

Cyber Subject Matter Expert,
Principal

Relevant experience includes supporting large projects related to the
individuals subject matter expertise. Advanced expertise in
functional domains such as finance, personnel, acquisition, etc.
Experience as a Project Manager. Prepares and delivers
presentations to colleagues, subordinates, and government
representatives. Assures the proper use of current or requested
programming, testing and documentation techniques. Produces
and/or reviews substantive and/or complex documentation
reflecting detailed knowledge of areas as identified in the statement
of work. Requires Bachelor’s degree in Business, Engineering,
Management Sciences, Computer Science, Information Systems,
Social Science, Education, Human Resources Development, and
Psychology or other related disciplines and twelve to fifteen years
of experience or Master’s degree and ten to twelve years of related
experience or PhD and eight to nine years of related
experience.Requires Bachelor’s degree in Business, Engineering,
Management Sciences, Computer Science, Information Systems,
Social Science, Education, Human Resources development, and
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Psychology or other related disciplines and twelve to fifteen years
of experience or Master’s degree and ten to twelve years of related
experience or PhD and eight to nine years of related experience.

Cyber Subject Matter Expert, Renowned expertise in functional domains such as finance,
Senior Principal personnel, acquisition, etc. or technical disciplines such as computer
security, network engineering, etc. Extensive experience as
technical leaders and senior Project Managers. Prepares and
delivers presentations to colleagues, subordinates, and government
representatives. Assures the proper use of current or requested
testing and documentation techniques. Produces, reviews
substantive and complex documentation reflecting detailed
knowledge of areas as identified in the statement of work. Requires
Bachelor’s degree in Business, Engineering, Management Sciences,
Computer Science, Information Systems, Social Science, Education,
Human Resources Development, and Psychology or other related
disciplines, fifteen plus years of experience; or Master’s degree,
twelve plus years of related experience; or PhD, ten plus years of
related experience and project management experience.
Cyber Systems Administrator, Maintains data files and control procedures for a system of
Associate networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and zero to two years of
related experience.
Cyber Systems Administrator, Maintains data files and control procedures for a complex system of
Staff networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Monitors system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Performs other duties as assigned which
may require specific physical abilities.Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and two to four
years of related experience.
Cyber Systems Administrator, Maintains data files and control procedures for a complex system of
Senior networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Provides technical guidance to lesser-
experienced systems administrators. Performs other duties as
assigned which may require specific physical abilities.Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and five to seven years of related experience.
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Cyber Systems Administrator, Maintain data files and control procedures for a complex system of
Principal networked computers or for a single group of microcomputers

linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and works with management to
define requests for information. Provides technical guidance to
lesser-experienced systems administrators. Performs other duties as
assigned which may require specific physical abilities.Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and seven to nine years of related experience.

Cyber Systems Administrator,
Senior Principal

Serves as a company expert in establishing procedures for the
maintenance of data files and control procedures for a complex
system of networked computers or for a single group of
microcomputers linked to a host workstation, or mainframe.
Responsible for system security and data integrity. Monitors and
defines the use of resources, and works with management to define
requests for information. Provides technical guidance to lesser-
experienced systems administrators. Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and ten to twelve
years of related experience.

Cyber Systems Administration
Manager

Oversees and manages the daily operations of the Systems
Administration department and staff and apply systems knowledge
to ensure that the operating systems and security measures are in
place and are running efficiently. Responsible for hiring,
motivating, counseling and scheduling staff. Requires Bachelor’s
degree (in a technical discipline) or equivalent, and ten to twelve
years of related experience.

Cyber Systems Analyst,
Associate

Establish operational databases, software configuration control and
system interfaces for computer system(s) assigned. Maintain file
servers, network access, document and analyze system anomalies to
ensure optimum equipment performance. Prepares system for
operational use and support operational tests. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and
zero to two years of related experience.

Cyber Systems Analyst, Staff

Establishes operational databases, software configuration control
and system interfaces for computer system(s) assigned. Maintains
file servers, network access, document and analyze system
anomalies to ensure optimum equipment performance. Prepares
system for operational use and support operational tests. Requires
Bachelor’s degree (in Computer Science, Management Information
Systems or related field) or equivalent, and two to four years of
related experience.
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Cyber Systems Analyst, Senior

and five to seven years of related experience.
Cyber Systems Analyst, Principal

Establish complex operational databases, software configuration
control and system interfaces for computer system(s) assigned.
Maintain file servers, network access, document, analyze, and
troubleshoot system anomalies to ensure optimum equipment
performance. Prepare system for operational use and support

operational tests. Requires Bachelor’s degree (in Computer Science,
Management Information Systems or related field) or equivalent,

Cyber Systems Analyst, Senior

Establishes complex operational databases, software configuration
control and system interfaces for computer system(s) assigned.
Maintains file servers, network access, document, analyze, and
troubleshoot system anomalies to ensure optimum equipment

performance. May supervise less experienced systems personnel.

Prepare system for operational use and oversee operational tests.

Requires Bachelor’s degree (in Computer Science, Management

Information Systems or related field) or equivalent, and seven to

nine years of related experience.

Principal

Cyber Systems Engineer,

Serves as a company expert in establishing complex operational
databases, software configuration control and system interfaces for
computer system(s) assigned. Develops procedures to maintain file
servers, network access, document, analyze, and troubleshoot
system anomalies to ensure optimum equipment performance. May
supervise less experienced systems personnel. Prepares system for
operational use and oversee operational tests. Requires Bachelor’s
degree (in Computer Science, Management Information Systems or
related field) or equivalent, and ten to twelve years of related
experience.

Associate

Assists in the coding and maintenance of utility programs, job
control language and input/output handling programs, as well as
other software of minimal complexity. Provides functional and
empirical analysis related to the design, development, and
implementation of hardware and software operating systems for the
organization's products. May assist in the maintenance of program
libraries and technical manuals. Attends on-going training sessions
to achieve a higher level of technical skill. Requires Bachelor’s
degree (in Computer Science, Math, Electrical Engineering or

related field) or equivalent, and zero to two years of related work
experience.
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Cyber Systems Engineer, Staff

Assists in the definition and programming of moderately complex
software. Works effectively on several phases of systems/software
programming/analysis with little direction, but may require some
instruction and guidance for other aspects. Provides functional and
empirical analysis related to the design, development, and
implementation of hardware and software operating systems for the
organization's products. May assist in the coding of benchmark
testing, job accounting and other control modules developed
internally by the company. May assist with moderately complex
software applications, such as system generations, compilers, link
editors, and assemblers. Requires Bachelor’s degree (in Computer
Science, Math, Electrical Engineering or related field) or
equivalent, and two to four years of related experience.
Works from specifications to develop or modify complex software
programs to enhance an operating system. May give some direction
and guidance to less experienced software systems engineers.
Investigates and resolves operational problems in conjunction with
other engineering and technical personnel. Develops logic, codes,
tests and debugs software packages. Modifies, tests, and debugs
retail utilities. Packages and engineers releases to integrate with the
company's operating systems. Develops and modifies complex
software, such as routines supporting multiprogramming,
telecommunications and file management. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and five
to seven years of related work experience.
Provides expertise and direction in the development or modification
of complex software programs to enhance an operating system.
Provides functional and empirical analysis related to the design,
development, and implementation of hardware and software
operating systems for the organization's products. Responsible for
the instruction, assigning, and overseeing the performance of less
experienced software systems engineers. Coordinates the activities
of the software engineering department with other sections of the
corporation's information systems operation. May train and
supervise subordinate systems engineers. Requires Bachelor’s
degree (in Computer Science, Math, Electrical Engineering or
related field) and seven to nine years of related experience.
Performs as the highest-level technical expert, providing both
internal and external consulting services. Works independently on
advanced systems/software analysis projects. Develops and may
conduct training programs. Remains current in operating
systems/software analysis and technological
developments/applications. Recommends future direction or
projects to management. Provides expertise and direction in the
development or modification of complex software programs to
enhance an operating system. Requires Bachelor’s degree (in
Computer Science, Math, Electrical Engineering or related field) or
equivalent, and ten to twelve years of related experience.

Cyber Systems Engineer, Senior

Cyber Systems Engineer,
Principal

Cyber Systems Engineer, Sr
Principal
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Cyber Assistant Technical Assists in the management of a directorate or is at an entry level in
Director

management of a directorate under the close supervision of the
Technical or Executive Director. Manages one or more programs.
May supervise professional and technical personnel performing in
their regular disciplines. May participate in the development and
execution of budgets, sales and marketing plans and other strategic
tools. Participates in directorate efforts toward achieving established
objectives. May serve as the primary or assistant technical and
management interface for the company, customer, and senior staff.
Provides management services including general administrative
oversight, time accounting, financial tracking, cost projection,
inventory management, personnel evaluation and support.
Responsible for the preparation of and accountability for all
contract deliverables. Provides administrative support to tech
Quality Assurance Unit and Health and Safety organizations to
insure all related contract objectives are achieved. Responsible for
assisting in the technical leadership and direction to a
multidisciplinary staff. Develops and operates a variety of technical
systems related to the specific job function. Specifies systems
requirements and insures that completed systems meet
requirements. Supports data acquisition process control. Prepares
and approves Standard Operating Procedures, Protocols and other
technical documentation. Requires Bachelor’s degree or
equivalent, and ten to twelve years of related (technical
environment) experience, financial management including
budgeting and cost projections experience, and management
experience.

Cyber Technical Director 1

Directs and guides the technical activities within a division with
supervisory and developmental responsibilities within a functional
area. Manages one or more projects or programs, may manage an
operating office and supervises professional and technical personnel
performing in their customary disciplines. Develops and maintains a
sales and marketing plan to achieve previously agreed-upon
objectives endorsed by division and group management. Maintains
aggressive efforts to achieve objectives. Manages one or more
technical programs. Acts as a technical liaison with vendors. Trains
and supervises personnel. Assists in proposal process and
coordinates with Pricing Department when required. Responsible
for all phases of the program budget. Performs analysis for contract
reviews with various software. Develops marketing plans. Develops
Quality Assurance Programs for all products and services. Prepare
Staffing Plans, including skill and labor mix, to support contract
operations. May be responsible for recruiting, interviewing, and
hiring staff Assign Staff and provide technical direction as
necessary to complete task. Monitors contract, subcontract, and
funding; prepare forecasts of program financial performance.
Develops and deliver required contract , departmental, project
and/or financial reports. Interacts readily with the technical staff and
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vendors both within and outside the company.. Ability to conduct

independent research. Requires Bachelor’s degree or equivalent,
and twelve to fifteen years of related (technical environment)
experience and management experience including developing

operating budgets and reporting/assessing financial information.

Cyber Technical Director 2

Directs one or more technical projects/programs within a functional
area. May manage an operating office and supervises professional
and technical personnel performing in their customary disciplines.

Develops and maintains a sales and marketing plan to achieve
previously agreed-upon objectives endorsed by division and group
management. Maintains aggressive efforts to achieve objectives.
Acts as a technical liaison with vendors within and outside the
company. Assists in proposal process and coordinates with Pricing
Department when required. Responsible for all phases of the
program budget. Performs analysis for contract reviews with
various software. Develops marketing plans and Quality Assurance
Programs for all products and services. Prepare Staffing Plans,
including skill and labor mix, to support contract operations.
Conducts independent research. Responsible for recruiting,
interviewing, hiring and training staff. Assigns staff and provide
technical direction to complete task. Monitors contract, subcontract,
and funding; prepare forecasts of program financial performance.

Develops and deliver required contract, departmental, project and/or

financial reports. Requires Bachelor’s degree or equivalent in a
relevant discipline and sixteen plus years work experience including
developing operating budgets and reporting/ assessing financial
information.

Cyber Director, Information
Technology

Directs all aspects of the information systems function. Determines
operating philosophy of department and ensures the philosophy is
translated into action. Provides top management with technical
information and recommendations on information technology.
Maintains company and competitive posture in information
technology usage. Ensures adequate budget for capital equipment
and technical manpower acquisition. Requires Bachelor’s degree or
equivalent, in computer science or related field and 16 plus years of
experience or Master’s degree, or equivalent, and twelve plus years
of information technology management experience.
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Cyber Systems Architect

Under minimal supervision designs, implements, and maintains the
organization's application systems and/or IT infrastructure for
moderately complex systems. Understands user and process
requirements and ensures those requirements can be achieved
through high quality deliverables. Works closely with developers
and engineers to develop road maps for applications, align
development plans, and to ensure effective integration among
information systems and the IT infrastructure. Ensures that
solutions are continuously improved, supported, and aligned with
industry and company standards as well as emerging business
requirements. Understands the interactions between systems,
applications, and services within the environment, and evaluate the
impact of changes or additions for moderately complex systems.
Analyzes systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Requires a Bachelor's Degree and four to five years
experience or equivalent education.

Cyber Systems Architect, Senior

Designs, implements, and maintains the organization's application
systems and/or IT infrastructure for complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensures those requirements can be
achieved through high quality deliverables. Works closely with
developers and engineers to develop road maps for applications,
align development plans, and to ensure effective integration among
information systems and the IT infrastructure. Ensures that
solutions are continuously improved, supported, and aligned with
industry and company standards as well as emerging business
requirements. Understands the interactions between systems,
applications, and services within the environment, and evaluate the
impact of changes or additions for complex systems. Analyzes
systems and perform usability testing to ensure performance and
reliability, enhance scalability, and meet security
requirements. May assist less experienced peers. Requires a
Bachelor's Degree and six to nine years experience or equivalent
education.
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Cyber Systems Architect, Performs as the technical expert in designing, implementing, and
Principal maintainng the organization's application systems and/or IT

infrastructure for highly complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be
achieved through high quality deliverables. Works closely with
management, developers, and engineers to develop road maps for
applications, align development plans, and to ensure effective
integration among information systems and the IT infrastructure.
Monitors technological advancements to ensure that solutions are
continuously improved, supported, and aligned with industry and
company standards as well as emerging business requirements.
Understand the interactions between systems, applications, and
services within the environment, and evaluate the impact of changes
or additions for highly complex systems.

Analyze systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Assists less experienced peers. Requires a
Bachelor's Degree and 10 to 14 years experience or equivalent
education.

Performs as the technical expert in designing, implementing, and
maintainng the organization's application systems and/or IT
infrastructure for highly complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be
achieved through high quality deliverables. Works closely with
management, developers, and engineers to develop road maps for
applications, align development plans, and to ensure effective
integration among information systems and the IT infrastructure.
Monitors technological advancements to ensure that solutions are
continuously improved, supported, and aligned with industry and
company standards as well as emerging business requirements.
Understand the interactions between systems, applications, and
services within the environment, and evaluate the impact of changes
or additions for highly complex systems.

Analyze systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Assists less experienced peers. Requires a
Bachelor's Degree and 10 to 14 years experience or equivalent
education.

Performs as the technical expert in designing, implementing, and
maintainng the organization's application systems and/or IT
infrastructure for highly complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be
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achieved through high quality deliverables. Works closely with

management, developers, and engineers to develop road maps for
applications, align development plans, and to ensure effective

integration among information systems and the IT infrastructure.

Monitors technological advancements to ensure that solutions are

continuously improved, supported, and aligned with industry and
company standards as well as emerging business requirements.
Understand the interactions between systems, applications, and

services within the environment, and evaluate the impact of changes

or additions for highly complex systems.

Analyze systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Assists less experienced peers. Requires a
Bachelor's Degree and 10 to 14 years experience or equivalent
education.

Cyber Technical Writer,
Associate

Researches, writes, edits, and proofreads technical data for use in
documents or sections of documents such as manuals, procedures
and specifications. Ensures technical documentation is accurate,
complete, meets editorial and government specifications and
adheres to standards for quality, graphics, coverage, format, and
style. Assists in establishing style guidelines and standards for texts
and illustrations. Requires Bachelor’s degree or equivalent in
related technical field and zero to two years of related (technical
writing/copy editing) experience.

Cyber Technical Writer, Staff

Researches, writes, edits, and proofreads technical data for use in
documents or sections of documents such as manuals, procedures
and specifications. Ensures technical documentation is accurate,
complete, meets editorial and government specifications and
adheres to standards for quality, graphics, coverage, format, and
style. Assists in establishing style guidelines and standards for texts
and illustrations or equivalent. Requires Bachelor’s degree or
equivalent (in related technical field) and two to four years of
related (technical writing and copy editing) experience.

Cyber Technical Writer, Senior

Researches, organizes, writes, edits, and produces technical data for
major publication projects. Organizes material and writes
descriptive copy according to standards regarding order, clarity,
conciseness, style, and terminology. Ensures technical
documentation is accurate, complete, meets editorial and
government specifications and adheres to standards for quality,
graphics, coverage, format, and style.May participate in the
establishment of style guidelines and standards for texts and
illustrations.May provide work leadership for lower level
employees. Requires Bachelor’s degree or equivalent in related
technical field and five to seven years of related (technical

writing/editing) experience.
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Cyber Technical Writer, Oversees the writing of technical reports, brochures, and manuals
Principal for internal documentation, client reference, or publications.

Researches, organizes, writes, edits, and produces data for use in a

wide variety of complex technical publications requiring in-depth

knowledge and understanding of the subject matter. Recommends

overall organization and layout, editorial standards and publication

methods. Coordinates publication with outside sources and vendors

as needed. Develops department editing standards and styles. May
provide work Leadership for lower level employees. Requires

Bachelor’s degree or equivalent in related technical field and seven
to nine years of related (technical writing/editing) experience.

Cyber Help Desk Specialist, Staff

Responsible for providing support to end-user community on
hardware, software and network related problems, questions, and
use. Provides resolutions to out of the ordinary issues for users. If

unable to diagnose problem, will work with Help Desk
Management to diagonose and resolve problem. Responds to tier
two and higher trouble tickets. Ensures problem ownership and
promotes end-user satisfaction. Closes activities of tickets assigned.
Requires Bachelor’s Degree (in Computer Science or related field)
or equivalent, and two to four years of related experience in
computer hardware, software, networking systems, and in the set-
up, configuration, use, and trouble shooting of computer systems.

Cyber Help Desk Specialist,
Senior

Responsible for providing support to end-user community on
difficult hardware, software and network related problems,
questions, and use. May provide training and guidance to more
junior help desk personnel. Provides resolutions to out of the
ordinary issues for users. If unable to diagnose problem, will work
with Help Desk Management to diagonose and resolve problem.
Responds to tier two and higher trouble tickets. Ensures problem
ownership and promotes end-user satisfaction. Closes activities of
tickets assigned. Responsible for providing in-depth and high level,
support to end-user community on hardware, software and network
related problems, questions, and use. Provides problem resolution to
users. Confers with user to determine problem. Ensures problem
ownership and promotes end-user satisfaction. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and five
to seven years of related experience in computer hardware,
software, networking systems, and in the set-up, configuration, use,
and trouble shooting of computer systems.
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Cyber Help Desk Specialist,
Principal

Serving as company or contract expert, responsible for providing
telephone support to end-user community on complex hardware,
software and network related problems, questions, and use. May
provide training and guidance to more junior help desk personnel.
Provides first level problem resolution on the telephone with users,
walks the user through a series of steps to determine problem and
classify level, priority and nature of problem. If unable to diagnose
problem and/or problem requires physical interaction with end user
dispatches field engineers from appropriate team. Opens, tracks and
closes trouble tickets; ensures problem ownership and promotes
end-user satisfaction. Tracks activities of field engineers to who
tickets were assigned. Trained and certified in automated help desk
management systems. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and seven to nine years of
related experience in computer hardware, software, networking
systems, and in the set-up, configuration, use, and trouble shooting
of computer systems.

Cyber Senior Office
Administrator

Provides on-site administrative support and coordination to a
complex contract, project or task(s). Maintains and tracks costs and
performances on contract. Oversees the administrative and clerical
functions of assigned contracts, projects, or tasks. Maintains office

records and files. May collect time sheets and other personnel

records or paperwork for corporate processing. Requires
Bachelor’s degree or equivalent and two to four years of related
experience.
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Labor Category Descriptions applicable to SIN 54151S

Labor Category Equivalency Language

ManTech is proposing the following labor categories and associated qualifications for services under
this contract. All categories may be subject to the requirement of a government security investigation
and may need to meet eligibility requirements for access to classified information. Where the job
description requires a certain level of educational qualification or “equivalent experience”, one year of
education equates to 1.5 years of experience. The following guidelines are provided:

High School Diploma 2 years directly related experience

Associate Degree 3 — 5 years directly related experience

Bachelor’s Degree 6 — 8 years directly related experience
Master’s Degree 9 years directly related experience

Subcontractors are to be included on task orders under the contract labor categories and rates, when
possible. Upon the approval of the ordering agency, subcontractors may be included as off-schedule
costs if their services are not suitable under the contract labor categories as listed herein.

Labor Category Description

Task Supervisor, Associate Responsible for the coordination and supervision of a specific
technical task or function. Ensures all activities are carried out in
accordance with project commitments or specific objectives.
Typically supervises between 2 and 10 employees. Responsible for
day-to-day coordination and administration of tasks by ensuring
quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns and
reviews subordinates’ performance. Prepares performance
evaluations. Ensures completion of administrative reporting, e.g.,
timecards, daily statistics, logs, and task narratives. Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Requires Bachelor's degree in
related field or equivalent, and zero to two years of related
experience.
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Task Supervisor, Staff

Responsible for the coordination and supervision of a specific
technical task or function. Ensures all activities are carried out in
accordance with project commitments or specific objectives.
Typically supervises between 10 and 30 employees. Responsible for
day-to-day coordination and administration of tasks by ensuring
quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns and
reviews subordinates' performance. Prepares performance
evaluations. Ensures completion of administrative reporting, e.g.,
timecards, daily statistics, logs, and task narratives. Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's
degree in related field or equivalent, and two to four years of related
experience.

Task Supervisor, Senior

Responsible for the coordination and supervision of a specific
technical task or function. Ensures all activities are carried out in
accordance with project commitments or specific objectives.
Typically supervises more than 30 employees. Responsible for day-
to-day coordination and administration of tasks by ensuring quality
and productivity standards are maintained while meeting client
schedules. Coordinates with other contract and subcontract
personnel to ensure work moves smoothly from one functional area
to another. Works with project manager and/or client to prepare
work schedules and man-hour estimates. Ensures proper training of
subordinates. Maintains record of changes in instructions and
ensures all team members are informed of changes. Assigns,
reviews subordinates’ performance and may prepares performance
evaluations. Ensures completion of administrative reporting
(timecards, daily statistics, logs, and task narratives.) Responds to
client requests and questions. Assists with writing manuals and
other documentation. Responsible for status and task management
reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's
degree in related field or equivalent, and five to seven years of
related experience.
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Project Manager, Deputy

Assists higher level program/project manager in directing the
project life cycle by assisting in development of comprehensive
project plans to include both long and short-range goals and
milestones. Identifies, acquires, and utilizes company resources to
achieve project technical objectives. Directs a project team usually
within a matrix organization, monitoring and encouraging
functional organizations to complete milestones within specific
budgets and schedules. May occasion interface with external
customers and top management to communicate status of project
throughout life cycle. Requires Bachelor’s degree or equivalent, and
seven to nine years of related experience.

Project Manager

Responsible for the performance of relatively small technical
projects or a definable portion of a larger technical program in
accordance with contract requirements and company policies,
procedures and guidelines. Directs and supervises all support
resources for the performance of project assignments and activities.
Manages the technical direction of a project through the design,
implementation, and testing in accordance with project objectives.
Responsible for acquiring follow-on business associated with
assigned projects and for supporting new business development by
leading relatively small proposals or assisting with major proposals.
Requires Bachelor’s degree or equivalent, and ten to twelve years of
related (technical environment) experience.

Program Manager

Responsible for the performance of a relatively significant program
or multiple smaller programs in accordance with contract
requirements and company policies, procedures and guidelines.
Oversees the technology development and/or application,
marketing, and resource allocation within program client base.
Program area typically represents more than three functional areas
such as engineering, systems analysis, quality control and
administration. Responsible for acquiring follow-on business
associated with assigned programs and for supporting new business
development by leading proposals. Requires Bachelor’s degree or
equivalent, and twelve to fifteen years of related (technical
environment) experience including management experience.

Program Director

Responsible for the successful technical, schedule, and cost
performance of a major program, or multiple programs, through
subordinate program/project managers, in accordance with contract
requirements and company policies, procedures and guidelines.
Responsible for acquiring follow-on business associated with
assigned programs and for supporting new business development by
leading proposals or through program/project managers. Requires
Bachelor’s degree or equivalent, and sixteen plus years experience
in a related technical environment, including five years related
management experience.
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Database Analyst, Associate

Assists in administering database organizations, standards, controls,
procedures, and documentation. Provides entry level technical
consulting in the definition, design, and creation of a database
environment. Develops applications to help formulate database
solutions to business problems, data architectures, database
management system facilities and capabilities, and the operation
and tuning of databases. Maintains databases with respect to
access methods, access time, batch processes, device allocation,
validation checks, organization, protection and security,
documentation, and statistical methods. Includes maintenance of
database dictionaries, and integration of systems through database
design. Maintains database dictionaries. Maintains and documents
JCL, shell scripts and batch processes. Ensures that documentation
is complete and up-to-date. Applies procedures for periodic
database backup. Requires Bachelor’s degree or equivalent, and
zero to two years of related experience.

Database Analyst, Staff

Administers database organizations, standards, controls, procedures,
and documentation. Provides technical consulting in the definition,
design, and creation of a database environment. Assists applications
development staff and users on database solutions to business
problems, data architectures, database management system facilities
and capabilities, and the operation and tuning of databases.
Implements and maintains databases with respect to access
methods, access time, batch processes, device allocation, validation
checks, organization, protection and security, documentation, and
statistical methods. Includes maintenance of database dictionaries,
and integration of systems through database design and
implementation. Maintains database dictionaries and documents
JCL, shell scripts and batch processes. Ensures that documentation
is complete and up-to-date. Develops and applies procedures for
periodic database backup. Requires Bachelor’s degree (in Computer
Science, Management Information Systems or related field) or
equivalent, and two to four years of related experience.

Database Analyst, Senior

Defines and administers database organizations, standards, controls,
procedures, and documentation. Provides experienced technical
consulting in the definition, design, and creation of a database
environment. Advises applications development staff and users on
database solutions to business problems, data architectures,
database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient
availability of data within adequate safeguards. Designs,
implements, and maintains databases with respect to access
methods, access time, batch processes, device allocation, validation
checks, organization, protection and security, documentation, and
statistical methods. Includes maintenance of database dictionaries,
and integration of systems through database design. Develops and
maintains expertise in use of automated tools for database design
and implementation. Requires Bachelor’s degree (in Computer
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Science, Management Information Systems) or equivalent, and five
to seven years of related (data center environment) experience.

Database Analyst, Principal

Defines and oversees database organizations, standards, controls,
procedures, and documentation. Provides experienced technical
consulting in the definition, design, and creation of a database
environment. Advises applications development staff and users on
database solutions to business problems, data architectures,
database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient
availability of data within adequate safeguards. Designs and
implements databases with respect to access methods, access time,
batch processes, device allocation, validation checks, organization,
protection and security, documentation, and statistical methods.
Develops and maintains expertise in use of automated tools for
database design and implementation. Develops, maintains and
documents JCL, shell scripts and batch processes. Participates as a
leader and as a team member, and works to maintain a positive
environment. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and seven to nine years of related
experience.

Database Analyst, Senior
Principal

Defines database organizations, standards, controls, procedures, and
documentation. Provides experienced technical consulting in the
definition, design, and creation of a database environment. Advises
applications development staff and users on database solutions to
business problems, data architectures, database management system
facilities and capabilities, and the operation and tuning of databases.
Ensures economic and efficient availability of data within adequate
safeguards. Develops expertise in use of automated tools for
database design and implementation. Develops procedures to
address needs of JCL, shell scripts and batch processes. Ensures that
documentation is complete and up-to-date. Develops procedures
relating to database and application security including procedures
by which access is authorized, enabled, changed and withdrawn.
Develops procedures for periodic database backup. Participates as a
leader and as the senior team member. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Database Manager

Responsible for all activities related to the design, implementation
and administration of computerized databases. Assigns personnel
to various projects and directs their activities; reviews and evaluates
their work and prepares performance reports. Confers with and
advises subordinates on administrative policies and procedures,
technical problems, priorities and methods. Consults with and
advises users of the various databases. Projects long-range
requirements for database administration and design in conjunction
with other managers in the information systems function. Prepares
activity and progress reports regarding the database design process.
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A Bachelor degree or equivalent in a related field and ten to twelve
years of relevant work experience are required.

Database Engineer, Assoc

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Requirements and design activities will
include one of the following: security, backup and recovery, and
availability considerations. Will set up and test different design
scenarios (or to direct these activities) early in the system
development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and zero to
two years of related experience.

Database Engineer, Staff

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Requirements and design activities will
include one of the following: security, backup and recovery, and
availability considerations. Will set up and test different design
scenarios (or to direct these activities) early in the system
development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and two to
four years of related experience.
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Database Engineer, Senior

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases. May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and five to
seven years of related experience.

Database Engineer, Principal

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases. May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and seven to
nine years of related experience.
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Database Engineer, Sr Principal

Operates at the system level and has learned skills that will apply
across the full system life cycle from requirements through database
design and implementation. Is trained in system design and
development skill as well as database-related skills. The Database
Engineer’s focus is database-centric, based on the understanding
that the heart of every information system is the database, but with a
solid view of how the database integrates and operates with other
system components. Skills include defining data and database
requirements, defining database design alternatives, designing
logical data models, and designing physical databases. May be a
skilled DBA, as is often the case, but in all cases understands
advanced database concepts such as replication or parallel
operations and knows when, from a system perspective, to apply
them as part of the engineered solution. Will set up and test
different design scenarios (or to direct these activities) early in the
system development life cycle as part of the process of validating
the suitability of proposed design alternatives. Test scenarios must
generate sufficient performance data to support database design
decisions. Requires Bachelor’s degree or equivalent, and ten to
twelve years of related experience.

Analyst/Computer Forensic
Intrusion, Associate

Assists in providing computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Assists in conduct vulnerability
assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures,
and trends in computer network vulnerabilities, data hiding and
network security and encryption. Assists in deterring, identifying,
monitoring, investigating and analyzing computer network
intrusions. Requires Bachelor’s degree or equivalent and zero to
two years of related experience with a minimum of six months
experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure,
computer forensic analysis, data recovery; computer intrusion
analysis/incident response, intrusion detection; computer network
surveillance/monitoring; network protocols, network devices,
multiple operating systems, and secure architectures. Ability to
obtain a security clearance.

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 145




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Description

Analyst/Computer Forensic
Intrusion, Staff

Assists in providing computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Assists in conduct vulnerability
assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures,
and trends in computer network vulnerabilities, data hiding and
network security and encryption. Assists in deterring, identifying,
monitoring, investigating and analyzing computer network
intrusions. Requires Bachelor’s degree or equivalent and two to four
years of related experience with a minimum of six months
experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure,
computer forensic analysis, data recovery; computer intrusion
analysis/incident response, intrusion detection; computer network
surveillance/monitoring; network protocols, network devices,
multiple operating systems, and secure architectures. Ability to
obtain a security clearance.

Analyst/Computer Forensic
Intrusion, Senior

Provides computer forensic and intrusion support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Conducts vulnerability assessments/penetration tests
of information systems. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer network
vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree
or equivalent and five to seven years of related experience with a
minimum of six months experience in one or more of the following:
computer network penetration testing and techniques; computer
evidence seizure, computer forensic analysis, and data recovery;
computer intrusion analysis and incident response, intrusion
detection; computer network surveillance/monitoring; network
protocols, network devices, multiple operating systems, and secure
architectures. Ability to obtain a security clearance.
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Analyst/Computer Forensic
Intrusion, Lead

Provides computer forensic and intrusion analyst support to high
technology investigations in the form of computer evidence seizure,
computer forensic analysis, data recovery, and network
assessments. Conduct vulnerability assessments/penetration tests
of information systems. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer network
vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree
and seven to nine years of related experience with a minimum of
four years experience in one or more of the following: computer
network penetration testing and techniques; computer evidence
seizure, computer forensic analysis, and data recovery; computer
intrusion analysis and incident response, intrusion detection;
computer network surveillance/monitoring; network protocols,
network devices, multiple operating systems, and secure
architectures. Ability to obtain a security clearance.

Analyst/Computer Forensic
Intrusion, Principal

Provides knowledge in Computer and network vulnerability
testing/penetration techniques; Tool development for computer and
network forensics and vulnerability testing. Provides computer
forensic support to high technology investigations in the form of
evidence seizure, computer forensic analysis, and data recovery.
Conducts vulnerability assessments/penetration tests of information
systems. Researches and maintains proficiency in tools, techniques,
countermeasures, and trends in computer and network
vulnerabilities, data hiding and encryption. Develop tools,
techniques, training and countermeasures for computer and network
vulnerabilities, data hiding and encryption. Deter, identify, monitor
and investigate computer and network intrusions. Provides expert
knowledge in computer and network forensics. Conducts
vulnerability assessments. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer and
network vulnerabilities. Identify, deter, monitor and investigate
computer and network intrusions. Requires Bachelor’s degree or
equivalent and ten to twelve years of related experience with a
minimum of four years experience in one or more of the following:
computer network penetration testing and techniques; computer
evidence seizure, computer forensic analysis, and data recovery;
computer intrusion analysis and incident response, intrusion
detection; computer network surveillance and monitoring; network
protocols, network devices, multiple operating systems, and secure
architectures or Master’s degree and seven to nine years of related
experience. Ability to obtain a security clearance.
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Applications Engineer,
Associate

Assists in the selling process to identify, develops, and supports
product/service applications. Requires blend of sales, marketing,
and technical skills. Interacts with management at customer sites to
assess business processes and address product/service needs. Basic
involvement in the overall sales process, pre-sales through post-
sales support. May participate in sales presentation activities for
key prospects and develops and delivers presentations to customer.
Requires Bachelor’s degree (in technology, engineering or business
discipline) or equivalent, and zero to two years related (engineering
and/or sales) experience.

Applications Engineer, Staff

Identifies, develops, and supports product/service applications in
the selling process. Requires blend of sales, marketing, and
technical skills. Interacts with management at customer site to
assess business processes and address product/service needs. Strong
involvement in the overall sales process, pre-sales through post-
sales support. Assists with sales presentation activities for key
prospects and develops and delivers presentations to customer.
Requires Bachelor’s degree (in technology, engineering or business
discipline) or equivalent, and two to four years of related
(engineering and/or sales) experience.

Applications Engineer, Senior

Identifies, assesses, and evaluates moderately complex
product/service solutions requiring a blend of strong sales,
marketing, and technical skills. Coordinates resolution of
product/service issues, upgrades, and problems. Interacts with
management at customer site to assess major business processes and
address product/service needs. Strong involvement in the overall
sales process, pre-sales through post-sales support. Participates in
sales presentation activities and develops and delivers presentations
to customer’s management. Requires Bachelor’s degree (in
technology or business discipline) or equivalent, and five to seven
years of related (engineering and/or sales) experience.

Applications Engineer, Principal

Strong involvement in the selling process to identify, develop, and
support complex product/service solutions requiring a blend of sales
and technical expertise. Coordinates resolution of product/service
issues, upgrades, and problems. Interacts with top-level
management at customer sites to assess major business processes
and address product/service needs. Heavily involved in the overall
sales process, pre-sales, the closing of sales, and post-sales support.
Participates in sales presentation activities for key prospects and
develops and delivers presentations to customer’s top management.
Requires Bachelor’s degree (in technology, engineering or business
discipline) or equivalent, and seven to nine years of related
(engineering and/or sales) experience.
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Applications Systems
Analyst/Programmer, Associate

Assists in the research to develop or enhance information systems.
Assists in the preparation of specifications from which programs
will be written. Designs codes, tests, debugs, documents, and
maintain programs. Diagrams information flow, showing source
and distribution of all segments, processing elements, channels, and
methods of entering corrections, and data retention requirements.
Attends on-going training sessions to achieve a higher level of
technical skill. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related work
experience.

Applications Systems
Analyst/Programmer, Staff

Formulates and defines system scope and objectives to develop or
modify moderately complex problems to develop or enhance
information systems. Prepares detailed specifications from which
programs will be written. Designs, codes, tests, debugs, documents,
and maintains programs. Diagrams information flow, shows source
and distribution of all segments, processes elements, channels, and
methods of entering corrections, and data retention requirements.
Requires Bachelor’s degree or equivalent, and two to four years of
related work experience.

Applications Systems
Analyst/Programmer, Senior

Formulates and defines system scope and objectives. Establish
procedures to solve complex problems regarding system equipment
capacity and limitations, operating time and output. Prepare
detailed specifications from which programs will be written and
design, code, test, debug, and document newly written programs.
Diagrams information flow, showing source and distribution of all
segments, processing elements, channels, and methods of entering
corrections, and data retention requirements. Perform at an
advanced technical level on all phases of applications systems
analysis and programming activities. May be responsible for the
completion of a phase of a project. Provide guidance to less
experienced analyst/programmers. Requires Bachelor’s degree or
equivalent, and five to seven years of related experience.

Applications Systems
Analyst/Programmer, Principal

Formulates and defines system scope and objectives for assigned
projects. Establishes procedures to solve complex problems
regarding system equipment capacity and limitations, operating
time and output. Prepares detailed specifications from which
programs will be written and designs, codes, tests, debugs, and
documents newly written programs. Diagrams information flow,
showing source and distribution of all segments, processing
elements, channels, and methods of entering corrections, and data
retention requirements. Performs at an advanced technical level and
has complete understanding of all phases of applications systems
analysis and programming activities. Directs, provides guidance,
and monitors the performance of less experienced
analyst/programmers. Responsible for quality assurance review of
assigned project. Requires Bachelor’s degree (in Computer Science
or related field) or equivalent, and seven to nine years of related
experience.
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Applications Systems
Analyst/Programmer, Sr
Principal

Formulates and defines system scope and objectives for assigned
projects. Establishes procedures to solve complex problems
regarding system equipment capacity and limitations, operating
time and output. Prepares detailed specifications from which
programs will be written. Designs, codes, tests, debugs, and
documents newly written programs. Performs at an advanced
technical level and has complete understanding of all phases of
applications systems analysis and programming activities. Directs,
provides guidance, and monitors the performance of less
experienced analyst/programmers. Responsible for quality
assurance review of assigned project. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Business Systems Analyst,
Associate

Assists in developing and defining systems scope and objectives
through research combined with a basic understanding of business
systems and industry requirements. Interviews personnel from
functional user area under study to learn general purpose of systems
and information requirements of positions involved in the data flow.
Analyzes business and user needs, document requirements, and
revises existing system logic difficulties as necessary under
direction of more experienced Business System Analyst personnel.
Attend on-going training sessions to achieve a higher level of
technical skill. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related
experience.

Business Systems Analyst, Staff

Formulates and defines systems scope and objectives through
research combined with a basic understanding of business systems
and industry requirements. Develops or modifies procedures to
solve moderately complex problems within information systems.
Analyzes business and user needs, document requirements, and
revise existing system logic difficulties as necessary. Provides
guidance to less experienced Business System Analysts. Requires
Bachelor’s degree or equivalent, and two to four years of related
experience.

Business Systems Analyst,
Senior

Formulates and defines systems scope and objectives through user
needs and an understanding of business systems and industry
requirements. Develops or modifies procedures to solve complex
problems within information systems. Analyzes business and user
needs, document requirements, and translate into proper system
requirement specifications. Provide guidance to less experienced
Business System Analysts. Requires Bachelor’s degree (in
Computer Science or a related field) or equivalent, and five to seven
years of related experience.
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Business Systems Analyst, Provides expertise in the formulation of systems scope and
Principal objectives relative to the organization's business plan and industry

requirements. Works independently or as a member of a project
team responsible for providing technical guidance related to the
business implications of the application of various systems.
Provides technical consulting on complex projects. Devises and or
modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating
time and form of desired results. Creates detailed specifications
from which programs will be written. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and seven to
nine years of related experience.

Business Systems Analyst, Provides expertise in the formulation of systems scope and

Senior Principal objectives relative to the organization's business plan and industry
requirements. Works independently or as a member of a project
team responsible for providing technical guidance related to the
business implications of the application of various systems.
Provides technical consulting on complex projects. Devises and/or
modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating
time and form of desired results. Create detailed specifications
from which programs will be written. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Configuration Management Responsible for routine configuration control during the product
Specialist, Associate development phase. May reviews design release documents for
completeness, proper approvals and system updates, to ensure
correct configuration modifications. Reviews contracts and drafts
configuration plans to encompass all specification requirements.
Assists in the maintenance of the database. Requires Bachelor’s
degree or equivalent, and zero to two years of related experience.

Configuration Management Responsible for advanced configuration control during product

Specialist, Staff development phase. Reviews design release documents for
completeness, proper approvals and system updates, to ensure
correct configuration modifications. Reviews contracts and drafts
configuration plans to encompass all specification requirements.
Assists in the maintenance of the database. May also be responsible
for contract data submittal and status on smaller projects. Requires
Bachelor’s degree or equivalent, and two to four years of related
experience.
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Configuration Management
Specialist, Senior

Designs and establishes management documentation. Authorizes
the release of drawings, and software configuration changes
specified by management and other functional groups. Provides
advice and guidance on methods, procedures, and requirements to
individuals responsible for the creation of documentation. Plans and
implements methods to improve response. Participates in special
studies. May provide work leadership for lower level employees.
Under the guidance of a senior level analyst, performs data
management tasks as required by contract. Requires Bachelor’s
degree or equivalent, and five to seven years of related experience.

Configuration Management
Specialist, Principal

Designs and establishes management documentation. Authorizes
the release of drawings, and software configuration changes
specified by management and other functional groups. Provides
advice and guidance on methods, procedures, and requirements to
individuals responsible for the creation of documentation. Plans
and implements methods to improve response. Participates in
special studies. Provides work leadership for lower level employees.
Performs data management tasks as required by contract. Requires
Bachelor’s degree or equivalent, and seven to nine years of related
experience.

Configurations/Data
Management Analyst Mgr

Establishes and maintains configuration and data management
policies and procedures to be utilized by departmental personnel
and other participating functions to ensure a standard and cost
effective approach to the application of configuration and data
management requirements. Organizes and implements the process
of evaluating performance against established policies and
procedures to ensure hardware and documentation integrity is being
maintained at the least cost to the company and programs.
Develops departmental operating budgets, productivity goals, and
staffing levels. Provides the resources necessary to maintain the
integrity of the Bills of Material Subsystem of the Manufacturing
database. Requires Bachelor degree or equivalent experience, and
ten to twelve years of experience in the application of MIL and
DoD requirements and management experience.

Document Specialist, Associate

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and present DC training sessions.
Requires Bachelor’s degree (Engineering or Technical discipline) or
equivalent; zero to two years of related experience.

Document Specialist, Staff

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Research and make
recommendations for appropriate hardware and software required
for the DC system. Develop and present DC training sessions.
Requires Bachelor’s degree (in Engineering or related field) and
two to four years of related experience.
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Document Specialist, Senior

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in Engineering or Technical field) or
equivalent, and five to seven years of related experience.

Document Specialist, Principal

Oversees the Document Control (DC) policy system, working
closely with technical writing, DC implementation and
configuration management staff. Researches and makes
recommendations for appropriate hardware and software required
for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in engineering or technical field) or
equivalent, and seven to nine years of related experience.

Functional Analyst, Associate

Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Performs systematic review of selected functions to
determine application and design of systems or models. Prepares
models of problem areas in the form of one of several equations.
Utilizes mathematical models and management plans. Specifies
manipulative and computational methods of formulation and uses
data processing for solving equations, programming and processing.
Prepares charts and diagrams to assist in problem analysis and
submits recommendations for solutions. Writes specification
manuals and user documentation for client or user personnel.
Assists more senior level Functional Analysts in program design
and analysis. Requires Bachelor's Degree in related field or
equivalent experience and zero to two years of related experience.

Functional Analyst, Staff

Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Translates user requirements into system
specifications, configuration management plans, life cycle
management, documentation, and integrated logistics support plans
and related operational summaries. Recommends improvements of
modifications in sequence of operations, equipment utilization and
related matters. Examines and analyzes current and contemplated
operations for developing, defining, and coordinating user
requirements which will satisfy the total program need. Gathers
information from users, defines work problems, and designs a
system and procedures to resolve problems. Interfaces with the user
and participates in and conducts structured walk through. Writes
specifications manuals and user documentation for client or user
personnel. Assist more senior level Functional Analysts in the
design, development, and analysis of logical and physical database

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 153




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Description

design and maintenance. Requires Bachelor's Degree in related field
or equivalent experience and two to four years of related
experience.

Functional Analyst, Senior

Analyzes factors and components of systems to recommend and
institute changes to increase efficiency. Plan studies of work
problems and procedures, such as organizational changes,
communication, information flow, integrated production methods,
or cost analysis. Recommends improvements of modifications in
sequence of operations, equipment utilization and related matters.
Examines and analyzes current and contemplated operations for
developing, defining, and coordinating user requirements which
will satisfy the total program need. Translates user requirements
into system specifications, configuration management plans, life
cycle management documentation, and integrated logistics support
plans and related operational summaries. Writes specifications
manuals and user documentation for client or user personnel.
Gathers information from users, defines work problems, and
designs a system and procedures to resolve problems. May
supervise and provide technical direction to lower level staff.
Requires Bachelor's Degree in related field or equivalent and five to
seven years of related experience.

Functional Analyst, Principal

Oversees the analysis of problems in terms of management
information and conceptualizes proposals that afford maximum
probability of profit or effectiveness in relation to cost or risk.
Performs advanced and complex systematic reviews of selected
functions to determine application and design of systems or models.
Participates in various testing functions (i.e. string and acceptance
tests) to verify that results are correct. Develops and updates
functional or operating manuals outlining established methods of
performing work in accordance with organizational policy. Trains
clients or user personnel in the operation and capabilities of
proposed models. Provides functional guidance on more complex
projects. Requires Bachelor's Degree in related field or equivalent
experience and seven to nine years of related experience.

Functional Analyst, Senior
Principal

Serves as a company expert and oversees the analysis of the most
complex problems in terms of management information and
conceptualizes proposals that afford maximum probability of profit
or effectiveness in relation to cost or risk. Performs very advanced
and complex systematic reviews of selected functions to determine
application and design of systems or models. Participates in various
testing functions (i.e. string and acceptance tests) to verify that
results are correct. Develops and updates functional or operating
manuals outlining established methods of performing work in
accordance with organizational policy. Trains clients or user
personnel in the operation and capabilities of proposed models.
Provides functional guidance on more complex projects. Requires
Bachelor's Degree in related field or equivalent experience and ten
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to twelve years of related experience or Master's degree and seven
to nine years of related experience.

Hardware Engineer, Associate

Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Under direct
supervision, designs and develops simple equipment, processes and
systems that involve data networks, communications, and display.
Analyzes equipment specifications and process requirements to
conceive a practical design. Based on limited technical knowledge
of assigned product line, few technical decisions are made. May
prepare related installation guides and instructions. Requires
Bachelor's degree in engineering or applied science, or equivalent
and zero to two years of experience.

Hardware Engineer, Staff

Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Under general
supervision, designs and develops equipment, processes and
systems that involve data networks, communications, and display.
Analyzes equipment specifications and process requirements to
conceive a practical design. Meets with research engineers or
scientists and customer representatives to resolve design problems.
Based on extensive technical knowledge of assigned product line,
develops solutions for design problems. Prepares related installation
guides and instructions. Requires Bachelor's degree in engineering
or applied science, or equivalent and two to four years of
experience.

Hardware Engineer, Senior

Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Under general
direction, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise the work of technicians and technologists who provide
technical support. Requires Bachelor's degree in engineering or
applied science, or equivalent and five to seven years of experience.
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Hardware Engineer, Principal | Evaluates reliability of materials, properties and techniques used in
production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Under general
direction, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise technical support staff. Requires Bachelor's degree in
engineering or applied science, or equivalent and seven to nine
years of related experience.

Hardware Engineer, Senior Evaluates reliability of materials, properties and techniques used in
Principal production; plans, designs and develops electronic parts,
components, integrated circuitry, mechanical systems, equipment
and packaging, optical systems and/or DSP systems. Serves as lead
engineer, designs and develops equipment, processes and systems
that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a
practical design. Determines feasibility from technical and
economic perspectives. Coordinates and consults with research
engineers or scientists and customer representatives to resolve
design problems. Develops and maintains technical procedures,
documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or
modifications to existing equipment, systems, or processes. May
supervise the work of technicians and technologists who provide
technical support. Requires Bachelor's degree in engineering or
applied science, or equivalent and ten to twelve years of experience.

Hardware Engineering Manager | Manages a work group composed of eight to ten design engineers
engaged in a variety of hardware engineering activities. Has
responsibility for all phases of project planning and control
including schedules, budgets, resource allocation, and results.
Decisions are not usually subject to review. Performance is
evaluated based on adherence to time schedules, budgets, soundness
of approach, and general effectiveness. Requires Bachelor’s degree
(in a related field) or equivalent, and ten to twelve years of related
(engineering and management) experience or Master’s degree (in
Technology or Math) and seven to nine years of related experience.
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Information Security Engineer, | Defines, plans, designs, and evaluates information security systems.
Associate Assesses architecture and current hardware limitations, defines and

designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Experience with
information networks design, operation, and equipment.
Interest/aptitude for information security work. Works under of
direction of more experienced information security engineer.
Requires Bachelor's degree in related discipline (engineering,
computer science or related discipline) and zero to two of related

experience.
Information Security Engineer, | Defines, plans, designs, and evaluates information security systems.
Staff Assesses architecture and current hardware limitations, defines and

designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Basic familiarity
with information network elements — routers, firewalls, etc. Ability
to apply technical knowledge to information security designs.
Designs and conducts tests of designs and architectures. Requires
Bachelor's degree in (field mathematics, telecommunications,
electrical engineering, computer engineering, computer science) or
related discipline, and two to four years’ related experience.

Information Security Engineer, | Defines, plans, designs, and evaluates information security system.

Senior Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Designs and
conducts tests of designs and architectures. Leads and guides less
experienced engineers. Capable of independent management of
projects. Requires Bachelor's degree (in field mathematics,
telecommunications, electrical engineering, computer engineering,
computer science) or equivalent and five to seven years experience
with information networks and the security aspects.

Information Security Engineer, | Defines, plans, designs, and evaluates information security systems.

Principal Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Performs a variety
of complex tasks associated with information security ranging from
the design of security components to complex architectures.
Supervises the work of other engineers performing a variety of
information security tasks. Capable of independent program
supervision. Requires Bachelor's degree (in field mathematics,
telecommunications, electrical engineering, computer engineering,
computer science) or equivalent and seven to nine years related
experience.
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Information Security Engineer,
Sr Principal

Defines, plans, designs, and evaluates information security systems.
Assesses architecture and current hardware limitations, defines and
designs system specifications, input/output processes and working
parameters for hardware/software compatibility. Provides expert
level consultation and technical services on all aspects of
Information Security. Manages large-scale programs of national or
international scope. Maintains senior affiliations with national and
international organizations associated with information security.
Requires Bachelor's degree or equivalent and ten to twelve years
related experience or Master's degree with seven to nine years of
experience field mathematics, telecommunications, electrical
engineering, computer engineering, computer science.

Information Security Specialist,
Associate

Knowledge of information system administration and information
network software/hardware including firewalls and intrusion
detection systems. Basic familiarity with information security
procedures. Safeguards network against unauthorized infiltration,
modification, destruction or disclosure. May research, evaluate, test,
recommends communicate and implement new security software or
devices. Implements, enforces, communicates and develops security
policies or plans for data, software applications, hardware, and
telecommunications. Provides information to management
regarding the negative impact caused by theft, destruction,
alteration or denial of access to information. Requires Bachelor's
degree in related discipline (engineering, computer science or
related discipline) and zero to two of related experience.

Information Security Specialist,
Staff

Knowledge and experience with information network security
equipment. Understanding of information network threats such as
computer viruses. Tests and operates firewalls, intrusion detection
systems, enterprise anti-virus systems and software deployment
tools. Safeguards the network against unauthorized infiltration,
modification, destruction or disclosure. May research, evaluate,
test, recommends communicate and implement new security
software or devices. Implements, enforces, communicates and
develops security policies or plans for data, software applications,
hardware, and telecommunications. Provides information to
management regarding the negative impact caused by theft,
destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies. Requires Bachelor's degree in (field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science) or related discipline, and two to four
years’ related experience or Certification in systems administrator,
network certification, etc. six to eight years of experience.
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Information Security Specialist,
Senior

Manages the company's firewalls and intrusion detection systems.
Develops, tests, and operates firewalls, intrusion detection systems,
enterprise anti-virus systems and software deployment tools.
Safeguards the network against unauthorized infiltration,
modification, destruction or disclosure. May research, evaluate, test,
recommends communicate and implement new security software or
devices. Implements, enforces, communicates and develops security
policies or plans for data, software applications, hardware, and
telecommunications. Provides information to management
regarding the negative impact caused by theft, destruction,
alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies. Manages the company's firewalls and intrusion
detection systems. Develops, tests, and operates firewalls, intrusion
detection systems, enterprise anti-virus systems and software
deployment tools. Safeguards the network against unauthorized
infiltration, modification, destruction or disclosure. Researches,
evaluates, tests, recommends communicate and implement new
security software or devices. Implements, enforces, communicates
and develops security policies or plans for data, software
applications, hardware, and telecommunications. Provides
information to management on the negative impact caused by theft,
destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance
related technologies. May supervise lower level staff. Requires
Bachelor's degree or equivalent and five to seven years related
experience.

Information Security Specialist,
Principal

Manages extensive evaluations of major information security
networks, prepares evaluation reports, presents recommendations.
Conducts trade off analyses of products for clients to determine
optimal informant security solutions. Provides consulting services
on a wide variety of information assurance topics. Prepares
remedial options and supervise correction of information security
shortfalls. Works independently in expert role at customer site.
Requires Bachelor's degree or equivalent and seven to nine years of
directly related experience.

Information Security Specialist,
Sr Principal

Functions as expert consultant in all aspects of information security.
Prepares in-depth studies and analyses. Manages major information
security efforts. Maintains affiliation with national/international
organizations. Functions on broad scope programs of
national/international basis. Capable of fully independent work in
support of a customer either on site or of-site. Requires Bachelor's
degree or equivalent and ten to twelve years related experience or
Master's degree with seven to nine years of experience field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science.
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Information Technology
Manager

Analyzes complex local and wide area network systems, including
planning, designing, evaluating, selecting operating systems and
protocol suites and configuring communication media with
concentrators, bridges, and other devices. Resolves difficult inter-
operability problems to obtain operation across all platforms,
including e-mail, files transfer, multimedia, teleconferencing and
the like. Configures systems to user environments. Supports
acquisition of hardware and software as well as subcontractor
services. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and ten to twelve years of related
(progressively responsible network systems engineering) experience
and management experience. Master’s degree in Computer Science
preferred.

Information Technology Scientist

Analyzes complex local and wide area network systems, including
planning, designing, evaluating, selecting operating systems and
protocol suites and configuring communication media with
concentrators, bridges, and other devices. Resolves difficult inter-
operability problems to obtain operation across all platforms,
including e-mail, files transfer, multimedia, teleconferencing and
the like. Configures systems to user environments. Supports
acquisition of hardware and software as well as subcontractor
services. Serves as manager or industry-recognized expert. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and twelve to fifteen years of related (progressively
responsible network systems engineering) experience and
management experience or Master’s degree in Computer Science
with nine to eleven years of related experience.

Information Technology Senior
Scientist

Directs all aspects of the local and wide area network systems,
including planning, designing, evaluating, selecting operating
systems and protocol suites and configuring communication media
with concentrators, bridges, and other devices. Resolves difficult
and complex inter-operability problems to obtain operation across
all platforms, including e-mail, files transfer, multimedia,
teleconferencing and the like. Analyzes and configures systems to
user environments. Supports acquisition of hardware and software
as well as subcontractor services. Serves as in-house and industry
recognized expert. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and sixteen plus years of
related network systems engineering experience. Master’s degree in
Computer Science preferred.

Information Technology
Supervisor

Responsible for the supervision and direction of a group of
Information Systems professionals. Coordinates the activities of the
group to meet objectives, deadlines, budgets, and coordinate/resolve
customer requests. Serves as the technical specialist for the area of
assigned responsibility, provides training and guidance of assigned
staff. Requires Bachelor’s degree (in a technical discipline) or
equivalent, and seven to nine years of related experience.

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 160




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Description

LAN/WAN Engineer, Associate

Performs as entry level engineer in some of the following area:
local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment.
Works in integration of a total network including the planning,
design, installation, maintenance, management, and coordination of
the corporate LAN/WAN. Learns in areas of technological
developments and applications. Recommend network security and
policies. May work with Voice and/or Data Communications
Analyst. Requires Bachelor degree or equivalent in Computer
Science or a related field, and zero to two years of relevant
experience.

LAN/WAN Engineer, Staff

Perform as mid-level contributor with knowledge and experience in
local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment.
Responsible for the integration of a network including assisting in
the planning, design, installation, maintenance, management, and
coordination of the corporate LAN/WAN. Current on most
technological developments and applications, and helps to evaluate
vendor products to make recommendations for purchase. May work
with Voice and/or Data. Requires Bachelor degree or equivalent
(Computer Science or a related field), and two to four years of
relevant experience.

LAN/WAN Engineer, Senior

Perform as a senior technical participant with knowledge and
experience in local and wide area networking, communications, and
related software/hardware within a multi-platform operating
environment. Responsible for the integration of a total network
including the planning, design, installation, maintenance,
management, and coordination of the corporate LAN/WAN.
Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase.
Recommend network security and policies. May work with Voice
and/or Data Communications Analyst. Requires Bachelor's degree
or equivalent in Computer Science or a related field, and five to
seven years of relevant experience are required.

LAN/WAN Engineer, Principal

Perform as a technical expert with advanced knowledge and
experience in local and wide area networking, communications, and
related software/hardware within a multi-platform operating
environment. Responsible for the overall integration of a total
network including the planning, design, installation, maintenance,
management, and coordination of the corporate LAN/WAN.
Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase.
Recommend network security and policies. May work with Voice
and/or Data Communications Analyst. Requires Bachelor's degree
or equivalent in Computer Science or a related field, and seven to
nine years of relevant experience are required.
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LAN/WAN Engineer, Senior Perform as the most senior technical expert with advanced
Principal knowledge and experience in local and wide area networking,

communications, and related software/hardware within a multi-
platform operating environment. Responsible for the overall
integration of a total network including the planning, design,
installation, maintenance, management, and coordination of the
corporate LAN/WAN. Current on technological developments and
applications, and evaluate vendor products to make
recommendations for purchase. Recommend network security and
policies. May work with Voice and/or Data Communications
Analyst. Requires Bachelor’s degree or equivalent in Computer
Science or a related field, and ten to twelve years of related
experience.

Network Administrator,
Associate

Designs, installs, maintain and coordinate the use of the network
system. Evaluates hardware, software and peripheral equipment.
Manages network performance to maintain high quality
transmission service on the network. Maintains, create/deletes user
accounts, maintains and updates system security plans on all
platforms. Implements and coordinates network policies,
procedures and standards. Enforces security procedures.
Supervises and schedules the network technician staff and trains
users. Performs other duties as assigned which may require specific
physical abilities. Requires Bachelor’s degree (in Computer Science
or related field) or equivalent, and zero to two years of related
experience.

Network Administrator, Staff

Designs, installs, maintain and coordinate the use of the network
system. Evaluates hardware and software and peripheral equipment
for simple networks. Manages network performance.
Troubleshoots and resolves problems to ensure quality transmission
service on the network. Maintains, creates/deletes user accounts,
maintains and updates system security plans on most platforms.
Administers network policies, procedures and standards. Enforces
security procedures. Performs other duties as assigned which may
require specific physical abilities. Requires Bachelor’s degree (in
Computer Science or Management Information Systems) or
equivalent, and two to four years of related (data center
environment) experience.

Network Administrator, Senior

Designs, installs, maintains and coordinates the use of the network
system. Evaluates hardware and software and peripheral equipment
for large, complex networks. Manages network performance.
Troubleshoots and resolves complex problems to ensure quality
transmission service on the network. Maintains user accounts,
maintains and updates system security plans on all platforms.
Implements and coordinates network policies, procedures and
standards. Enforces security procedures. May supervise and
schedule the Network Technician staff and trains users. Performs
other duties as assigned which may require specific physical
abilities. Requires Bachelor’s degree (in Computer Science or
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Management Information Systems) or equivalent, and five to seven
years of related (data center environment) experience.

Network Administrator,
Principal

Serves as in-house expert to design, install, maintain and coordinate
the use of the network system. Evaluates complex hardware and
software and peripheral equipment for large, complex networks.
Manages network performance. Troubleshoots and resolves
complex problems to ensure quality transmission service on the
network. Manages and maintains, create/deletes user accounts,
maintains and updates system security plans on all platforms.
Implements and manages network policies, procedures and
standards. Enforces security procedures. Supervises and schedules
the Network Technician staff and trains users. Performs other
duties as assigned which may require specific physical abilities.
Requires Bachelor’s degree (in Computer Science or Management
Information Systems) or equivalent, and seven to nine years of
related (data center environment) experience.

Network Administrator, Senior
Principal

As arecognized industry expert manages the company’s designs,
installation, and maintains and coordinates the use of the network
system. Evaluates complex hardware and software and peripheral
equipment for large, complex networks. Manages network
performance. Troubleshoots and resolves complex problems to
ensure quality transmission service on the network. Manages and
maintains, create/deletes user accounts, maintains and updates
system security plans on all platforms. Implements and manages
network policies, procedures and standards. Enforces security
procedures. Manages and schedules the Network Technician staff
and develops the training for users. Requires Bachelor’s degree (in
Computer Science or Management Information Systems) or
equivalent, and ten to twelve years of related (data center
environment) experience.

Network Engineer, Associate

Evaluates, designs, documents, installs, implements, tests, and
performs problem isolation and resolution. Monitors, tunes, sets
standards and maintain a range of computer network components
and systems. Performs these functions across a limited range of
network facilities including some, but not all, physical media,
protocol stacks, hubs, routers, bridges, gateways, digital servers,
line drivers, telecommunications transport facilities, mainframe
VTAM, NCP and related software and hardware, and network
management components. Utilizes monitoring, performance
analysis, network management, software and hardware equipment
to troubleshoot and isolate problems, gauge network performance,
and trace data and protocol activity. Requires Bachelor’s degree (in
Computer Science, Math or Engineering) or equivalent, and zero to
two years of related experience.
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Network Engineer, Staff

Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution. Monitors, tunes, sets standards
and maintain a range of computer network components and
systems. Performs these functions across most of the network
facilities including physical media, protocol stacks, hubs, routers,
bridges, gateways, digital servers, line drivers, telecommunications
transport facilities, mainframe VTAM, NCP and related software
and hardware, and network management components. Provides
client consulting and training on the interfacing and use of the
network facilities. Begins to plan research, evaluate, and
recommend new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to troubleshoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to moderately complex operational
problems within the capacity and operational limitations of installed
equipment. Requires Bachelor’s degree (in Computer Science, Math
or Engineering) or equivalent, and two to four years of related
experience.

Network Engineer, Senior

Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution, monitors, tunes, and sets
standards. Maintains a complex range of computer network
components and systems. Performs these functions across a wide
range of network facilities including physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
and related software and hardware, and network management
components. Provides client consulting and training on the
interfacing and use of the network facilities. Plans and coordinates
computer network initiatives. Researches, evaluates, and
recommends new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to operational problems within the
capacity and operational limitations of installed equipment.
Develops and executes contingency plans for network software and
hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Requires
Bachelor’s degree in (Computer Science, Math or Engineering) or
equivalent, and five to seven years of related experience.
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Network Engineer, Principal

Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution, monitors, tunes, and sets
standards. Maintains a complex range of computer network
components and systems. Performs these functions across a wide
range of network facilities to include: physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
(related software/hardware) and network management components.
Provides client consulting and training on the interfacing and use of
the network facilities. Plans and coordinates major computer
network initiatives. Researches, evaluates, and recommends new
computer network equipment and technologies. Utilizes monitoring,
performance analysis, network management, software and hardware
equipment to trouble shoot and isolate problems, gauge network
performance, and trace data and protocol activity. Devises solutions
to complex operational problems within the capacity and
operational limitations of installed equipment. Develops and
executes contingency plans for network software and hardware
failures including isolated and major outages. Provides internal
consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Assists in internal
training programs. Requires Bachelor’s degree (in Computer
Science, Engineering, Economics or Math) or equivalent, and seven
to nine years of related telecommunication analysis experience.

Network Engineer, Senior
Principal

Evaluates, designs, documents, installs, implements, tests, performs
problem isolation and resolution, monitors, tunes, and sets
standards. Maintains a complex range of computer network
components and systems. Performs these functions across a wide
range of network facilities including physical media, protocol
stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP
and related software/hardware, and network management
components. Provides client consulting and training on the
interfacing and use of the network facilities. Plans and coordinates
major computer network initiatives. Researches, evaluates, and
recommends new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate
problems, gauge network performance, and trace data and protocol
activity. Devises solutions to complex operational problems within
the capacity and operational limitations of installed equipment.
Develops and executes contingency plans for network software and
hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to
application developers, computer operations, workstation support,
company management and departmental clients. Assists in internal
training programs. Requires Bachelor’s degree (in Computer
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Science, Engineering, Economics or Math) or equivalent, and ten to
twelve years of related telecommunication analysis experience.

Network Engineering Senior
Manager

Oversees the Network Engineering activities. Reviews and
prioritizes network needs and analyzes project costs and feasibility.
Develops network analysis standards and methodology consistent
with technical requirements. Schedules staff to obtain proper
response in a timely manner. Reviews recommendations for
network improvement. Requires Bachelor’s degree or equivalent
and twelve to fifteen years of experience or Master’s degree in
related field and nine to eleven years of experience, including seven
to nine years of management experience.

Program Control Analyst,
Associate

Assists in providing on-site project management/administrative
support and coordination to a complex contract, project task(s) or
business unit. Duties may include contract accounting and
reporting, project schedule focus to management, tracking annual
fiscal plans and monthly updates, payroll/personnel processing,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
or equivalent, and zero to two years of related (project support or
management) experience.

Program Control Analyst, Staff

Provides on-site project management/administrative support and
coordination to a complex contract, project, task(s) or business unit.
Duties may include contract accounting and reporting, project
schedule focus to management, tracking annual fiscal plans and
monthly updates, payroll/personnel processing, maintenance and
reporting, contract administration, purchasing, facility leasing and
service administration. Maintains contract budgets, prepares
contract-billing, estimates materials, equipment, production costs
and delivery schedules. Oversees personnel records, facility
administration and purchases equipment and supplies. Requires
Bachelor’s degree (in Business Administration) or equivalent, and
two to four years of related (project support or management)
experience.

Program Control Analyst, Senior

Provides senior level on-site project management/administrative
support and coordination to a complex contract, project, task(s) or
business unit. Duties may include contract accounting and
reporting, project schedule focus to management, tracking annual
fiscal plans and monthly updates, payroll/personnel processing,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract-billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
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or equivalent, and five to seven years of related (project support or
management) experience.

Program Control Analyst, Lead

Provides senior level on-site project management/administrative
support and coordination to a complex contract, project, task(s) or
business unit. Duties may include contract accounting and
reporting, payroll/personnel processing, project schedule focus to
management, tracking annual fiscal plans and monthly updates,
maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract
budgets, prepares contract-billing, estimates materials, equipment,
production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and
supplies. Requires Bachelor’s degree (in Business Administration)
or equivalent, and seven to nine years of related (project
management) experience.

Program Control Manager

Manages assigned group of Program Control Analysts who provide
on-site administrative support and coordination to various
contract(s), project(s), task(s) or business unit (s). Duties may
include the management of contract accounting and reporting,
payroll/personnel processing, maintenance and reporting, contract
administration, purchasing, facility leasing and service
administration. Maintains contract budgets, prepares contract
billing, estimates materials, equipment, production costs and
delivery schedules. Oversees personnel records, facility
administration and purchases equipment and supplies. Participates
in introducing the Company operating standards, Plans objectives
and goals for staff and selects and trains new employees. Requires
Bachelor’s degree (in Business Administration) or equivalent, and
ten to twelve years of related (project support and
supervisory/management) experience.

Security Engineer, Associate

Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. Assist in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and zero to two years of related
experience.

Security Engineer, Staff

Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and two to four years of related
experience.
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Security Engineer, Senior

Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and responds to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and five to seven years of related work
experience.

Security Engineer, Principal

Monitors, evaluates, and maintains systems and procedures to
protect the data systems and databases from unauthorized users.
Identifies potential threats and respond to reported security
violations. Determines causes of security breaches. Researches,
recommends, and implements changes to procedures to protect data
from future violations. May train and develop subordinates through
varied project assignments. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and seven to nine years of related
experience.

Security Engineer, Sr Principal

Serves as a company expert in monitoring, evaluating, and
maintaining systems and procedures to protect the data systems and
databases from unauthorized users. Identifies potential threats and
responds to reported security violations. Determines causes of
security breaches. Researches, recommends, and implements
changes to procedures to protect data from future violations.
Educates users on security procedures. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and ten to
twelve years of related experience.

Software Developer, Associate

Performs maintenance on existing software products. Assists in
coding, testing, and debugging new software or making
enhancements to existing software. Writes programs according to
specifications from higher-level personnel. Suggests solutions for
problems or software enhancements. May assist in the development
of user manuals and work with technical staff to learn and
understand problems with software. Attends on-going training
sessions to achieve a higher level of technical skill. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and zero to two years of related work experience.

Software Developer, Staff

Develops, codes, tests, and debugs new software or enhancements
to existing software. Possesses a good understanding of business
applications. Works with technical staff to understand and resolve
software problems, resolves customer complaints with software and
responds to suggestions for software modifications or
enhancements. May be involved in the development of software
user manuals and demonstrate software. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and two
to four years of related experience.
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Software Developer, Senior

Performs as a technical expert in the design development, coding,
testing, and debugging new software or complex enhancements to
existing software. Works with technical staff to understand and to
develop resolution of software problems. Resolves customer
complaints with software and respond to suggestions for software
modifications or enhancements. Participates in the development of
software user manuals. Assists in the training of less experienced
software development staff and may act as a team leader on less
complex projects. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent and five to seven years of
related experience.

Software Developer, Principal

Performs as the technical expert with thorough understanding of the
business application of an assigned project. Performs as a project
lead with the responsibility for the instruction, assigning, direction,
and monitoring of the performance of assigned software developers
working on a specific project. Assists in the scheduling and
coordinating of projects and may be involved in the design phase of
a project. Works with customers and technical staff in the resolution
of software problems and respond to suggestions for software
modifications or enhancements. Participates in the development of
software user manuals. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and seven to nine years of
related experience.

Software Developer, Senior
Principal

As a senior staff member, performs as the technical expert with
thorough understanding of the business application of an assigned
project. Perform as a project lead with the responsibility for the
instruction, assigning, direction, and monitoring of the performance
of assigned software developers working on a specific project.
Assist in the scheduling and coordinating of projects and may be
involved in the design phase of a project. Work with customers and
technical staff in the resolution of software problems and respond to
suggestions for software modifications or enhancements. Participate
in the development of software user manuals. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and ten
to twelve years of related experience.

Software Engineer, Associate

Assists in designing, developing, troubleshooting, and analyzing
software programs for computer-based systems. Assists in
evaluating/determining user needs with the maintenance of single-
product models and subsystems. Performs routine systems
modeling, simulation, and analysis. Designs and develops
compilers, assemblers, utility programs, and operating systems. As
required, provides inputs for documentation of new or existing
programs. Primarily interfaces with intra-organizational staff with
infrequent contact with inter-organizational staff and outside
customers and vendors on routine matters. Requires Bachelor’s
degree (in Engineering, Computer Science or related field) or
equivalent, and zero to two years of related experience.
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Software Engineer, Staff

Designs, develops, troubleshoots, and analyzes software programs
for computer based systems. Performs systems modeling,
simulation, and analysis. Designs and develops compilers,
assemblers, utility programs, and operating systems. As required,
provides inputs for documentation of new or existing programs.
Primarily interfaces with intra-organizational staff with infrequent
contact with inter-organizational staff and outside customers and
vendors on routine matters. Requires Bachelor’s degree (in
Engineering, Computer Science or related field) or equivalent, and
two to four years of related experience.

Software Engineer, Senior

Performs subsystem definition, preliminary and detailed design,
design implementation, subsystem and system integration, and tests
for a subsystem. Participates in software requirements review,
preliminary and critical design reviews, integration readiness
review, and software acceptance reviews. Researches problems
discovered by quality assurance or product support and develops
solutions to the problems. Supports proposal efforts. Frequent inter-
organizational and outside customer contacts. Represents the
organization in providing solutions to difficult technical problems
associated with specific projects. Requires Bachelor’s degree (in
Engineering, Computer Science or related field) or equivalent, and
five to seven years of related work experience.

Software Engineer, Principal

Performs system and subsystem definition, preliminary and detailed
design, design implementation, and subsystem and system
integration and tests for a system. Participates in software
requirement review, preliminary and critical design, integration
readiness review, and software acceptance review. Acts as
technical lead for pre-proposal, proposal, and existing program
efforts. Involvement in business development includes briefing
customers on company capabilities. Supports program management
office in technical role. Represents the organization as the prime
customer contact on contracts or projects. May research the
marketing requirements for a product, including target environment,
performance criteria, and competitive issues. Interacts with senior
customer personnel on significant technical matters, often requiring
coordinated activity across organizational lines. May provide
technical guidance to lower level software engineers. Requires
Bachelor’s degree (in Engineering, Computer Science or related
field) or equivalent, and seven to nine years of related experience.
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Software Engineer, Sr Principal

Serves as a company expert in performing system and subsystem
definition, preliminary and detailed design, design implementation,
and subsystem and system integration and tests for a system.
Participates in software requirement review, preliminary and critical
design, integration readiness review, and software acceptance
review. Acts as technical lead for pre-proposal, proposal, and
existing program efforts. Involvement in business development
includes briefing customers on company capabilities. Supports
program management office in technical role. Represents the
organization as the prime customer contact on contracts or projects.
Interacts with senior customer personnel on significant technical
matters, often requiring coordinated activity across organizational
lines. Requires Bachelor’s degree (in Engineering, Computer
Science or related field) or equivalent, and ten to twelve years of
related experience.

Software QA Specialist,
Associate

Executes test scripts to ensure that quality software is provided for
release to production. May also write, create, and modify test scripts
to certify system changes, under close supervision. Reviews
requirements, specifications and documentation to gain a thorough
understanding of the programs and processes to be certified.
Provides or validates estimates for assigned tasks. Develops test
control databases. Maintains test databases and ensures their
integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Assists with
configuration management tasks on a project (test scripts, source
code control, coordination of requirement changes) as required.
May write trace-ability matrices and test reports. May perform
minor program changes or develop software programs as required.
Requires Bachelor’s degree or equivalent, and zero to two years of
related experience.

Software QA Specialist, Staff

Executes test scripts to ensure that quality software is provided for
release to production. May write test scripts. Reviews requirements,
specifications and documentation to gain a thorough understanding
of the programs and processes to be certified. Provides or validates
estimates for assigned tasks. Under moderate supervision, creates
and modifies test scripts to certify system changes. Develops test
control databases. Maintains test databases and ensures their
integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Assists with
configuration management tasks on a project (test scripts, source
code control, coordination of requirement changes) as required.
Releases completed projects into production. May write trace-
ability matrices and test reports. May perform minor program
changes or develop software programs as required. Requires
Bachelor’s degree or equivalent, and two to four years of related
experience.
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Software QA Specialist, Senior

Ensures that quality software is provided for release to production
by independently executing test scripts. Writes test scripts. Reviews
requirements, specifications and documentation to gain a thorough
understanding of the programs and processes to be certified.
Provides or validates estimates for assigned tasks. Creates and
modifies test scripts to certify system changes. Develops test control
databases. Maintains test databases and ensures their integrity and
currency. Distributes test data from control database to development
staff to satisfy adequate unit testing. Assists with configuration
management tasks on a project (test scripts, source code control,
coordination of requirement changes) as required. Releases
completed projects into production. May write trace-ability matrices
and test reports. May perform program changes or develop software
programs as required. Requires Bachelor’s degree or equivalent,
and five to seven years of related experience.

Software QA Specialist, Principal

Executes test scripts to ensure that quality software is provided for
release to production. Develops test scripts. Reviews requirements,
specifications and documentation to gain a thorough understanding
of the programs and processes to be certified. Provides or validates
estimates for assigned tasks. Creates and modifies test scripts to
certify system changes. Develops test control databases. Maintains
test databases and ensures their integrity and currency. Distributes
test data from control database to development staff to satisfy
adequate unit testing. Assists in developing the configuration
management tasks on a project (test scripts, source code control,
coordination of requirement changes) as required. Releases
completed projects into production. Writes trace-ability matrices
and test reports. Performs major program changes or develops
software programs. Requires Bachelor’s degree or equivalent, and
seven to nine years of related experience.

Software QA Specialist, Sr
Principal

Ensures that quality software is provided for release to production
by independently executing test scripts. May supervise more junior
staff in writing test scripts. Develops and reviews requirements,
specifications and documentation to provide staff and users with a
thorough understanding of the programs and processes to be
certified. Provides estimates for assigned tasks. As lead QA
specialist, creates and modifies test scripts to certify system
changes. Develops test control databases. Maintains test databases
and ensures their integrity and currency. Distributes test data from
control database to development staff to satisfy adequate unit
testing. Defines configuration management tasks on a project (test
scripts, source code control, coordination of requirement changes)
as required. Releases completed projects into production. Helps
develop trace-ability matrices and test reports. Performs all major
program changes or oversees the development software programs as
required. Requires Bachelor’s degree or equivalent, and ten to
twelve years of related experience.
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Subject Matter Expert

Serves as experienced consultant with experience in supporting
large projects related to the individual subject matter expertise.
Beginning expertise in functional domains such as finance,
personnel, acquisition, etc. Performs research, collection, collation
and compilation of data, and preparation of inputs into larger
reports. Evaluates and interprets findings. Prepares finished
products for review by team leader or higher level analysts.
Interfaces with external entities to collect data. Uses and/or
develops computer tools to facilitate analysis tasks. Prepares
monthly status reports. May be assigned to customer site. May
prepare and present briefings. Requires Bachelor’s degree in
Business, Engineering, Management Sciences, Computer Science,
Information Systems, Social Science, Education, Human Resources
Development, and Psychology or other related disciplines and eight
to ten years of experience or Master’s degree and six to eight years
of related experience or PhD and four to six years of related
experience.

Subject Matter Expert, Senior

Serves as experienced consultant with experience in supporting
large projects related to the individual subject matter expertise.
Prepares and delivers presentations to colleagues, subordinates, and
government representatives. Assures the proper use of current or
requested programming, testing and documentation techniques.
Produces, reviews and documents reflecting knowledge of areas as
identified in the statement of work. Requires Bachelor’s degree in
Business, Engineering, Management Sciences, Computer Science,
Information Systems, Social Science, Education, Human Resources
Development, and Psychology or other related disciplines and ten to
twelve years of experience or Master’s degree and eight to ten years
of related experience or PhD and five to seven years of related
experience.

Subject Matter Expert, Principal

Relevant experience includes supporting large projects related to the
individuals subject matter expertise. Advanced expertise in
functional domains such as finance, personnel, acquisition, etc.
Experience as a Project Manager. Prepares and delivers
presentations to colleagues, subordinates, and government
representatives. Assures the proper use of current or requested
programming, testing and documentation techniques. Produces
and/or reviews substantive and/or complex documentation
reflecting detailed knowledge of areas as identified in the statement
of work. Requires Bachelor’s degree in Business, Engineering,
Management Sciences, Computer Science, Information Systems,
Social Science, Education, Human Resources Development, and
Psychology or other related disciplines and twelve to fifteen years
of experience or Master’s degree and ten to twelve years of related
experience or PhD and eight to nine years of related experience.
Requires Bachelor’s degree in Business, Engineering, Management
Sciences, Computer Science, Information Systems, Social Science,
Education, Human Resources development, and Psychology or
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other related disciplines and twelve to fifteen years of experience or
Master’s degree and ten to twelve years of related experience or
PhD and eight to nine years of related experience.

Subject Matter Expert, Senior
Principal

Renowned expertise in functional domains such as finance,
personnel, acquisition, etc. or technical disciplines such as computer
security, network engineering, etc. Extensive experience as
technical leaders and senior Project Managers. Prepares and
delivers presentations to colleagues, subordinates, and government
representatives. Assures the proper use of current or requested
testing and documentation techniques. Produces, reviews
substantive and complex documentation reflecting detailed
knowledge of areas as identified in the statement of work. Requires
Bachelor’s degree in Business, Engineering, Management Sciences,
Computer Science, Information Systems, Social Science, Education,
Human Resources Development, and Psychology or other related
disciplines, fifteen plus years of experience; or Master’s degree,
twelve plus years of related experience; or PhD, ten plus years of
related experience and project management experience.

Systems Administrator,
Associate

Maintains data files and control procedures for a system of
networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and zero to two years of
related experience.

Systems Administrator, Staff

Maintains data files and control procedures for a complex system of
networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Monitors system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Performs other duties as assigned which
may require specific physical abilities. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and two to four
years of related experience.

Systems Administrator, Senior

Maintains data files and control procedures for a complex system of
networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and responds to management
requests for information. Provides technical guidance to lesser-
experienced systems administrators. Performs other duties as
assigned which may require specific physical abilities. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and five to seven years of related experience.
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Systems Administrator, Principal

Maintain data files and control procedures for a complex system of
networked computers or for a single group of microcomputers
linked to a host workstation, or mainframe. Responsible for system
security and data integrity. Assigns passwords and monitors use of
resources, backs up files as required and works with management to
define requests for information. Provides technical guidance to
lesser-experienced systems administrators. Performs other duties as
assigned which may require specific physical abilities. Requires
Bachelor’s degree (in Computer Science or related field) or
equivalent, and seven to nine years of related experience.

Systems Administrator, Senior
Principal

Serves as a company expert in establishing procedures for the
maintenance of data files and control procedures for a complex
system of networked computers or for a single group of
microcomputers linked to a host workstation, or mainframe.
Responsible for system security and data integrity. Monitors and
defines the use of resources, and works with management to define
requests for information. Provides technical guidance to lesser-
experienced systems administrators. Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and ten to twelve
years of related experience.

Systems Administration
Manager

Oversees and manages the daily operations of the Systems
Administration department and staff and apply systems knowledge
to ensure that the operating systems and security measures are in
place and are running efficiently. Responsible for hiring,
motivating, counseling and scheduling staff. Requires Bachelor’s
degree (in a technical discipline) or equivalent, and ten to twelve
years of related experience.

Systems Analyst, Associate

Establish operational databases, software configuration control and
system interfaces for computer system(s) assigned. Maintain file
servers, network access, document and analyze system anomalies to
ensure optimum equipment performance. Prepares system for
operational use and support operational tests. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and
zero to two years of related experience.

Systems Analyst, Staff

Establishes operational databases, software configuration control
and system interfaces for computer system(s) assigned. Maintains
file servers, network access, document and analyze system
anomalies to ensure optimum equipment performance. Prepares
system for operational use and support operational tests. Requires
Bachelor’s degree (in Computer Science, Management Information
Systems or related field) or equivalent, and two to four years of
related experience.
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Systems Analyst, Senior Establish complex operational databases, software configuration
control and system interfaces for computer system(s) assigned.
Maintain file servers, network access, document, analyze, and
troubleshoot system anomalies to ensure optimum equipment
performance. Prepare system for operational use and support
operational tests. Requires Bachelor’s degree (in Computer Science,
Management Information Systems or related field) or equivalent,
and five to seven years of related experience.

Systems Analyst, Principal Establishes complex operational databases, software configuration
control and system interfaces for computer system(s) assigned.
Maintains file servers, network access, document, analyze, and
troubleshoot system anomalies to ensure optimum equipment
performance. May supervise less experienced systems personnel.
Prepare system for operational use and oversee operational tests.
Requires Bachelor’s degree (in Computer Science, Management
Information Systems or related field) or equivalent, and seven to
nine years of related experience.

Systems Analyst, Senior Serves as a company expert in establishing complex operational

Principal databases, software configuration control and system interfaces for
computer system(s) assigned. Develops procedures to maintain file
servers, network access, document, analyze, and troubleshoot
system anomalies to ensure optimum equipment performance. May
supervise less experienced systems personnel. Prepares system for
operational use and oversee operational tests. Requires Bachelor’s
degree (in Computer Science, Management Information Systems or
related field) or equivalent, and ten to twelve years of related
experience.

Systems Engineer, Associate Assists in the coding and maintenance of utility programs, job
control language and input/output handling programs, as well as
other software of minimal complexity. Provides functional and
empirical analysis related to the design, development, and
implementation of hardware and software operating systems for the
organization's products. May assist in the maintenance of program
libraries and technical manuals. Attends on-going training sessions
to achieve a higher level of technical skill. Requires Bachelor’s
degree (in Computer Science, Math, Electrical Engineering or
related field) or equivalent, and zero to two years of related work
experience.
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Systems Engineer, Staff

Assists in the definition and programming of moderately complex
software. Works effectively on several phases of systems/software
programming/analysis with little direction, but may require some
instruction and guidance for other aspects. Provides functional and
empirical analysis related to the design, development, and
implementation of hardware and software operating systems for the
organization's products. May assist in the coding of benchmark
testing, job accounting and other control modules developed
internally by the company. May assist with moderately complex
software applications, such as system generations, compilers, link
editors, and assemblers. Requires Bachelor’s degree (in Computer
Science, Math, Electrical Engineering or related field) or
equivalent, and two to four years of related experience.

Systems Engineer, Senior

Works from specifications to develop or modify complex software
programs to enhance an operating system. May give some direction
and guidance to less experienced software systems engineers.
Investigates and resolves operational problems in conjunction with
other engineering and technical personnel. Develops logic, codes,
tests and debugs software packages. Modifies, tests, and debugs
retail utilities. Packages and engineers releases to integrate with the
company's operating systems. Develops and modifies complex
software, such as routines supporting multiprogramming,
telecommunications and file management. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and five
to seven years of related work experience.

Systems Engineer, Principal

Provides expertise and direction in the development or modification
of complex software programs to enhance an operating system.
Provides functional and empirical analysis related to the design,
development, and implementation of hardware and software
operating systems for the organization's products. Responsible for
the instruction, assigning, and overseeing the performance of less
experienced software systems engineers. Coordinates the activities
of the software engineering department with other sections of the
corporation's information systems operation. May train and
supervise subordinate systems engineers. Requires Bachelor’s
degree (in Computer Science, Math, Electrical Engineering or
related field) and seven to nine years of related experience.

Systems Engineer, Sr Principal

Performs as the highest-level technical expert, providing both
internal and external consulting services. Works independently on
advanced systems/software analysis projects. Develops and may
conduct training programs. Remains current in operating
systems/software analysis and technological
developments/applications. Recommends future direction or
projects to management. Provides expertise and direction in the
development or modification of complex software programs to
enhance an operating system. Requires Bachelor’s degree (in
Computer Science, Math, Electrical Engineering or related field) or
equivalent, and ten to twelve years of related experience.
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Assistant Technical Director

Assists in the management of a directorate or is at an entry level in
management of a directorate under the close supervision of the
Technical or Executive Director. Manages one or more programs.
May supervise professional and technical personnel performing in
their regular disciplines. May participate in the development and
execution of budgets, sales and marketing plans and other strategic
tools. Participates in directorate efforts toward achieving established
objectives. May serve as the primary or assistant technical and
management interface for the company, customer, and senior staff.
Provides management services including general administrative
oversight, time accounting, financial tracking, cost projection,
inventory management, personnel evaluation and support.
Responsible for the preparation of and accountability for all
contract deliverables. Provides administrative support to tech
Quality Assurance Unit and Health and Safety organizations to
insure all related contract objectives are achieved. Responsible for
assisting in the technical leadership and direction to a
multidisciplinary staff. Develops and operates a variety of technical
systems related to the specific job function. Specifies systems
requirements and insures that completed systems meet
requirements. Supports data acquisition process control. Prepares
and approves Standard Operating Procedures, Protocols and other
technical documentation. Requires Bachelor’s degree or
equivalent, and ten to twelve years of related (technical
environment) experience, financial management including
budgeting and cost projections experience, and management
experience.
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Technical Director 1

Directs and guides the technical activities within a division with
supervisory and developmental responsibilities within a functional
area. Manages one or more projects or programs, may manage an
operating office and supervises professional and technical personnel
performing in their customary disciplines. Develops and maintains a
sales and marketing plan to achieve previously agreed-upon
objectives endorsed by division and group management. Maintains
aggressive efforts to achieve objectives. Manages one or more
technical programs. Acts as a technical liaison with vendors. Trains
and supervises personnel. Assists in proposal process and
coordinates with Pricing Department when required. Responsible
for all phases of the program budget. Performs analysis for contract
reviews with various software. Develops marketing plans. Develops
Quality Assurance Programs for all products and services. Prepare
Staffing Plans, including skill and labor mix, to support contract
operations. May be responsible for recruiting, interviewing, and
hiring staff Assign Staff and provide technical direction as
necessary to complete task. Monitors contract, subcontract, and
funding; prepare forecasts of program financial performance.
Develops and deliver required contract , departmental, project
and/or financial reports. Interacts readily with the technical staff and
vendors both within and outside the company.. Ability to conduct
independent research. Requires Bachelor’s degree or equivalent,
and twelve to fifteen years of related (technical environment)
experience and management experience including developing
operating budgets and reporting/assessing financial information.

Technical Director 2

Directs one or more technical projects/programs within a functional
area. May manage an operating office and supervises professional
and technical personnel performing in their customary disciplines.
Develops and maintains a sales and marketing plan to achieve
previously agreed-upon objectives endorsed by division and group
management. Maintains aggressive efforts to achieve objectives.
Acts as a technical liaison with vendors within and outside the
company. Assists in proposal process and coordinates with Pricing
Department when required. Responsible for all phases of the
program budget. Performs analysis for contract reviews with
various software. Develops marketing plans and Quality Assurance
Programs for all products and services. Prepare Staffing Plans,
including skill and labor mix, to support contract operations.
Conducts independent research. Responsible for recruiting,
interviewing, hiring and training staff. Assigns staff and provide
technical direction to complete task. Monitors contract, subcontract,
and funding; prepare forecasts of program financial performance.
Develops and deliver required contract, departmental, project and/or
financial reports. Requires Bachelor’s degree or equivalent in a
relevant discipline and sixteen plus years work experience including
developing operating budgets and reporting/ assessing financial
information.
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Director, Information
Technology

Directs all aspects of the information systems function. Determines
operating philosophy of department and ensures the philosophy is
translated into action. Provides top management with technical
information and recommendations on information technology.
Maintains company and competitive posture in information
technology usage. Ensures adequate budget for capital equipment
and technical manpower acquisition. Requires Bachelor’s degree or
equivalent, in computer science or related field and 16 plus years of
experience or Master’s degree, or equivalent, and twelve plus years
of information technology management experience.

Systems Architect

Under minimal supervision designs, implements, and maintains the
organization's application systems and/or IT infrastructure for
moderately complex systems. Understands user and process
requirements and ensures those requirements can be achieved
through high quality deliverables. Works closely with developers
and engineers to develop road maps for applications, align
development plans, and to ensure effective integration among
information systems and the IT infrastructure. Ensures that
solutions are continuously improved, supported, and aligned with
industry and company standards as well as emerging business
requirements. Understands the interactions between systems,
applications, and services within the environment, and evaluate the
impact of changes or additions for moderately complex systems.
Analyzes systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Requires a Bachelor's Degree and four to five years
experience or equivalent education.

Systems Architect, Senior

Designs, implements, and maintains the organization's application
systems and/or IT infrastructure for complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensures those requirements can be
achieved through high quality deliverables. Works closely with
developers and engineers to develop road maps for applications,
align development plans, and to ensure effective integration among
information systems and the IT infrastructure. Ensures that
solutions are continuously improved, supported, and aligned with
industry and company standards as well as emerging business
requirements. Understands the interactions between systems,
applications, and services within the environment, and evaluate the
impact of changes or additions for complex systems. Analyzes
systems and perform usability testing to ensure performance and
reliability, enhance scalability, and meet security

requirements. May assist less experienced peers. Requires a
Bachelor's Degree and six to nine years experience or equivalent
education.
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Systems Architect, Principal

Performs as the technical expert in designing, implementing, and
maintaining the organization's application systems and/or IT
infrastructure for highly complex systems. Provides an
architectural framework for information system development,
maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be
achieved through high quality deliverables. Works closely with
management, developers, and engineers to develop road maps for
applications, align development plans, and to ensure effective
integration among information systems and the IT infrastructure.
Monitors technological advancements to ensure that solutions are
continuously improved, supported, and aligned with industry and
company standards as well as emerging business requirements.
Understand the interactions between systems, applications, and
services within the environment, and evaluate the impact of changes
or additions for highly complex systems. Analyze systems and
perform usability testing to ensure performance and reliability,
enhance scalability, and meet security requirements. Assists less
experienced peers. Requires a Bachelor's Degree and 10 to 14 years
experience or equivalent education.Performs as the technical expert
in designing, implementing, and maintaining the organization's
application systems and/or IT infrastructure for highly complex
systems. Provides an architectural framework for information
system development, maintenance, and enhancement efforts.
Understands user and process requirements and ensure those
requirements can be achieved through high quality deliverables.
Works closely with management, developers, and engineers to
develop road maps for applications, align development plans, and to
ensure effective integration among information systems and the IT
infrastructure. Monitors technological advancements to ensure that
solutions are continuously improved, supported, and aligned with
industry and company standards as well as emerging business
requirements. Understand the interactions between systems,
applications, and services within the environment, and evaluate the
impact of changes or additions for highly complex systems.
Analyze systems and perform usability testing to ensure
performance and reliability, enhance scalability, and meet security
requirements. Assists less experienced peers. Requires a
Bachelor's Degree and 10 to 14 years experience or equivalent
education.Performs as the technical expert in designing,
implementing, and maintaining the organization's application
systems and/or IT infrastructure for highly complex systems.
Provides an architectural framework for information system
development, maintenance, and enhancement efforts. Understands
user and process requirements and ensure those requirements can be
achieved through high quality deliverables. Works closely with
management, developers, and engineers to develop road maps for
applications, align development plans, and to ensure effective

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 181




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Description

integration among information systems and the IT infrastructure.
Monitors technological advancements to ensure that solutions are
continuously improved, supported, and aligned with industry and
company standards as well as emerging business requirements.
Understand the interactions between systems, applications, and
services within the environment, and evaluate the impact of changes
or additions for highly complex systems. Analyze systems and
perform usability testing to ensure performance and reliability,
enhance scalability, and meet security requirements. Assists less
experienced peers. Requires a Bachelor's Degree and 10 to 14 years
experience or equivalent education.

Technical Writer, Associate

Researches, writes, edits, and proofreads technical data for use in
documents or sections of documents such as manuals, procedures
and specifications. Ensures technical documentation is accurate,
complete, meets editorial and government specifications and
adheres to standards for quality, graphics, coverage, format, and
style. Assists in establishing style guidelines and standards for texts
and illustrations. Requires Bachelor’s degree or equivalent in
related technical field and zero to two years of related (technical
writing/copy editing) experience.

Technical Writer, Staff

Researches, writes, edits, and proofreads technical data for use in
documents or sections of documents such as manuals, procedures
and specifications. Ensures technical documentation is accurate,
complete, meets editorial and government specifications and
adheres to standards for quality, graphics, coverage, format, and
style. Assists in establishing style guidelines and standards for texts
and illustrations or equivalent. Requires Bachelor’s degree or
equivalent (in related technical field) and two to four years of
related (technical writing and copy editing) experience.

Technical Writer, Senior

Researches, organizes, writes, edits, and produces technical data for
major publication projects. Organizes material and writes
descriptive copy according to standards regarding order, clarity,
conciseness, style, and terminology. Ensures technical
documentation is accurate, complete, meets editorial and
government specifications and adheres to standards for quality,
graphics, coverage, format, and style. May participate in the
establishment of style guidelines and standards for texts and
illustrations. May provide work leadership for lower level
employees. Requires Bachelor’s degree or equivalent in related
technical field and five to seven years of related (technical
writing/editing) experience.
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Technical Writer, Principal Oversees the writing of technical reports, brochures, and manuals
for internal documentation, client reference, or publications.
Researches, organizes, writes, edits, and produces data for use in a
wide variety of complex technical publications requiring in-depth
knowledge and understanding of the subject matter. Recommends
overall organization and layout, editorial standards and publication
methods. Coordinates publication with outside sources and vendors
as needed. Develops department editing standards and styles. May
provide work Leadership for lower level employees. Requires
Bachelor’s degree or equivalent in related technical field and seven
to nine years of related (technical writing/editing) experience.

Help Desk Specialist, Staff Responsible for providing support to end-user community on
hardware, software and network related problems, questions, and
use. Provides resolutions to out of the ordinary issues for users. If
unable to diagnose problem, will work with Help Desk
Management to diagnose and resolve problem. Responds to tier
two and higher trouble tickets. Ensures problem ownership and
promotes end-user satisfaction. Closes activities of tickets assigned.
Requires Bachelor’s Degree (in Computer Science or related field)
or equivalent, and two to four years of related experience in
computer hardware, software, networking systems, and in the set-
up, configuration, use, and troubleshooting of computer systems.

Help Desk Specialist, Senior Responsible for providing support to end-user community on
difficult hardware, software and network related problems,
questions, and use. May provide training and guidance to more
junior help desk personnel. Provides resolutions to out of the
ordinary issues for users. If unable to diagnose problem, will work
with Help Desk Management to diagnose and resolve problem.
Responds to tier two and higher trouble tickets. Ensures problem
ownership and promotes end-user satisfaction. Closes activities of
tickets assigned. Responsible for providing in-depth and high level,
support to end-user community on hardware, software and network
related problems, questions, and use. Provides problem resolution to
users. Confers with user to determine problem. Ensures problem
ownership and promotes end-user satisfaction. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and five
to seven years of related experience in computer hardware,
software, networking systems, and in the set-up, configuration, use,
and troubleshooting of computer systems.
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Help Desk Specialist, Principal

Serving as company or contract expert, responsible for providing
telephone support to end-user community on complex hardware,
software and network related problems, questions, and use. May
provide training and guidance to more junior help desk personnel.
Provides first level problem resolution on the telephone with users,
walks the user through a series of steps to determine problem and
classify level, priority and nature of problem. If unable to diagnose
problem and/or problem requires physical interaction with end user
dispatches field engineers from appropriate team. Opens, tracks and
closes trouble tickets; ensures problem ownership and promotes
end-user satisfaction. Tracks activities of field engineers to who
tickets were assigned. Trained and certified in automated help desk
management systems. Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and seven to nine years of
related experience in computer hardware, software, networking
systems, and in the set-up, configuration, use, and troubleshooting
of computer systems.

Senior Office Administrator

Provides on-site administrative support and coordination to a
complex contract, project or task(s). Maintains and tracks costs and
performances on contract. Oversees the administrative and clerical
functions of assigned contracts, projects, or tasks. Maintains office
records and files. May collect time sheets and other personnel
records or paperwork for corporate processing. Requires
Bachelor’s degree or equivalent and two to four years of related
experience.
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Labor Category Descriptions applicable to SIN 54151HEAL

Labor Category Equivalency Language
ManTech is proposing the following labor categories and associated qualifications for services under this
contract. All categories may be subject to the requirement of a government security investigation and may
need to meet eligibility requirements for access to classified information. Where the job description
requires a certain level of educational qualification or “equivalent experience”, one year of education
equates to 1.5 years of experience. The following guidelines are provided:

High School Diploma 2 years directly related experience

Associate Degree 3 — 5 years directly related experience

Bachelors Degree 6 — 8 years directly related experience
Masters Degree 9 years directly related experience

Subcontractors are to be included on task orders under the contract labor categories and rates, when
possible. Upon the approval of the ordering agency, subcontractors may be included as off-schedule costs
if their services are not suitable under the contract labor categories as listed herein.

Labor Category Description
Health Task Responsible for the coordination and supervision of a specific technical task or
Supervisor, Associate function. Ensures all activities are carried out in accordance with project

commitments or specific objectives. Typically supervises between 2 and 10
employees. Responsible for day-to-day coordination and administration of tasks
by ensuring quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract personnel to
ensure work moves smoothly from one functional area to another. Works with
project manager and/or client to prepare work schedules and man-hour
estimates. Ensures proper training of subordinates. Maintains record of changes
in instructions and ensures all team members are informed of changes. Assigns
and reviews subordinates’ performance. Prepares performance evaluations.
Ensures completion of administrative reporting, e.g., timecards, daily statistics,
logs, and task narratives. Responds to client requests and questions. Assists
with writing manuals and other documentation. Responsible for status and task
management reports for area of responsibility. Requires Bachelor's degree in
related field or equivalent, and zero to two years of related experience.
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Labor Category

Description

Health Task
Supervisor, Staff

Responsible for the coordination and supervision of a specific technical task or
function. Ensures all activities are carried out in accordance with project
commitments or specific objectives. Typically supervises between 10 and 30
employees. Responsible for day-to-day coordination and administration of tasks
by ensuring quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract personnel to
ensure work moves smoothly from one functional area to another. Works with
project manager and/or client to prepare work schedules and man-hour
estimates. Ensures proper training of subordinates. Maintains record of changes
in instructions and ensures all team members are informed of changes. Assigns
and reviews subordinates' performance. Prepares performance evaluations.
Ensures completion of administrative reporting, e.g., timecards, daily statistics,
logs, and task narratives. Responds to client requests and questions. Assists
with writing manuals and other documentation. Responsible for status and task
management reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's degree in
related field or equivalent, and two to four years of related experience.

Health Task
Supervisor, Senior

Responsible for the coordination and supervision of a specific technical task or
function. Ensures all activities are carried out in accordance with project
commitments or specific objectives. Typically supervises more than 30

employees. Responsible for day-to-day coordination and administration of tasks

by ensuring quality and productivity standards are maintained while meeting
client schedules. Coordinates with other contract and subcontract personnel to
ensure work moves smoothly from one functional area to another. Works with
project manager and/or client to prepare work schedules and man-hour
estimates. Ensures proper training of subordinates. Maintains record of changes
in instructions and ensures all team members are informed of changes. Assigns,
reviews subordinates’ performance and may prepares performance evaluations.
Ensures completion of administrative reporting (timecards, daily statistics, logs,
and task narratives.) Responds to client requests and questions. Assists with
writing manuals and other documentation. Responsible for status and task
management reports for area of responsibility. Sets up and manages project
facilities as dictated by workload requirements. Requires Bachelor's degree in
related field or equivalent, and five to seven years of related experience.

Health Project
Manager, Deputy

Assists higher level program/project manager in directing the project life cycle
by assisting in development of comprehensive project plans to include both
long and short-range goals and milestones. Identifies, acquires, and utilizes
company resources to achieve project technical objectives. Directs a project
team usually within a matrix organization, monitoring and encouraging
functional organizations to complete milestones within specific budgets and
schedules. May occasion interface with external customers and top
management to communicate status of project throughout life cycle. Requires

Bachelor’s degree or equivalent, and seven to nine years of related experience
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Labor Category

Description

Health Project Manager

Responsible for the performance of relatively small technical projects or a
definable portion of a larger technical program in accordance with contract
requirements and company policies, procedures and guidelines. Directs and
supervises all support resources for the performance of project assignments and
activities. Manages the technical direction of a project through the design,
implementation, and testing in accordance with project objectives. Responsible
for acquiring follow-on business associated with assigned projects and for
supporting new business development by leading relatively small proposals or
assisting with major proposals. Requires Bachelor’s degree or equivalent, and
ten to twelve years of related (technical environment) experience.

Health Program
Manager

Responsible for the performance of a relatively significant program or multiple
smaller programs in accordance with contract requirements and company
policies, procedures and guidelines. Oversees the technology development
and/or application, marketing, and resource allocation within program client
base. Program area typically represents more than three functional areas such as
engineering, systems analysis, quality control and administration. Responsible
for acquiring follow-on business associated with assigned programs and for
supporting new business development by leading proposals. Requires
Bachelor’s degree or equivalent, and twelve to fifteen years of related (technical
environment) experience including management experience.

Health Program
Director

Responsible for the successful technical, schedule, and cost performance of a
major program, or multiple programs, through subordinate program/project
managers, in accordance with contract requirements and company policies,

procedures and guidelines. Responsible for acquiring follow-on business
associated with assigned programs and for supporting new business
development by leading proposals or through program/project managers.
Requires Bachelor’s degree or equivalent, and sixteen plus years experience in a
related technical environment, including five years related management
experience.

Health Database
Analyst, Associate

Assists in administering database organizations, standards, controls, procedures,
and documentation. Provides entry level technical consulting in the definition,
design, and creation of a database environment. Develops applications to help
formulate database solutions to business problems, data architectures, database
management system facilities and capabilities, and the operation and tuning of
databases. Maintains databases with respect to access methods, access time,
batch processes, device allocation, validation checks, organization, protection
and security, documentation, and statistical methods. Includes maintenance of

database dictionaries, and integration of systems through database design.
Maintains database dictionaries. Maintains and documents JCL, shell scripts
and batch processes. Ensures that documentation is complete and up-to-date.

Applies procedures for periodic database backup. Requires Bachelor’s degree or

equivalent, and zero to two years of related experience.
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Labor Category

Description

Health Database
Analyst, Staff

Administers database organizations, standards, controls, procedures, and
documentation. Provides technical consulting in the definition, design, and
creation of a database environment. Assists applications development staff and
users on database solutions to business problems, data architectures, database
management system facilities and capabilities, and the operation and tuning of
databases. Implements and maintains databases with respect to access methods,
access time, batch processes, device allocation, validation checks, organization,
protection and security, documentation, and statistical methods. Includes
maintenance of database dictionaries, and integration of systems through
database design and implementation. Maintains database dictionaries and
documents JCL, shell scripts and batch processes. Ensures that documentation

is complete and up-to-date. Develops and applies procedures for periodic

database backup. Requires Bachelor’s degree (in Computer Science,
Management Information Systems or related field) or equivalent, and two to
four years of related experience.

Health Database
Analyst, Senior

Defines and administers database organizations, standards, controls, procedures,
and documentation. Provides experienced technical consulting in the definition,
design, and creation of a database environment. Advises applications
development staff and users on database solutions to business problems, data
architectures, database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient availability
of data within adequate safeguards. Designs, implements, and maintains
databases with respect to access methods, access time, batch processes, device
allocation, validation checks, organization, protection and security,
documentation, and statistical methods. Includes maintenance of database
dictionaries, and integration of systems through database design. Develops and
maintains expertise in use of automated tools for database design and
implementation. Requires Bachelor’s degree (in Computer Science,
Management Information Systems) or equivalent, and five to seven years of
related (data center environment) experience.

Health Database
Analyst, Principal

Defines and oversees database organizations, standards, controls, procedures,
and documentation. Provides experienced technical consulting in the definition,
design, and creation of a database environment. Advises applications
development staff and users on database solutions to business problems, data
architectures, database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient availability

of data within adequate safeguards. Designs and implements databases with

respect to access methods, access time, batch processes, device allocation,

validation checks, organization, protection and security, documentation, and
statistical methods. Develops and maintains expertise in use of automated tools
for database design and implementation.Develops, maintains and documents
JCL, shell scripts and batch processes. Participates as a leader and as a team
member, and works to maintain a positive environment. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and seven to nine
years of related experience.
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Labor Category
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Health Database
Analyst, Senior
Principal

Defines database organizations, standards, controls, procedures, and
documentation. Provides experienced technical consulting in the definition,
design, and creation of a database environment. Advises applications
development staff and users on database solutions to business problems, data
architectures, database management system facilities and capabilities, and the
operation and tuning of databases. Ensures economic and efficient availability
of data within adequate safeguards. Develops expertise in use of automated
tools for database design and implementation. Develops procedures to address
needs of JCL, shell scripts and batch processes. Ensures that documentation is
complete and up-to-date. Develops procedures relating to database and
application security including procedures by which access is authorized,
enabled, changed and withdrawn. Develops procedures for periodic database
backup. Participates as a leader and as the senior team member. Requires
Bachelor’s degree (in Computer Science or related field) or equivalent, and ten
to twelve years of related experience.

Health Database
Manager

Responsible for all activities related to the design, implementation and
administration of computerized databases. Assigns personnel to various
projects and directs their activities; reviews and evaluates their work and
prepares performance reports. Confers with and advises subordinates on
administrative policies and procedures, technical problems, priorities and

methods. Consults with and advises users of the various databases. Projects
long-range requirements for database administration and design in conjunction
with other managers in the information systems function. Prepares activity and
progress reports regarding the database design process. A Bachelor degree or
equivalent in a related field and ten to twelve years of relevant work experience
are required.

Health Database
Engineer, Assoc

Operates at the system level and has learned skills that will apply across the full
system life cycle from requirements through database design and
implementation. Is trained in system design and development skill as well as
database-related skills. The Database Engineer’s focus is database-centric,
based on the understanding that the heart of every information system is the
database, but with a solid view of how the database integrates and operates with
other system components. Requirements and design activities will include one
of the following: security, backup and recovery, and availability considerations.
Will set up and test different design scenarios (or to direct these activities) early
in the system development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must generate
sufficient performance data to support database design decisions. Requires
Bachelor’s degree or equivalent, and zero to two years of related experience.
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Health Database
Engineer, Staff

Operates at the system level and has learned skills that will apply across the full
system life cycle from requirements through database design and
implementation. Is trained in system design and development skill as well as
database-related skills. The Database Engineer’s focus is database-centric,
based on the understanding that the heart of every information system is the
database, but with a solid view of how the database integrates and operates with
other system components. Requirements and design activities will include one
of the following: security, backup and recovery, and availability considerations.
Will set up and test different design scenarios (or to direct these activities) early
in the system development life cycle as part of the process of validating the
suitability of proposed design alternatives. Test scenarios must generate
sufficient performance data to support database design decisions. Requires
Bachelor’s degree or equivalent, and two to four years of related experience.

Health Database
Engineer, Senior

Operates at the system level and has learned skills that will apply across the full
system life cycle from requirements through database design and
implementation. Is trained in system design and development skill as well as
database-related skills. The Database Engineer’s focus is database-centric,
based on the understanding that the heart of every information system is the
database, but with a solid view of how the database integrates and operates with
other system components. Skills include defining data and database
requirements, defining database design alternatives, designing logical data
models, and designing physical databases. May be a skilled DBA, as is often
the case, but in all cases understands advanced database concepts such as
replication or parallel operations and knows when, from a system perspective,
to apply them as part of the engineered solution. Will set up and test different
design scenarios (or to direct these activities) early in the system development
life cycle as part of the process of validating the suitability of proposed design
alternatives. Test scenarios must generate sufficient performance data to
support database design decisions. Requires Bachelor’s degree or equivalent,
and five to seven years of related experience.

Health Database
Engineer, Principal

Operates at the system level and has learned skills that will apply across the full
system life cycle from requirements through database design and
implementation. Is trained in system design and development skill as well as
database-related skills. The Database Engineer’s focus is database-centric,
based on the understanding that the heart of every information system is the
database, but with a solid view of how the database integrates and operates with
other system components. Skills include defining data and database
requirements, defining database design alternatives, designing logical data
models, and designing physical databases.May be a skilled DBA, as is often the
case, but in all cases understands advanced database concepts such as
replication or parallel operations and knows when, from a system perspective,
to apply them as part of the engineered solution. Will set up and test different
design scenarios (or to direct these activities) early in the system development
life cycle as part of the process of validating the suitability of proposed design
alternatives. Test scenarios must generate sufficient performance data to
support database design decisions. Requires Bachelor’s degree or equivalent,
and seven to nine years of related experience.
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Health Database
Engineer, Sr Principal

Operates at the system level and has learned skills that will apply across the full
system life cycle from requirements through database design and
implementation. Is trained in system design and development skill as well as
database-related skills. The Database Engineer’s focus is database-centric,
based on the understanding that the heart of every information system is the
database, but with a solid view of how the database integrates and operates with
other system components. Skills include defining data and database
requirements, defining database design alternatives, designing logical data
models, and designing physical databases.May be a skilled DBA, as is often the
case, but in all cases understands advanced database concepts such as
replication or parallel operations and knows when, from a system perspective,
to apply them as part of the engineered solution. Will set up and test different
design scenarios (or to direct these activities) early in the system development
life cycle as part of the process of validating the suitability of proposed design
alternatives. Test scenarios must generate sufficient performance data to
support database design decisions. Requires Bachelor’s degree or equivalent,
and ten to twelve years of related experience.

Health
Analyst/Computer
Forensic Intrusion,

Associate

Assists in providing computer forensic and intrusion support to high technology
investigations in the form of computer evidence seizure, computer forensic
analysis, data recovery, and network assessments. Assists in conduct
vulnerability assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures, and trends in
computer network vulnerabilities, data hiding and network security and
encryption. Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree or
equivalent and zero to two years of related experience with a minimum of six
months experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure, computer forensic
analysis, data recovery; computer intrusion analysis/incident response, intrusion
detection; computer network surveillance/monitoring; network protocols,
network devices, multiple operating systems, and secure architectures. Ability
to obtain a security clearance.

Health
Analyst/Computer
Forensic Intrusion,

Staff

Assists in providing computer forensic and intrusion support to high technology
investigations in the form of computer evidence seizure, computer forensic
analysis, data recovery, and network assessments. Assists in conduct
vulnerability assessments/penetration tests of information systems. Researches
and maintains proficiency in tools, techniques, countermeasures, and trends in
computer network vulnerabilities, data hiding and network security and
encryption. Assists in deterring, identifying, monitoring, investigating and
analyzing computer network intrusions. Requires Bachelor’s degree or
equivalent and two to four years of related experience with a minimum of six
months experience in one or more of the following: computer network
penetration testing/techniques; computer evidence seizure, computer forensic
analysis, data recovery; computer intrusion analysis/incident response, intrusion
detection; computer network surveillance/monitoring; network protocols,
network devices, multiple operating systems, and secure architectures. Ability
to obtain a security clearance.
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Health
Analyst/Computer
Forensic Intrusion,

Senior

Provides computer forensic and intrusion support to high technology
investigations in the form of computer evidence seizure, computer forensic
analysis, data recovery, and network assessments. Conducts vulnerability

assessments/penetration tests of information systems. Researches and maintains
proficiency in tools, techniques, countermeasures, and trends in computer
network vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and analyzing

computer network intrusions. Requires Bachelor’s degree or equivalent and five

to seven years of related experience with a minimum of six months experience
in one or more of the following: computer network penetration testing and

techniques; computer evidence seizure, computer forensic analysis, and data
recovery; computer intrusion analysis and incident response, intrusion
detection; computer network surveillance/monitoring; network protocols,
network devices, multiple operating systems, and secure architectures. Ability
to obtain a security clearance.

Health
Analyst/Computer
Forensic Intrusion,

Lead

Provides computer forensic and intrusion analyst support to high technology
investigations in the form of computer evidence seizure, computer forensic
analysis, data recovery, and network assessments. Conduct vulnerability
assessments/penetration tests of information systems. Researches and maintains
proficiency in tools, techniques, countermeasures, and trends in computer
network vulnerabilities, data hiding and network security and encryption.
Assists in deterring, identifying, monitoring, investigating and analyzing
computer network intrusions. Requires Bachelor’s degree and seven to nine
years of related experience with a minimum of four years experience in one or
more of the following: computer network penetration testing and techniques;
computer evidence seizure, computer forensic analysis, and data recovery;
computer intrusion analysis and incident response, intrusion detection;
computer network surveillance/monitoring; network protocols, network
devices, multiple operating systems, and secure architectures. Ability to obtain
a security clearance.
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Health
Analyst/Computer
Forensic Intrusion,
Principal

Provides knowledge in Computer and network vulnerability testing/penetration
techniques; Tool development for computer and network forensics and
vulnerability testing. Provides computer forensic support to high technology
investigations in the form of evidence seizure, computer forensic analysis, and
data recovery. Conducts vulnerability assessments/penetration tests of
information systems. Researches and maintains proficiency in tools,
techniques, countermeasures, and trends in computer and network
vulnerabilities, data hiding and encryption. Develop tools, techniques, training
and countermeasures for computer and network vulnerabilities, data hiding and
encryption. Deter, identify, monitor and investigate computer and network
intrusions. Provides expert knowledge in computer and network forensics.
Conducts vulnerability assessments. Researches and maintains proficiency in
tools, techniques, countermeasures, and trends in computer and network
vulnerabilities. Identify, deter, monitor and investigate computer and network
intrusions. Requires Bachelor’s degree or equivalent and ten to twelve years of
related experience with a minimum of four years experience in one or more of
the following:computer network penetration testing and techniques; computer
evidence seizure, computer forensic analysis, and data recovery; computer
intrusion analysis and incident response,intrusion detection; computer network
surveillance and monitoring; network protocols,network devices, multiple
operating systems,and secure architectures or Master’s degree and seven to nine
years of related experience. Ability to obtain a security clearance.

Health Applications
Engineer, Associate

Assists in the selling process to identify, develops, and supports product/service
applications. Requires blend of sales, marketing, and technical skills. Interacts
with management at customer sites to assess business processes and address
product/service needs. Basic involvement in the overall sales process, pre-sales
through post-sales support. May participate in sales presentation activities for
key prospects and develops and delivers presentations to customer. Requires
Bachelor’s degree (in technology, engineering or business discipline) or
equivalent, and zero to two years related (engineering and/or sales) experience.
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Labor Category Description
Health Applications Identifies, develops, and supports product/service applications in the selling
process. Requires blend of sales, marketing, and technical skills. Interacts with

Engineer, Staff

management at customer site to assess business processes and address
product/service needs. Strong involvement in the overall sales process, pre-sales
through post-sales support. Assists with sales presentation activities for key
prospects and develops and delivers presentations to customer. Requires
Bachelor’s degree (in technology, engineering or business discipline) or

equivalent, and two to four years of related (engineering and/or sales)
experience.

Health Applications
Engineer, Senior

solutions requiring a blend of strong sales, marketing, and technical skills.
Coordinates resolution of product/service issues, upgrades, and problems.
Interacts with management at customer site to assess major business processes
and address product/service needs. Strong involvement in the overall sales
process, pre-sales through post-sales support. Participates in sales presentation
activities and develops and delivers presentations to customer’s management.
Requires Bachelor’s degree (in technology or business discipline) or equivalent,

Identifies, assesses, and evaluates moderately complex product/service

and five to seven years of related (engineering and/or sales) experience.

Health Applications
Engineer, Principal

problems. Interacts with top-level management at customer sites to assess major
business processes and address product/service needs. Heavily involved in the

Strong involvement in the selling process to identify, develop, and support
complex product/service solutions requiring a blend of sales and technical
expertise. Coordinates resolution of product/service issues, upgrades, and

overall sales process, pre-sales, the closing of sales, and post-sales support.
Participates in sales presentation activities for key prospects and develops and
delivers presentations to customer’s top management. Requires Bachelor’s
degree (in technology, engineering or business discipline) or equivalent, and
seven to nine years of related (engineering and/or sales) experience.

Health Applications
Systems
Analyst/Programmer,
Associate

Assists in the research to develop or enhance information systems. Assists in
the preparation of specifications from which programs will be written. Designs
codes, tests, debugs, documents, and maintain programs. Diagrams information
flow, showing source and distribution of all segments, processing elements,
channels, and methods of entering corrections, and data retention requirements.
Attends on-going training sessions to achieve a higher level of technical skill.
Requires Bachelor’s degree (in Computer Science or related field) or
equivalent, and zero to two years of related work experience.

Health Applications

Systems

Analyst/Programmer,
Staff

Formulates and defines system scope and objectives to develop or modify
moderately complex problems to develop or enhance information systems.
Prepares detailed specifications from which programs will be written. Designs,
codes, tests, debugs, documents, and maintains programs. Diagrams
information flow, shows source and distribution of all segments, processes
elements, channels, and methods of entering corrections, and data retention
requirements. Requires Bachelor’s degree or equivalent, and two to four years
of related work experience.
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Health Applications
Systems
Analyst/Programmer,
Senior

Formulates and defines system scope and objectives. Establish procedures to
solve complex problems regarding system equipment capacity and limitations,
operating time and output. Prepare detailed specifications from which
programs will be written and design, code, test, debug, and document newly
written programs. Diagrams information flow, showing source and distribution
of all segments, processing elements, channels, and methods of entering
corrections, and data retention requirements. Perform at an advanced technical
level on all phases of applications systems analysis and programming activities.
May be responsible for the completion of a phase of a project. Provide
guidance to less experienced analyst/programmers. Requires Bachelor’s degree
or equivalent, and five to seven years of related experience.

Health Applications
Systems
Analyst/Programmer,
Principal

Formulates and defines system scope and objectives for assigned projects.
Establishes procedures to solve complex problems regarding system equipment
capacity and limitations, operating time and output. Prepares detailed
specifications from which programs will be written and designs, codes, tests,
debugs, and documents newly written programs. Diagrams information flow,
showing source and distribution of all segments, processing elements, channels,
and methods of entering corrections, and data retention requirements. Performs
at an advanced technical level and has complete understanding of all phases of
applications systems analysis and programming activities. Directs, provides
guidance, and monitors the performance of less experienced
analyst/programmers. Responsible for quality assurance review of assigned
project. Requires Bachelor’s degree (in Computer Science or related field) or
equivalent, and seven to nine years of related experience.

Health Applications
Systems
Analyst/Programmer,
Sr Principal

Formulates and defines system scope and objectives for assigned projects.
Establishes procedures to solve complex problems regarding system equipment
capacity and limitations, operating time and output. Prepares detailed
specifications from which programs will be written. Designs, codes, tests,
debugs, and documents newly written programs. Performs at an advanced
technical level and has complete understanding of all phases of applications
systems analysis and programming activities. Directs, provides guidance, and
monitors the performance of less experienced analyst/programmers.
Responsible for quality assurance review of assigned project. Requires
Bachelor’s degree (in Computer Science or related field) or equivalent, and ten
to twelve years of related experience.

Health Business
Systems Analyst,
Associate

Assists in developing and defining systems scope and objectives through
research combined with a basic understanding of business systems and industry
requirements. Interviews personnel from functional user area under study to
learn general purpose of systems and information requirements of positions
involved in the data flow. Analyzes business and user needs, document
requirements, and revises existing system logic difficulties as necessary under
direction of more experienced Business System Analyst personnel. Attend on-
going training sessions to achieve a higher level of technical skill. Requires
Bachelor’s degree (in Computer Science or related field) or equivalent, and zero
to two years of related experience.
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Health Business
Systems Analyst, Staff

Formulates and defines systems scope and objectives through research
combined with a basic understanding of business systems and industry
requirements. Develops or modifies procedures to solve moderately complex
problems within information systems. Analyzes business and user needs,
document requirements, and revise existing system logic difficulties as
necessary. Provides guidance to less experienced Business System Analysts.
Requires Bachelor’s degree or equivalent, and two to four years of related
experience.

Health Business
Systems Analyst,
Senior

Formulates and defines systems scope and objectives through user needs and an
understanding of business systems and industry requirements. Develops or
modifies procedures to solve complex problems within information systems.
Analyzes business and user needs, document requirements, and translate into
proper system requirement specifications. Provide guidance to less experienced
Business System Analysts. Requires Bachelor’s degree (in Computer Science or
a related field) or equivalent, and five to seven years of related experience.

Health Business
Systems Analyst,
Principal

Provides expertise in the formulation of systems scope and objectives relative to
the organization's business plan and industry requirements. Works
independently or as a member of a project team responsible for providing
technical guidance related to the business implications of the application of
various systems. Provides technical consulting on complex projects. Devises
and or modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating time and
form of desired results. Creates detailed specifications from which programs
will be written. Requires Bachelor’s degree (in Computer Science or related
field) or equivalent, and seven to nine years of related experience.

Health Business
Systems Analyst,
Senior Principal

Provides expertise in the formulation of systems scope and objectives relative to
the organization's business plan and industry requirements. Works
independently or as a member of a project team responsible for providing
technical guidance related to the business implications of the application of
various systems. Provides technical consulting on complex projects. Devises
and/or modifies procedures to solve the most complex technical problems
related to computer equipment capacity and limitations, operating time and
form of desired results. Create detailed specifications from which programs
will be written. Requires Bachelor’s degree (in Computer Science or related
field) or equivalent, and ten to twelve years of related experience.

Health Configuration
Management
Specialist, Associate

Responsible for routine configuration control during the product development
phase. May reviews design release documents for completeness, proper
approvals and system updates, to ensure correct configuration modifications.
Reviews contracts and drafts configuration plans to encompass all specification
requirements. Assists in the maintenance of the database. Requires Bachelor’s
degree or equivalent, and zero to two years of related experience.

Health Configuration
Management
Specialist, Staff

Responsible for advanced configuration control during product development
phase. Reviews design release documents for completeness, proper approvals
and system updates, to ensure correct configuration modifications. Reviews
contracts and drafts configuration plans to encompass all specification
requirements. Assists in the maintenance of the database. May also be
responsible for contract data submittal and status on smaller projects. Requires
Bachelor’s degree or equivalent, and two to four years of related experience.
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Health Configuration Designs and establishes management documentation. Authorizes the release of
Management drawings, and software configuration changes specified by management and

Specialist, Senior

other functional groups. Provides advice and guidance on methods, procedures,
and requirements to individuals responsible for the creation of documentation.
Plans and implements methods to improve response. Participates in special
studies. May provide work leadership for lower level employees. Under the
guidance of a senior level analyst, performs data management tasks as required
by contract. Requires Bachelor’s degree or equivalent, and five to seven years
of related experience.

Health Configuration
Management
Specialist, Principal

Designs and establishes management documentation. Authorizes the release of
drawings, and software configuration changes specified by management and
other functional groups. Provides advice and guidance on methods, procedures,
and requirements to individuals responsible for the creation of documentation.
Plans and implements methods to improve response. Participates in special
studies. Provides work leadership for lower level employees. Performs data
management tasks as required by contract. Requires Bachelor’s degree or
equivalent, and seven to nine years of related experience.

Health
Configurations/Data
Management Analyst
Mgr

Establishes and maintains configuration and data management policies and
procedures to be utilized by departmental personnel and other participating
functions to ensure a standard and cost effective approach to the application of
configuration and data management requirements. Organizes and implements
the process of evaluating performance against established policies and
procedures to ensure hardware and documentation integrity is being maintained
at the least cost to the company and programs. Develops departmental
operating budgets, productivity goals, and staffing levels. Provides the
resources necessary to maintain the integrity of the Bills of Material Subsystem
of the Manufacturing database. Requires Bachelor degree or equivalent
experience, and ten to twelve years of experience in the application of MIL and
DoD requirements and management experience.

Health Document
Specialist, Associate

Oversees the Document Control (DC) policy system, working closely with
technical writing, DC implementation and configuration management staff.
Researches and makes recommendations for appropriate hardware and software
required for the DC system. Develops and present DC training sessions.
Requires Bachelor’s degree (Engineering or Technical discipline) or equivalent;
zero to two years of related experience.

Health Document
Specialist, Staff

Oversees the Document Control (DC) policy system, working closely with
technical writing, DC implementation and configuration management staff.
Research and make recommendations for appropriate hardware and software
required for the DC system. Develop and present DC training sessions.
Requires Bachelor’s degree (in Engineering or related field) and two to four
years of related experience.

Health Document
Specialist, Senior

Oversees the Document Control (DC) policy system, working closely with
technical writing, DC implementation and configuration management staff.
Researches and makes recommendations for appropriate hardware and software
required for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in Engineering or Technical field) or equivalent,
and five to seven years of related experience.
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Health Document
Specialist, Principal

Oversees the Document Control (DC) policy system, working closely with
technical writing, DC implementation and configuration management staff.
Researches and makes recommendations for appropriate hardware and software
required for the DC system. Develops and presents DC training sessions.
Requires Bachelor’s degree (in engineering or technical field) or equivalent,
and seven to nine years of related experience.

Health Functional
Analyst, Associate

Analyzes factors and components of systems to recommend and institute
changes to increase efficiency. Plan studies of work problems and procedures,
such as organizational changes, communication, information flow, integrated
production methods, or cost analysis. Performs systematic review of selected
functions to determine application and design of systems or models. Prepares
models of problem areas in the form of one of several equations. Utilizes
mathematical models and management plans. Specifies manipulative and
computational methods of formulation and uses data processing for solving
equations, programming and processing. Prepares charts and diagrams to assist
in problem analysis and submits recommendations for solutions. Writes
specification manuals and user documentation for client or user personnel.
Assists more senior level Functional Analysts in program design and analysis.
Requires Bachelor's Degree in related field or equivalent experience and zero to
two years of related experience.

Health Functional
Analyst, Staff

Analyzes factors and components of systems to recommend and institute
changes to increase efficiency. Plan studies of work problems and procedures,
such as organizational changes, communication, information flow, integrated
production methods, or cost analysis. Translates user requirements into system
specifications, configuration management plans, life cycle management,
documentation, and integrated logistics support plans and related operational
summaries. Recommends improvements of modifications in sequence of
operations, equipment utilization and related matters. Examines and analyzes
current and contemplated operations for developing, defining, and coordinating
user requirements which will satisfy the total program need. Gathers
information from users, defines work problems, and designs a system and
procedures to resolve problems. Interfaces with the user and participates in and
conducts structured walk through. Writes specifications manuals and user
documentation for client or user personnel. Assist more senior level Functional
Analysts in the design, development, and analysis of logical and physical
database design and maintenance. Requires Bachelor's Degree in related field or

equivalent experience and two to four years of related experience.
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Health Functional
Analyst, Senior

Analyzes factors and components of systems to recommend and institute
changes to increase efficiency. Plan studies of work problems and procedures,
such as organizational changes, communication, information flow, integrated
production methods, or cost analysis. Recommends improvements of
modifications in sequence of operations, equipment utilization and related
matters. Examines and analyzes current and contemplated operations for
developing, defining, and coordinating user requirements which will satisfy the
total program need. Translates user requirements into system specifications,
configuration management plans, life cycle management documentation, and
integrated logistics support plans and related operational summaries. Writes
specifications manuals and user documentation for client or user personnel.
Gathers information from users, defines work problems, and designs a system
and procedures to resolve problems. May supervise and provide technical
direction to lower level staff. Requires Bachelor's Degree in related field or
equivalent and five to seven years of related experience.

Health Functional
Analyst, Principal

Oversees the analysis of problems in terms of management information and
conceptualizes proposals that afford maximum probability of profit or
effectiveness in relation to cost or risk. Performs advanced and complex
systematic reviews of selected functions to determine application and design of
systems or models. Participates in various testing functions (i.e. string and
acceptance tests) to verify that results are correct. Develops and updates
functional or operating manuals outlining established methods of performing
work in accordance with organizational policy. Trains clients or user personnel
in the operation and capabilities of proposed models. Provides functional
guidance on more complex projects. Requires Bachelor's Degree in related field
or equivalent experience and seven to nine years of related experience.

Health Functional
Analyst, Senior
Principal

Serves as a company expert and oversees the analysis of the most complex
problems in terms of management information and conceptualizes proposals
that afford maximum probability of profit or effectiveness in relation to cost or
risk. Performs very advanced and complex systematic reviews of selected
functions to determine application and design of systems or models.
Participates in various testing functions (i.e. string and acceptance tests) to
verify that results are correct. Develops and updates functional or operating
manuals outlining established methods of performing work in accordance with
organizational policy. Trains clients or user personnel in the operation and
capabilities of proposed models. Provides functional guidance on more
complex projects. Requires Bachelor's Degree in related field or equivalent
experience and ten to twelve years of related experience or Master's degree and
seven to nine years of related experience.

Health Hardware
Engineer, Associate

Evaluates reliability of materials, properties and techniques used in production;
plans, designs and develops electronic parts, components, integrated circuitry,
mechanical systems, equipment and packaging, optical systems and/or DSP
systems. Under direct supervision, designs and develops simple equipment,
processes and systems that involve data networks, communications, and
display. Analyzes equipment specifications and process requirements to
conceive a practical design. Based on limited technical knowledge of assigned
product line, few technical decisions are made. May prepare related installation
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guides and instructions. Requires Bachelor's degree in engineering or applied
science, or equivalent and zero to two years of experience.

Health Hardware
Engineer, Staff

Evaluates reliability of materials, properties and techniques used in production;
plans, designs and develops electronic parts, components, integrated circuitry,
mechanical systems, equipment and packaging, optical systems and/or DSP
systems. Under general supervision, designs and develops equipment, processes
and systems that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a practical
design. Meets with research engineers or scientists and customer representatives
to resolve design problems. Based on extensive technical knowledge of
assigned product line, develops solutions for design problems. Prepares related
installation guides and instructions. Requires Bachelor's degree in engineering
or applied science, or equivalent and two to four years of experience.

Health Hardware
Engineer, Senior

Evaluates reliability of materials, properties and techniques used in production;
plans, designs and develops electronic parts, components, integrated circuitry,
mechanical systems, equipment and packaging, optical systems and/or DSP
systems. Under general direction, designs and develops equipment, processes
and systems that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a practical
design. Determines feasibility from technical and economic perspectives.
Coordinates and consults with research engineers or scientists and customer
representatives to resolve design problems. Develops and maintains technical
procedures, documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or modifications to
existing equipment, systems, or processes. May supervise the work of
technicians and technologists who provide technical support. Requires
Bachelor's degree in engineering or applied science, or equivalent and five to
seven years of experience.

Health Hardware
Engineer, Principal

Evaluates reliability of materials, properties and techniques used in production;
plans, designs and develops electronic parts, components, integrated circuitry,
mechanical systems, equipment and packaging, optical systems and/or DSP
systems. Under general direction, designs and develops equipment, processes
and systems that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a practical
design. Determines feasibility from technical and economic perspectives.
Coordinates and consults with research engineers or scientists and customer
representatives to resolve design problems. Develops and maintains technical
procedures, documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or modifications to
existing equipment, systems, or processes. May supervise technical support
staff. Requires Bachelor's degree in engineering or applied science, or
equivalent and seven to nine years of related experience.
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Health Hardware
Engineer, Senior
Principal

Evaluates reliability of materials, properties and techniques used in production;
plans, designs and develops electronic parts, components, integrated circuitry,
mechanical systems, equipment and packaging, optical systems and/or DSP
systems. Serves as lead engineer, designs and develops equipment, processes
and systems that involve data networks, communications, and display. Analyzes
equipment specifications and process requirements to conceive a practical
design. Determines feasibility from technical and economic perspectives.
Coordinates and consults with research engineers or scientists and customer
representatives to resolve design problems. Develops and maintains technical
procedures, documentation and manuals. Compiles and analyzes operational
data and directs tests to establish standard for new designs or modifications to
existing equipment, systems, or processes. May supervise the work of
technicians and technologists who provide technical support. Requires
Bachelor's degree in engineering or applied science, or equivalent and ten to
twelve years of experience.

Health Hardware
Engineering Manager

Manages a work group composed of eight to ten design engineers engaged in a
variety of hardware engineering activities. Has responsibility for all phases of
project planning and control including schedules, budgets, resource allocation,
and results. Decisions are not usually subject to review. Performance is
evaluated based on adherence to time schedules, budgets, soundness of
approach, and general effectiveness. Requires Bachelor’s degree (in a related
field) or equivalent, and ten to twelve years of related (engineering and
management) experience or Master’s degree (in Technology or Math) and seven
to nine years of related experience.

Health Information
Security Engineer,
Associate

Defines, plans, designs, and evaluates information security systems. Assesses
architecture and current hardware limitations, defines and designs system
specifications, input/output processes and working parameters for
hardware/software compatibility. Experience with information networks design,
operation, equipment. Interest/aptitude for information security work. Works
under of direction of more experienced information security engineer. Requires
Bachelor's degree in related discipline (engineering, computer science or related
discipline) and zero to two of related experience.

Health Information
Security Engineer,
Staff

Defines, plans, designs, and evaluates information security systems. Assesses
architecture and current hardware limitations, defines and designs system
specifications, input/output processes and working parameters for
hardware/software compatibility. Basic familiarity with information network
elements — routers, firewalls, etc. Ability to apply technical knowledge to
information security designs. Designs and conducts tests of designs and
architectures. Requires Bachelor's degree in (field mathematics,
telecommunications, electrical engineering, computer engineering, computer
science) or related discipline, and two to four years’ related experience.
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Health Information
Security Engineer,
Senior

Defines, plans, designs, and evaluates information security system. Assesses
architecture and current hardware limitations, defines and designs system
specifications, input/output processes and working parameters for
hardware/software compatibility. Designs and conducts tests of designs and
architectures. Leads and guides less experienced engineers. Capable of
independent management of projects. Requires Bachelor's degree (in field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science) or equivalent and five to seven years experience
with information networks and the security aspects.

Health Information
Security Engineer,
Principal

Defines, plans, designs, and evaluates information security systems. Assesses
architecture and current hardware limitations, defines and designs system
specifications, input/output processes and working parameters for
hardware/software compatibility.Performs a variety of complex tasks associated
with information security ranging from the design of security components to
complex architectures. Supervises the work of other engineers performing a
variety of information security tasks. Capable of independent program
supervision. Requires Bachelor's degree (in field mathematics,
telecommunications, electrical engineering, computer engineering, computer
science) or equivalent and seven to nine years related experience.

Health Information
Security Engineer, Sr
Principal

Defines, plans, designs, and evaluates information security systems. Assesses
architecture and current hardware limitations, defines and designs system
specifications, input/output processes and working parameters for
hardware/software compatibility. Provides expert level consultation and
technical services on all aspects of Information Security. Manages large-scale
programs of national or international scope. Maintains senior affiliations with
national and international organizations associated with information security.
Requires Bachelor's degree or equivalent and ten to twelve years related
experience or Master's degree with seven to nine years of experience field
mathematics, telecommunications, electrical engineering, computer
engineering, computer science.

Health Information
Security Specialist,
Associate

Knowledge of information system administration and information network
software/hardware including firewalls and intrusion detection systems. Basic
familiarity with information security procedures. Safeguards network against

unauthorized infiltration, modification, destruction or disclosure. May research,
evaluate, test, recommends communicate and implement new security software
or devices. Implements, enforces, communicates and develops security policies
or plans for data, software applications, hardware, and telecommunications.
Provides information to management regarding the negative impact caused by
theft, destruction, alteration or denial of access to information. Requires
Bachelor's degree in related discipline (engineering, computer science or related
discipline) and zero to two of related experience.
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Health Information
Security Specialist,
Staff

Knowledge and experience with information network security equipment.
Understanding of information network threats such as computer viruses. Tests
and operates firewalls, intrusion detection systems, enterprise anti-virus systems
and software deployment tools. Safeguards the network against unauthorized
infiltration, modification, destruction or disclosure. May research, evaluate,
test, recommends communicate and implement new security software or
devices. Implements, enforces, communicates and develops security policies or
plans for data, software applications, hardware, and telecommunications.
Provides information to management regarding the negative impact caused by
theft, destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance related
technologies.Requires Bachelor's degree in (field mathematics,
telecommunications, electrical engineering, computer engineering, computer
science) or related discipline, and two to four years’ related experience or
Certification in systems administrator, network certification, etc. six to eight
years of experience.

Health Information
Security Specialist,
Senior

Manages the company's firewalls and intrusion detection systems. Develops,
tests, and operates firewalls, intrusion detection systems, enterprise anti-virus
systems and software deployment tools. Safeguards the network against
unauthorized infiltration, modification, destruction or disclosure. May research,
evaluate, test, recommends communicate and implement new security software
or devices. Implements, enforces, communicates and develops security policies
or plans for data, software applications, hardware, and telecommunications.
Provides information to management regarding the negative impact caused by
theft, destruction, alteration or denial of access to information. Provides
recommendations on information assurance engineering standards,
implementation dependencies, and changing information assurance related
technologies. Manages the company's firewalls and intrusion detection systems.
Develops, tests, and operates firewalls, intrusion detection systems, enterprise
anti-virus systems and software deployment tools. Safeguards the network
against unauthorized infiltration, modification, destruction or disclosure.
Researches, evaluates, tests, recommends communicate and implement new
security software or devices. Implements, enforces, communicates and develops
security policies or plans for data, software applications, hardware, and
telecommunications. Provides information to management on the negative
impact caused by theft, destruction, alteration or denial of access to
information. Provides recommendations on information assurance engineering
standards, implementation dependencies, and changing information assurance
related technologies. May supervise lower level staff. Requires Bachelor's
degree or equivalent and five to seven years related experience.

Health Information
Security Specialist,
Principal

Manages extensive evaluations of major information security networks,
prepares evaluation reports, presents recommendations. Conducts trade off
analyses of products for clients to determine optimal informant security
solutions. Provides consulting services on a wide variety of information
assurance topics. Prepares remedial options and supervise correction of
information security shortfalls. Works independently in expert role at customer
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site. Requires Bachelor's degree or equivalent and seven to nine years of
directly related experience.

Health Information
Security Specialist, Sr
Principal

Functions as expert consultant in all aspects of information security. Prepares
in-depth studies and analyses. Manages major information security efforts.
Maintains affiliation with national/international organizations. Functions on
broad scope programs of national/international basis. Capable of fully
independent work in support of a customer either on site or of-site. Requires
Bachelor's degree or equivalent and ten to twelve years related experience or
Master's degree with seven to nine years of experience field mathematics,
telecommunications, electrical engineering, computer engineering, computer
science.

Health Information
Technology Manager

Analyzes complex local and wide area network systems, including planning,
designing, evaluating, selecting operating systems and protocol suites and
configuring communication media with concentrators, bridges, and other

devices. Resolves difficult inter-operability problems to obtain operation across
all platforms, including e-mail, files transfer, multimedia, teleconferencing and

the like. Configures systems to user environments. Supports acquisition of
hardware and software as well as subcontractor services. Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and ten to twelve
years of related (progressively responsible network systems engineering)
experience and management experience. Master’s degree in Computer Science
preferred.

Health Information
Technology Scientist

Analyzes complex local and wide area network systems, including planning,
designing, evaluating, selecting operating systems and protocol suites and
configuring communication media with concentrators, bridges, and other

devices. Resolves difficult inter-operability problems to obtain operation across
all platforms, including e-mail, files transfer, multimedia, teleconferencing and
the like. Configures systems to user environments. Supports acquisition of
hardware and software as well as subcontractor services. Serves as manager or
industry-recognized expert. Requires Bachelor’s degree (in Computer Science
or related field) or equivalent, and twelve to fifteen years of related
(progressively responsible network systems engineering) experience and
management experience or Master’s degree in Computer Science with nine to
eleven years of related experience.

Health Information
Technology Senior
Scientist

Directs all aspects of the local and wide area network systems, including
planning, designing, evaluating, selecting operating systems and protocol suites
and configuring communication media with concentrators, bridges, and other
devices. Resolves difficult and complex inter-operability problems to obtain
operation across all platforms, including e-mail, files transfer, multimedia,
teleconferencing and the like. Analyzes and configures systems to user
environments. Supports acquisition of hardware and software as well as
subcontractor services. Serves as in-house and industry recognized expert.
Requires Bachelor’s degree (in Computer Science or related field) or
equivalent, and sixteen plus years of related network systems engineering
experience. Master’s degree in Computer Science preferred.
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Health Information
Technology Supervisor

Responsible for the supervision and direction of a group of Information
Systems professionals. Coordinates the activities of the group to meet
objectives, deadlines, budgets, and coordinate/resolve customer requests. Serves
as the technical specialist for the area of assigned responsibility, provides
training and guidance of assigned staff. Requires Bachelor’s degree (in a
technical discipline) or equivalent, and seven to nine years of related
experience.

Health LAN/WAN
Engineer, Associate

Performs as entry level engineer in some of the following area: local and wide
area networking, communications, and related software/hardware within a
multi-platform operating environment. Works in integration of a total network
including the planning, design, installation, maintenance, management, and
coordination of the corporate LAN/WAN. Learns in areas of technological
developments and applications. Recommend network security and policies.
May work with Voice and/or Data Communications Analyst. Requires Bachelor
degree or equivalent in Computer Science or a related field, and zero to two
years of relevant experience.

Health LAN/WAN
Engineer, Staff

Perform as mid-level contributor with knowledge and experience in local and
wide area networking, communications, and related software/hardware within a
multi-platform operating environment. Responsible for the integration of a
network including assisting in the planning, design, installation, maintenance,
management, and coordination of the corporate LAN/WAN. Current on most
technological developments and applications, and helps to evaluate vendor
products to make recommendations for purchase. May work with Voice and/or
Data. Requires Bachelor degree or equivalent (Computer Science or a related
field), and two to four years of relevant experience.

Health LAN/WAN
Engineer, Senior

Perform as a senior technical participant with knowledge and experience in
local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment. Responsible
for the integration of a total network including the planning, design,
installation, maintenance, management, and coordination of the corporate
LAN/WAN. Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase. Recommend
network security and policies. May work with Voice and/or Data
Communications Analyst. Requires Bachelor's degree or equivalent in
Computer Science or a related field, and five to seven years of relevant
experience are required.

Health LAN/WAN
Engineer, Principal

Perform as a technical expert with advanced knowledge and experience in local
and wide area networking, communications, and related software/hardware
within a multi-platform operating environment. Responsible for the overall

integration of a total network including the planning, design, installation,
maintenance, management, and coordination of the corporate LAN/WAN.
Current on technological developments and applications, and evaluate vendor
products to make recommendations for purchase. Recommend network
security and policies. May work with Voice and/or Data Communications
Analyst. Requires Bachelor's degree or equivalent in Computer Science or a
related field, and seven to nine years of relevant experience are required.
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Health LAN/WAN
Engineer, Senior
Principal

Perform as the most senior technical expert with advanced knowledge and
experience in local and wide area networking, communications, and related
software/hardware within a multi-platform operating environment. Responsibl
for the overall integration of a total network including the planning, design,
installation, maintenance, management, and coordination of the corporate
LAN/WAN. Current on technological developments and applications, and
evaluate vendor products to make recommendations for purchase. Recommend
network security and policies. May work with Voice and/or Data
Communications Analyst. Requires Bachelor’s degree or equivalent in
Computer Science or a related field, and ten to twelve years of related
experience.

a

Health Network
Administrator,
Associate

Health Network

Designs, installs, maintain and coordinate the use of the network system.
Evaluates hardware, software and peripheral equipment. Manages network
performance to maintain high quality transmission service on the network.

Maintains, create/deletes user accounts, maintains and updates system security
plans on all platforms. Implements and coordinates network policies,
procedures and standards. Enforces security procedures. Supervises and
schedules the network technician staff and trains users. Performs other duties as
assigned which may require specific physical abilities.Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and zero to two
years of related experience.

Administrator, Staff

Designs, installs, maintain and coordinate the use of the network system.
Evaluates hardware and software and peripheral equipment for simple
networks. Manages network performance. Troubleshoots and resolves
problems to ensure quality transmission service on the network. Maintains,
creates/deletes user accounts, maintains and updates system security plans on
most platforms. Administers network policies, procedures and standards.
Enforces security procedures. Performs other duties as assigned which may
require specific physical abilities.Requires Bachelor’s degree (in Computer
Science or Management Information Systems) or equivalent, and two to four
years of related (data center environment) experience.

Health Network
Administrator, Senior

Designs, installs, maintains and coordinates the use of the network system.
Evaluates hardware and software and peripheral equipment for large, complex
networks. Manages network performance. Troubleshoots and resolves complex
problems to ensure quality transmission service on the network. Maintains user
accounts, maintains and updates system security plans on all platforms.
Implements and coordinates network policies, procedures and standards.
Enforces security procedures. May supervise and schedule the Network
Technician staff and trains users. Performs other duties as assigned which may
require specific physical abilities.Requires Bachelor’s degree (in Computer
Science or Management Information Systems) or equivalent, and five to seven

years of related (data center environment) experience.
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Health Network
Administrator,
Principal

Serves as in-house expert to design, install, maintain and coordinate the use of
the network system. Evaluates complex hardware and software and peripheral
equipment for large, complex networks. Manages network performance.
Troubleshoots and resolves complex problems to ensure quality transmission
service on the network. Manages and maintains, create/deletes user accounts,
maintains and updates system security plans on all platforms. Implements and
manages network policies, procedures and standards. Enforces security
procedures. Supervises and schedules the Network Technician staff and trains
users. Performs other duties as assigned which may require specific physical
abilities.Requires Bachelor’s degree (in Computer Science or Management
Information Systems) or equivalent, and seven to nine years of related (data
center environment) experience.

Health Network
Administrator, Senior
Principal

As a recognized industry expert manages the company’s designs, installation,
and maintains and coordinates the use of the network system. Evaluates
complex hardware and software and peripheral equipment for large, complex
networks. Manages network performance. Troubleshoots and resolves
complex problems to ensure quality transmission service on the network.
Manages and maintains, create/deletes user accounts, maintains and updates
system security plans on all platforms. Implements and manages network
policies, procedures and standards. Enforces security procedures. Manages and
schedules the Network Technician staff and develops the training for users.
Requires Bachelor’s degree (in Computer Science or Management Information
Systems) or equivalent, and ten to twelve years of related (data center
environment) experience.

Health Network
Engineer, Associate

Evaluates, designs, documents, installs, implements, tests, and performs
problem isolation and resolution. Monitors, tunes, sets standards and maintain a
range of computer network components and systems. Performs these functions
across a limited range of network facilities including some, but not all, physical

media, protocol stacks, hubs, routers, bridges, gateways, digital servers, line
drivers, telecommunications transport facilities, mainframe VTAM, NCP and
related software and hardware, and network management components. Utilizes
monitoring, performance analysis, network management, software and
hardware equipment to troubleshoot and isolate problems, gauge network
performance, and trace data and protocol activity. Requires Bachelor’s degree
(in Computer Science, Math or Engineering) or equivalent, and zero to two
years of related experience.
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Health Network
Engineer, Staff

Evaluates, designs, documents, installs, implements, tests, performs problem
isolation and resolution. Monitors, tunes, sets standards and maintain a range of
computer network components and systems. Performs these functions across
most of the network facilities including physical media, protocol stacks, hubs,
routers, bridges, gateways, digital servers, line drivers, telecommunications
transport facilities, mainframe VTAM, NCP and related software and hardware,
and network management components. Provides client consulting and training

on the interfacing and use of the network facilities. Begins to plan research,
evaluate, and recommend new computer network equipment and technologies.
Utilizes monitoring, performance analysis, network management, software and

hardware equipment to troubleshoot and isolate problems, gauge network

performance, and trace data and protocol activity. Devises solutions to

moderately complex operational problems within the capacity and operational
limitations of installed equipment. Requires Bachelor’s degree (in Computer

Science, Math or Engineering) or equivalent, and two to four years of related

experience.

Health Network
Engineer, Senior

Evaluates, designs, documents, installs, implements, tests, performs problem
isolation and resolution, monitors, tunes, and sets standards. Maintains a
complex range of computer network components and systems. Performs these
functions across a wide range of network facilities including physical media,
protocol stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP and related
software and hardware, and network management components. Provides client
consulting and training on the interfacing and use of the network facilities.
Plans and coordinates computer network initiatives. Researches, evaluates, and
recommends new computer network equipment and technologies. Utilizes

monitoring, performance analysis, network management, software and
hardware equipment to trouble shoot and isolate problems, gauge network
performance, and trace data and protocol activity. Devises solutions to
operational problems within the capacity and operational limitations of installed
equipment. Develops and executes contingency plans for network software and
hardware failures including isolated and major outages. Provides internal
consulting, technical guidance, information and support to application
developers, computer operations, workstation support, company management
and departmental clients. Requires Bachelor’s degree in (Computer Science,
Math or Engineering) or equivalent, and five to seven years of related

experience.
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Health Network
Engineer, Principal

Evaluates, designs, documents, installs, implements, tests, performs problem
isolation and resolution, monitors, tunes, and sets standards. Maintains a
complex range of computer network components and systems. Performs these
functions across a wide range of network facilities to include: physical media,
protocol stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP (related
software/hardware) and network management components. Provides client
consulting and training on the interfacing and use of the network facilities.
Plans and coordinates major computer network initiatives. Researches,
evaluates, and recommends new computer network equipment and
technologies. Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate problems, gauge
network performance, and trace data and protocol activity. Devises solutions to
complex operational problems within the capacity and operational limitations of
installed equipment. Develops and executes contingency plans for network
software and hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to
application developers, computer operations, workstation support, company
management and departmental clients. Assists in internal training programs.
Requires Bachelor’s degree (in Computer Science, Engineering, Economics or
Math) or equivalent, and seven to nine years of related telecommunication
analysis experience.

Health Network
Engineer, Senior
Principal

Evaluates, designs, documents, installs, implements, tests, performs problem
isolation and resolution, monitors, tunes, and sets standards. Maintains a
complex range of computer network components and systems. Performs these
functions across a wide range of network facilities including physical media,
protocol stacks, hubs, routers, bridges, gateways, digital servers, line drivers,
telecommunications transport facilities, mainframe VTAM, NCP and related
software/hardware, and network management components. Provides client
consulting and training on the interfacing and use of the network facilities.
Plans and coordinates major computer network initiatives. Researches,
evaluates, and recommends new computer network equipment and
technologies. Utilizes monitoring, performance analysis, network management,
software and hardware equipment to trouble shoot and isolate problems, gauge
network performance, and trace data and protocol activity. Devises solutions to
complex operational problems within the capacity and operational limitations of
installed equipment. Develops and executes contingency plans for network
software and hardware failures including isolated and major outages. Provides
internal consulting, technical guidance, information and support to application
developers, computer operations, workstation support, company management
and departmental clients. Assists in internal training programs. Requires
Bachelor’s degree (in Computer Science, Engineering, Economics or Math) or
equivalent, and ten to twelve years of related telecommunication analysis
experience.
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Health Network
Engineering Senior
Manager

Oversees the Network Engineering activities. Reviews and prioritizes network
needs and analyzes project costs and feasibility. Develops network analysis
standards and methodology consistent with technical requirements. Schedules
staff to obtain proper response in a timely manner. Reviews recommendations
for network improvement. Requires Bachelor’s degree or equivalent and twelve
to fifteen years of experience or Master’s degree in related field and nine to
eleven years of experience, including seven to nine years of management
experience.

Health Program
Control Analyst,
Associate

Assists in providing on-site project management/administrative support and
coordination to a complex contract, project task(s) or business unit. Duties may
include contract accounting and reporting, project schedule focus to
management, tracking annual fiscal plans and monthly updates,
payroll/personnel processing, maintenance and reporting, contract
administration, purchasing, facility leasing and service administration.
Maintains contract budgets, prepares contract billing, estimates materials,
equipment, production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and supplies. Requires
Bachelor’s degree (in Business Administration) or equivalent, and zero to two
years of related (project support or management) experience.

Health Program
Control Analyst, Staff

Provides on-site project management/administrative support and coordination to
a complex contract, project, task(s) or business unit. Duties may include
contract accounting and reporting, project schedule focus to management,
tracking annual fiscal plans and monthly updates, payroll/personnel processing,
maintenance and reporting, contract administration, purchasing, facility leasing
and service administration. Maintains contract budgets, prepares contract-
billing, estimates materials, equipment, production costs and delivery
schedules. Oversees personnel records, facility administration and purchases
equipment and supplies. Requires Bachelor’s degree (in Business
Administration) or equivalent, and two to four years of related (project support
or management) experience.

Health Program
Control Analyst, Senior

Provides senior level on-site project management/administrative support and
coordination to a complex contract, project, task(s) or business unit. Duties may
include contract accounting and reporting, project schedule focus to
management, tracking annual fiscal plans and monthly updates,
payroll/personnel processing, maintenance and reporting, contract
administration, purchasing, facility leasing and service administration.
Maintains contract budgets, prepares contract-billing, estimates materials,
equipment, production costs and delivery schedules. Oversees personnel
records, facility administration and purchases equipment and supplies. Requires
Bachelor’s degree (in Business Administration) or equivalent, and five to seven
years of related (project support or management) experience.
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Health Program
Control Analyst, Lead

Provides senior level on-site project management/administrative support and
coordination to a complex contract, project, task(s) or business unit. Duties may
include contract accounting and reporting, payroll/personnel processing, project

schedule focus to management, tracking annual fiscal plans and monthly
updates, maintenance and reporting, contract administration, purchasing,
facility leasing and service administration. Maintains contract budgets, prepares
contract-billing, estimates materials, equipment, production costs and delivery
schedules. Oversees personnel records, facility administration and purchases
equipment and supplies. Requires Bachelor’s degree (in Business
Administration) or equivalent, and seven to nine years of related (project
management) experience.

Health Program
Control Manager

Manages assigned group of Program Control Analysts who provide on-site
administrative support and coordination to various contract(s), project(s),
task(s) or business unit (s). Duties may include the management of contract
accounting and reporting, payroll/personnel processing, maintenance and
reporting, contract administration, purchasing, facility leasing and service
administration. Maintains contract budgets, prepares contract billing, estimates
materials, equipment, production costs and delivery schedules. Oversees
personnel records, facility administration and purchases equipment and
supplies. Participates in introducing the Company operating standards, Plans
objectives and goals for staff and selects and trains new employees. Requires
Bachelor’s degree (in Business Administration) or equivalent, and ten to twelve
years of related (project support and supervisory/management) experience.

Health Security
Engineer, Associate

Monitors, evaluates, and maintains systems and procedures to protect the data
systems and databases from unauthorized users. Identifies potential threats and
responds to reported security violations. Determines causes of security
breaches. Researches, recommends, and implements changes to procedures to
protect data from future violations. Assist in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or related field)
or equivalent, and zero to two years of related experience.

Health Security
Engineer, Staff

Monitors, evaluates, and maintains systems and procedures to protect the data
systems and databases from unauthorized users. Identifies potential threats and
responds to reported security violations. Determines causes of security
breaches. Researches, recommends, and implements changes to procedures to
protect data from future violations. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or related field)
or equivalent, and two to four years of related experience.

Health Security
Engineer, Senior

Monitors, evaluates, and maintains systems and procedures to protect the data
systems and databases from unauthorized users. Identifies potential threats and
responds to reported security violations. Determines causes of security
breaches. Researches, recommends, and implements changes to procedures to
protect data from future violations. Assists in educating users on security
procedures. Requires Bachelor’s degree (in Computer Science or related field)

or equivalent, and five to seven years of related work experience.
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Health Security
Engineer, Principal

Monitors, evaluates, and maintains systems and procedures to protect the data
systems and databases from unauthorized users. Identifies potential threats and
respond to reported security violations. Determines causes of security breaches.
Researches, recommends, and implements changes to procedures to protect data

from future violations. May train and develop subordinates through varied
project assignments. Assists in educating users on security procedures.
Requires Bachelor’s degree (in Computer Science or related field) or
equivalent, and seven to nine years of related experience.

Health Security
Engineer, Sr Principal

Serves as a company expert in monitoring, evaluating, and maintaining systems
and procedures to protect the data systems and databases from unauthorized
users. Identifies potential threats and responds to reported security violations.
Determines causes of security breaches. Researches, recommends, and
implements changes to procedures to protect data from future violations.
Educates users on security procedures. Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and ten to twelve years of
related experience.

Health Software
Developer, Associate

Performs maintenance on existing software products. Assists in coding, testing,
and debugging new software or making enhancements to existing software.
Writes programs according to specifications from higher-level personnel.
Suggests solutions for problems or software enhancements. May assist in the
development of user manuals and work with technical staff to learn and
understand problems with software. Attends on-going training sessions to
achieve a higher level of technical skill. Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and zero to two years of
related work experience.

Health Software
Developer, Staff

Develops, codes, tests, and debugs new software or enhancements to existing
software. Possesses a good understanding of business applications. Works with
technical staff to understand and resolve software problems, resolves customer

complaints with software and responds to suggestions for software
modifications or enhancements. May be involved in the development of
software user manuals and demonstrate software. Requires Bachelor’s degree

(in Computer Science or related field) or equivalent, and two to four years of

related experience.

Health Software
Developer, Senior

Performs as a technical expert in the design development, coding, testing, and
debugging new software or complex enhancements to existing software. Works
with technical staff to understand and to develop resolution of software
problems. Resolves customer complaints with software and respond to
suggestions for software modifications or enhancements. Participates in the
development of software user manuals. Assists in the training of less
experienced software development staff and may act as a team leader on less
complex projects. Requires Bachelor’s degree (in Computer Science or related

field) or equivalent and five to seven years of related experience.
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Health Software
Developer, Principal

Performs as the technical expert with thorough understanding of the business
application of an assigned project. Performs as a project lead with the
responsibility for the instruction, assigning, direction, and monitoring of the
performance of assigned software developers working on a specific project.
Assists in the scheduling and coordinating of projects and may be involved in
the design phase of a project. Works with customers and technical staff in the
resolution of software problems and respond to suggestions for software
modifications or enhancements. Participates in the development of software
user manuals. Requires Bachelor’s degree (in Computer Science or related
field) or equivalent, and seven to nine years of related experience.

Health Software
Developer, Senior
Principal

As a senior staff member, performs as the technical expert with thorough
understanding of the business application of an assigned project. Perform as a
project lead with the responsibility for the instruction, assigning, direction, and

monitoring of the performance of assigned software developers working on a
specific project. Assist in the scheduling and coordinating of projects and may
be involved in the design phase of a project. Work with customers and technical
staff in the resolution of software problems and respond to suggestions for
software modifications or enhancements. Participate in the development of
software user manuals. Requires Bachelor’s degree (in Computer Science or
related field) or equivalent, and ten to twelve years of related experience.

Health Software
Engineer, Associate

Assists in designing, developing, troubleshooting, and analyzing software
programs for computer-based systems. Assists in evaluating/determining user
needs with the maintenance of single-product models and subsystems.
Performs routine systems modeling, simulation, and analysis. Designs and
develops compilers, assemblers, utility programs, and operating systems. As
required, provides inputs for documentation of new or existing programs.
Primarily interfaces with intra-organizational staff with infrequent contact with
inter-organizational staff and outside customers and vendors on routine matters.
Requires Bachelor’s degree (in Engineering, Computer Science or related field)
or equivalent, and zero to two years of related experience.

Health Software
Engineer, Staff

Designs, develops, troubleshoots, and analyzes software programs for computer
based systems. Performs systems modeling, simulation, and analysis. Designs
and develops compilers, assemblers, utility programs, and operating systems.
As required, provides inputs for documentation of new or existing programs.

Primarily interfaces with intra-organizational staff with infrequent contact with

inter-organizational staff and outside customers and vendors on routine matters.

Requires Bachelor’s degree (in Engineering, Computer Science or related field)

or equivalent, and two to four years of related experience.

Health Software
Engineer, Senior

Performs subsystem definition, preliminary and detailed design, design
implementation, subsystem and system integration, and tests for a subsystem.
Participates in software requirements review, preliminary and critical design

reviews, integration readiness review, and software acceptance reviews.
Researches problems discovered by quality assurance or product support and
develops solutions to the problems. Supports proposal efforts. Frequent inter-
organizational and outside customer contacts. Represents the organization in

providing solutions to difficult technical problems associated with specific
projects. Requires Bachelor’s degree (in Engineering, Computer Science or

related field) or equivalent, and five to seven years of related work experience.
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Health Software
Engineer, Principal

Performs system and subsystem definition, preliminary and detailed design,
design implementation, and subsystem and system integration and tests for a
system. Participates in software requirement review, preliminary and critical
design, integration readiness review, and software acceptance review. Acts as
technical lead for pre-proposal, proposal, and existing program efforts.
Involvement in business development includes briefing customers on company
capabilities. Supports program management office in technical role. Represents
the organization as the prime customer contact on contracts or projects. May
research the marketing requirements for a product, including target
environment, performance criteria, and competitive issues. Interacts with senior
customer personnel on significant technical matters, often requiring coordinated
activity across organizational lines. May provide technical guidance to lower
level software engineers. Requires Bachelor’s degree (in Engineering,
Computer Science or related field) or equivalent, and seven to nine years of
related experience.

Health Software
Engineer, Sr Principal

Serves as a company expert in performing system and subsystem definition,
preliminary and detailed design, design implementation, and subsystem and
system integration and tests for a system. Participates in software requirement
review, preliminary and critical design, integration readiness review, and
software acceptance review. Acts as technical lead for pre-proposal, proposal,
and existing program efforts. Involvement in business development includes
briefing customers on company capabilities. Supports program management
office in technical role. Represents the organization as the prime customer
contact on contracts or projects. Interacts with senior customer personnel on
significant technical matters, often requiring coordinated activity across
organizational lines. Requires Bachelor’s degree (in Engineering, Computer
Science or related field) or equivalent, and ten to twelve years of related
experience.

Health Software QA
Specialist, Associate

Executes test scripts to ensure that quality software is provided for release to
production. May also write, create, and modify test scripts to certify system
changes, under close supervision. Reviews requirements, specifications and
documentation to gain a thorough understanding of the programs and processes
to be certified. Provides or validates estimates for assigned tasks. Develops test
control databases. Maintains test databases and ensures their integrity and
currency. Distributes test data from control database to development staff to
satisfy adequate unit testing. Assists with configuration management tasks on a
project (test scripts, source code control, coordination of requirement changes)
as required. May write trace-ability matrices and test reports. May perform
minor program changes or develop software programs as required. Requires
Bachelor’s degree or equivalent, and zero to two years of related experience.
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Health Software QA
Specialist, Staff

Executes test scripts to ensure that quality software is provided for release to
production. May write test scripts. Reviews requirements, specifications and
documentation to gain a thorough understanding of the programs and processes
to be certified. Provides or validates estimates for assigned tasks. Under
moderate supervision, creates and modifies test scripts to certify system
changes. Develops test control databases. Maintains test databases and ensures

their integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Assists with configuration
management tasks on a project (test scripts, source code control, coordination of
requirement changes) as required. Releases completed projects into production.
May write trace-ability matrices and test reports. May perform minor program
changes or develop software programs as required. Requires Bachelor’s degree
or equivalent, and two to four years of related experience.

Health Software QA
Specialist, Senior

Ensures that quality software is provided for release to production by
independently executing test scripts. Writes test scripts. Reviews requirements,
specifications and documentation to gain a thorough understanding of the
programs and processes to be certified. Provides or validates estimates for
assigned tasks. Creates and modifies test scripts to certify system changes.
Develops test control databases. Maintains test databases and ensures their
integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Assists with configuration
management tasks on a project (test scripts, source code control, coordination of
requirement changes) as required. Releases completed projects into production.
May write trace-ability matrices and test reports. May perform program changes
or develop software programs as required. Requires Bachelor’s degree or
equivalent, and five to seven years of related experience.

Health Software QA
Specialist, Principal

Executes test scripts to ensure that quality software is provided for release to
production. Develops test scripts. Reviews requirements, specifications and
documentation to gain a thorough understanding of the programs and processes
to be certified. Provides or validates estimates for assigned tasks. Creates and
modifies test scripts to certify system changes. Develops test control databases.
Maintains test databases and ensures their integrity and currency. Distributes
test data from control database to development staff to satisfy adequate unit
testing. Assists in developing the configuration management tasks on a project
(test scripts, source code control, coordination of requirement changes) as
required. Releases completed projects into production. Writes trace-ability
matrices and test reports. Performs major program changes or develops

software programs. Requires Bachelor’s degree or equivalent, and seven to nine
years of related experience.

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 215



(EMY-Y Schedule

Labor Category

MANTECH

ALWAYS ADVANCING

Description

Health Software QA
Specialist, Sr Principal

Health Subject Matter

Ensures that quality software is provided for release to production by
independently executing test scripts. May supervise more junior staff in
writing test scripts. Develops and reviews requirements, specifications and
documentation to provide staff and users with a thorough understanding of the
programs and processes to be certified. Provides estimates for assigned tasks.
As lead QA specialist, creates and modifies test scripts to certify system
changes. Develops test control databases. Maintains test databases and ensures
their integrity and currency. Distributes test data from control database to
development staff to satisfy adequate unit testing. Defines configuration
management tasks on a project (test scripts, source code control, coordination of
requirement changes) as required. Releases completed projects into production.
Helps develop trace-ability matrices and test reports. Performs all major
program changes or oversees the development software programs as required.
Requires Bachelor’s degree or equivalent, and ten to twelve years of related
experience.

Expert

Health Subject Matter

Serves as experienced consultant with experience in supporting large projects
related to the individual subject matter expertise. Beginning expertise in
functional domains such as finance, personnel, acquisition, etc. Performs
research, collection, collation and compilation of data, and preparation of inputs
into larger reports. Evaluates and interprets findings. Prepares finished products
for review by team leader or higher level analysts. Interfaces with external
entities to collect data. Uses and/or develops computer tools to facilitate
analysis tasks. Prepares monthly status reports. May be assigned to customer
site. May prepare and present briefings. Requires Bachelor’s degree in
Business, Engineering, Management Sciences, Computer Science, Information
Systems, Social Science, Education, Human Resources Development, and
Psychology or other related disciplines and eight to ten years of experience or
Master’s degree and six to eight years of related experience or PhD and four to
six years of related experience.

Expert, Senior

Serves as experienced consultant with experience in supporting large projects
related to the individual subject matter expertise. Prepares and delivers
presentations to colleagues, subordinates, and government representatives.
Assures the proper use of current or requested programming, testing and
documentation techniques. Produces, reviews and documents reflecting
knowledge of areas as identified in the statement of work. Requires Bachelor’s
degree in Business, Engineering, Management Sciences, Computer Science,
Information Systems, Social Science, Education, Human Resources
Development, and Psychology or other related disciplines and ten to twelve

years of experience or Master’s degree and eight to ten years of related
experience or PhD and five to seven years of related experience.
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Health Subject Matter
Expert, Principal

Relevant experience includes supporting large projects related to the individuals
subject matter expertise. Advanced expertise in functional domains such as
finance, personnel, acquisition, etc. Experience as a Project Manager. Prepares
and delivers presentations to colleagues, subordinates, and government
representatives. Assures the proper use of current or requested programming,
testing and documentation techniques. Produces and/or reviews substantive
and/or complex documentation reflecting detailed knowledge of areas as
identified in the statement of work. Requires Bachelor’s degree in Business,
Engineering, Management Sciences, Computer Science, Information Systems,
Social Science, Education, Human Resources Development, and Psychology or
other related disciplines and twelve to fifteen years of experience or Master’s
degree and ten to twelve years of related experience or PhD and eight to nine
years of related experience.Requires Bachelor’s degree in Business,
Engineering, Management Sciences, Computer Science, Information Systems,
Social Science, Education, Human Resources development, and Psychology or
other related disciplines and twelve to fifteen years of experience or Master’s
degree and ten to twelve years of related experience or PhD and eight to nine
years of related experience.

Health Subject Matter
Expert, Senior
Principal

Renowned expertise in functional domains such as finance, personnel,
acquisition, etc. or technical disciplines such as computer security, network
engineering, etc. Extensive experience as technical leaders and senior Project
Managers. Prepares and delivers presentations to colleagues, subordinates, and
government representatives. Assures the proper use of current or requested
testing and documentation techniques. Produces, reviews substantive and
complex documentation reflecting detailed knowledge of areas as identified in
the statement of work. Requires Bachelor’s degree in Business, Engineering,
Management Sciences, Computer Science, Information Systems, Social
Science, Education, Human Resources Development, and Psychology or other
related disciplines, fifteen plus years of experience; or Master’s degree, twelve
plus years of related experience; or PhD, ten plus years of related experience
and project management experience.

Health Systems
Administrator,
Associate

Maintains data files and control procedures for a system of networked
computers or for a single group of microcomputers linked to a host workstation,
or mainframe. Responsible for system security and data integrity. Assigns
passwords and monitors use of resources, backs up files as required and
responds to management requests for information. Requires Bachelor’s degree
(in Computer Science or related field) or equivalent, and zero to two years of
related experience.

Health Systems
Administrator, Staff

Maintains data files and control procedures for a complex system of networked
computers or for a single group of microcomputers linked to a host workstation,
or mainframe. Monitors system security and data integrity. Assigns passwords
and monitors use of resources, backs up files as required and responds to
management requests for information. Performs other duties as assigned which
may require specific physical abilities.Requires Bachelor’s degree (in Computer
Science or related field) or equivalent, and two to four years of related
experience.

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 217




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Description

Health Systems
Administrator, Senior

Maintains data files and control procedures for a complex system of networked
computers or for a single group of microcomputers linked to a host workstation,
or mainframe. Responsible for system security and data integrity. Assigns
passwords and monitors use of resources, backs up files as required and
responds to management requests for information. Provides technical guidance
to lesser-experienced systems administrators. Performs other duties as assigned
which may require specific physical abilities.Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and five to seven years of
related experience.

Health Systems
Administrator,
Principal

Maintain data files and control procedures for a complex system of networked
computers or for a single group of microcomputers linked to a host workstation,
or mainframe. Responsible for system security and data integrity. Assigns
passwords and monitors use of resources, backs up files as required and works
with management to define requests for information. Provides technical
guidance to lesser-experienced systems administrators. Performs other duties
as assigned which may require specific physical abilities.Requires Bachelor’s
degree (in Computer Science or related field) or equivalent, and seven to nine
years of related experience.

Health Systems
Administrator, Senior
Principal

Serves as a company expert in establishing procedures for the maintenance of
data files and control procedures for a complex system of networked computers
or for a single group of microcomputers linked to a host workstation, or
mainframe. Responsible for system security and data integrity. Monitors and
defines the use of resources, and works with management to define requests for
information. Provides technical guidance to lesser-experienced systems
administrators. Requires Bachelor’s degree (in Computer Science or related
field) or equivalent, and ten to twelve years of related experience.

Health Systems

Oversees and manages the daily operations of the Systems Administration

Analyst, Associate

Administration department and staff and apply systems knowledge to ensure that the operating
Manager systems and security measures are in place and are running efficiently.
Responsible for hiring, motivating, counseling and scheduling staff. Requires
Bachelor’s degree (in a technical discipline) or equivalent, and ten to twelve
years of related experience.
Health Systems Establish operational databases, software configuration control and system

interfaces for computer system(s) assigned. Maintain file servers, network
access, document and analyze system anomalies to ensure optimum equipment
performance. Prepares system for operational use and support operational tests.
Requires Bachelor’s degree (in Computer Science or related field) or
equivalent, and zero to two years of related experience.

Health Systems
Analyst, Staff

Establishes operational databases, software configuration control and system
interfaces for computer system(s) assigned. Maintains file servers, network
access, document and analyze system anomalies to ensure optimum equipment
performance. Prepares system for operational use and support operational tests.
Requires Bachelor’s degree (in Computer Science, Management Information
Systems or related field) or equivalent, and two to four years of related
experience.
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Health Systems
Analyst, Senior

Establish complex operational databases, software configuration control and
system interfaces for computer system(s) assigned. Maintain file servers,
network access, document, analyze, and troubleshoot system anomalies to

ensure optimum equipment performance. Prepare system for operational use

and support operational tests. Requires Bachelor’s degree (in Computer
Science, Management Information Systems or related field) or equivalent, and
five to seven years of related experience.

Health Systems
Analyst, Principal

Establishes complex operational databases, software configuration control and
system interfaces for computer system(s) assigned. Maintains file servers,
network access, document, analyze, and troubleshoot system anomalies to
ensure optimum equipment performance. May supervise less experienced

systems personnel. Prepare system for operational use and oversee operational

tests. Requires Bachelor’s degree (in Computer Science, Management

Information Systems or related field) or equivalent, and seven to nine years of

related experience.

Health Systems
Analyst, Senior
Principal

Serves as a company expert in establishing complex operational databases,
software configuration control and system interfaces for computer system(s)
assigned. Develops procedures to maintain file servers, network access,
document, analyze, and troubleshoot system anomalies to ensure optimum
equipment performance. May supervise less experienced systems personnel.
Prepares system for operational use and oversee operational tests. Requires
Bachelor’s degree (in Computer Science, Management Information Systems or
related field) or equivalent, and ten to twelve years of related experience.

Health Systems
Engineer, Associate

Assists in the coding and maintenance of utility programs, job control language
and input/output handling programs, as well as other software of minimal
complexity. Provides functional and empirical analysis related to the design,
development, and implementation of hardware and software operating systems
for the organization's products. May assist in the maintenance of program
libraries and technical manuals. Attends on-going training sessions to achieve a
higher level of technical skill. Requires Bachelor’s degree (in Computer
Science, Math, Electrical Engineering or related field) or equivalent, and zero to
two years of related work experience.

Health Systems
Engineer, Staff

Assists in the definition and programming of moderately complex software.
Works effectively on several phases of systems/software programming/analysis
with little direction, but may require some instruction and guidance for other
aspects. Provides functional and empirical analysis related to the design,
development, and implementation of hardware and software operating systems
for the organization's products. May assist in the coding of benchmark testing,
job accounting and other control modules developed internally by the company.
May assist with moderately complex software applications, such as system
generations, compilers, link editors, and assemblers. Requires Bachelor’s
degree (in Computer Science, Math, Electrical Engineering or related field) or
equivalent, and two to four years of related experience.
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Health Systems
Engineer, Senior

Works from specifications to develop or modify complex software programs to
enhance an operating system. May give some direction and guidance to less
experienced software systems engineers. Investigates and resolves operational
problems in conjunction with other engineering and technical personnel.
Develops logic, codes, tests and debugs software packages. Modifies, tests, and
debugs retail utilities. Packages and engineers releases to integrate with the
company's operating systems. Develops and modifies complex software, such
as routines supporting multiprogramming, telecommunications and file
management. Requires Bachelor’s degree (in Computer Science or related field)
or equivalent, and five to seven years of related work experience.

Health Systems
Engineer, Principal

Provides expertise and direction in the development or modification of complex
software programs to enhance an operating system. Provides functional and
empirical analysis related to the design, development, and implementation of
hardware and software operating systems for the organization's products.
Responsible for the instruction, assigning, and overseeing the performance of
less experienced software systems engineers. Coordinates the activities of the
software engineering department with other sections of the corporation's
information systems operation. May train and supervise subordinate systems
engineers. Requires Bachelor’s degree (in Computer Science, Math, Electrical
Engineering or related field) and seven to nine years of related experience.

Health Systems
Engineer, Sr Principal

Performs as the highest-level technical expert, providing both internal and
external consulting services. Works independently on advanced
systems/software analysis projects. Develops and may conduct training
programs. Remains current in operating systems/software analysis and
technological developments/applications. Recommends future direction or
projects to management. Provides expertise and direction in the development or
modification of complex software programs to enhance an operating system.
Requires Bachelor’s degree (in Computer Science, Math, Electrical Engineering
or related field) or equivalent, and ten to twelve years of related experience.
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Health Assistant
Technical Director

Assists in the management of a directorate or is at an entry level in management
of a directorate under the close supervision of the Technical or Executive
Director. Manages one or more programs. May supervise professional and
technical personnel performing in their regular disciplines. May participate in
the development and execution of budgets, sales and marketing plans and other
strategic tools. Participates in directorate efforts toward achieving established
objectives. May serve as the primary or assistant technical and management
interface for the company, customer, and senior staff. Provides management
services including general administrative oversight, time accounting, financial
tracking, cost projection, inventory management, personnel evaluation and
support. Responsible for the preparation of and accountability for all contract
deliverables. Provides administrative support to tech Quality Assurance Unit
and Health and Safety organizations to insure all related contract objectives are
achieved. Responsible for assisting in the technical leadership and direction to a
multidisciplinary staff. Develops and operates a variety of technical systems
related to the specific job function. Specifies systems requirements and insures
that completed systems meet requirements. Supports data acquisition process
control. Prepares and approves Standard Operating Procedures, Protocols and
other technical documentation. Requires Bachelor’s degree or equivalent, and
ten to twelve years of related (technical environment) experience, financial
management including budgeting and cost projections experience, and
management experience.

Health Technical
Director 1

Directs and guides the technical activities within a division with supervisory
and developmental responsibilities within a functional area. Manages one or
more projects or programs, may manage an operating office and supervises
professional and technical personnel performing in their customary disciplines.
Develops and maintains a sales and marketing plan to achieve previously
agreed-upon objectives endorsed by division and group management. Maintains
aggressive efforts to achieve objectives. Manages one or more technical
programs. Acts as a technical liaison with vendors. Trains and supervises
personnel. Assists in proposal process and coordinates with Pricing Department
when required. Responsible for all phases of the program budget. Performs
analysis for contract reviews with various software. Develops marketing plans.
Develops Quality Assurance Programs for all products and services. Prepare
Staffing Plans, including skill and labor mix, to support contract operations.
May be responsible for recruiting, interviewing, and hiring staff Assign Staff
and provide technical direction as necessary to complete task. Monitors
contract, subcontract, and funding; prepare forecasts of program financial
performance. Develops and deliver required contract , departmental, project
and/or financial reports. Interacts readily with the technical staff and vendors
both within and outside the company.. Ability to conduct independent research.
Requires Bachelor’s degree or equivalent, and twelve to fifteen years of related
(technical environment) experience and management experience including

developing operating budgets and reporting/assessing financial information.
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Labor Category

Health Technical
Director 2

Directs one or more technical projects/programs within a functional area. May
manage an operating office and supervises professional and technical personnel
performing in their customary disciplines. Develops and maintains a sales and
marketing plan to achieve previously agreed-upon objectives endorsed by
division and group management. Maintains aggressive efforts to achieve
objectives. Acts as a technical liaison with vendors within and outside the
company. Assists in proposal process and coordinates with Pricing Department
when required. Responsible for all phases of the program budget. Performs
analysis for contract reviews with various software. Develops marketing plans
and Quality Assurance Programs for all products and services. Prepare Staffing
Plans, including skill and labor mix, to support contract operations. Conducts
independent research. Responsible for recruiting, interviewing, hiring and
training staff. Assigns staff and provide technical direction to complete task.
Monitors contract, subcontract, and funding; prepare forecasts of program
financial performance. Develops and deliver required contract, departmental,
project and/or financial reports. Requires Bachelor’s degree or equivalent in a
relevant discipline and sixteen plus years work experience including developing
operating budgets and reporting/ assessing financial information.

Health Director,
Information
Technology

Directs all aspects of the information systems function. Determines operating
philosophy of department and ensures the philosophy is translated into action.
Provides top management with technical information and recommendations on
information technology. Maintains company and competitive posture in
information technology usage. Ensures adequate budget for capital equipment
and technical manpower acquisition. Requires Bachelor’s degree or equivalent,
in computer science or related field and 16 plus years of experience or Master’s
degree, or equivalent, and twelve plus years of information technology
management experience.

Health Systems
Architect

Under minimal supervision designs, implements, and maintains the
organization's application systems and/or IT infrastructure for moderately
complex systems. Understands user and process requirements and ensures

those requirements can be achieved through high quality deliverables. Works
closely with developers and engineers to develop road maps for applications,
align development plans, and to ensure effective integration among information
systems and the IT infrastructure. Ensures that solutions are continuously
improved, supported, and aligned with industry and company standards as well
as emerging business requirements. Understands the interactions between
systems, applications, and services within the environment, and evaluate the
impact of changes or additions for moderately complex systems. Analyzes
systems and perform usability testing to ensure performance and reliability,
enhance scalability, and meet security requirements. Requires a Bachelor's
Degree and four to five years experience or equivalent education.
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Health Systems
Architect, Senior

Designs, implements, and maintains the organization's application systems
and/or IT infrastructure for complex systems. Provides an architectural
framework for information system development, maintenance, and
enhancement efforts. Understands user and process requirements and ensures
those requirements can be achieved through high quality deliverables. Works
closely with developers and engineers to develop road maps for applications,
align development plans, and to ensure effective integration among information
systems and the IT infrastructure. Ensures that solutions are continuously
improved, supported, and aligned with industry and company standards as well
as emerging business requirements. Understands the interactions between
systems, applications, and services within the environment, and evaluate the
impact of changes or additions for complex systems. Analyzes systems and
perform usability testing to ensure performance and reliability, enhance
scalability, and meet security requirements. May assist less experienced
peers. Requires a Bachelor's Degree and six to nine years experience or
equivalent education.

Health Systems
Architect, Principal

Performs as the technical expert in designing, implementing, and maintainng
the organization's application systems and/or IT infrastructure for highly
complex systems. Provides an architectural framework for information system
development, maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be achieved through
high quality deliverables. Works closely with management, developers, and
engineers to develop road maps for applications, align development plans, and
to ensure effective integration among information systems and the IT
infrastructure. Monitors technological advancements to ensure that solutions
are continuously improved, supported, and aligned with industry and company
standards as well as emerging business requirements. Understand the
interactions between systems, applications, and services within the
environment, and evaluate the impact of changes or additions for highly
complex systems.

Analyze systems and perform usability testing to ensure performance and
reliability, enhance scalability, and meet security requirements. Assists less
experienced peers. Requires a Bachelor's Degree and 10 to 14 years
experience or equivalent education.

Performs as the technical expert in designing, implementing, and maintainng
the organization's application systems and/or IT infrastructure for highly
complex systems. Provides an architectural framework for information system
development, maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be achieved through
high quality deliverables. Works closely with management, developers, and
engineers to develop road maps for applications, align development plans, and
to ensure effective integration among information systems and the IT
infrastructure. Monitors technological advancements to ensure that solutions
are continuously improved, supported, and aligned with industry and company
standards as well as emerging business requirements. Understand the
interactions between systems, applications, and services within the
environment, and evaluate the impact of changes or additions for highly
complex systems.
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Analyze systems and perform usability testing to ensure performance and
reliability, enhance scalability, and meet security requirements. Assists less
experienced peers. Requires a Bachelor's Degree and 10 to 14 years
experience or equivalent education.

Performs as the technical expert in designing, implementing, and maintainng
the organization's application systems and/or IT infrastructure for highly
complex systems. Provides an architectural framework for information system
development, maintenance, and enhancement efforts. Understands user and
process requirements and ensure those requirements can be achieved through
high quality deliverables. Works closely with management, developers, and
engineers to develop road maps for applications, align development plans, and
to ensure effective integration among information systems and the IT
infrastructure. Monitors technological advancements to ensure that solutions
are continuously improved, supported, and aligned with industry and company
standards as well as emerging business requirements. Understand the
interactions between systems, applications, and services within the
environment, and evaluate the impact of changes or additions for highly
complex systems.

Analyze systems and perform usability testing to ensure performance and
reliability, enhance scalability, and meet security requirements. Assists less
experienced peers. Requires a Bachelor's Degree and 10 to 14 years
experience or equivalent education.

Health Technical
Writer, Associate

Researches, writes, edits, and proofreads technical data for use in documents or
sections of documents such as manuals, procedures and specifications. Ensures
technical documentation is accurate, complete, meets editorial and government
specifications and adheres to standards for quality, graphics, coverage, format,
and style. Assists in establishing style guidelines and standards for texts and
illustrations. Requires Bachelor’s degree or equivalent in related technical field
and zero to two years of related (technical writing/copy editing) experience.

Health Technical
Writer, Staff

Researches, writes, edits, and proofreads technical data for use in documents or

sections of documents such as manuals, procedures and specifications. Ensures

technical documentation is accurate, complete, meets editorial and government

specifications and adheres to standards for quality, graphics, coverage, format,
and style. Assists in establishing style guidelines and standards for texts and

illustrations or equivalent. Requires Bachelor’s degree or equivalent (in related
technical field) and two to four years of related (technical writing and copy

editing) experience.

Health Technical
Writer, Senior

Researches, organizes, writes, edits, and produces technical data for major
publication projects. Organizes material and writes descriptive copy according
to standards regarding order, clarity, conciseness, style, and terminology.
Ensures technical documentation is accurate, complete, meets editorial and
government specifications and adheres to standards for quality, graphics,
coverage, format, and style.May participate in the establishment of style
guidelines and standards for texts and illustrations.May provide work leadership
for lower level employees. Requires Bachelor’s degree or equivalent in related
technical field and five to seven years of related (technical writing/editing)
experience.
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Health Technical
Writer, Principal

Oversees the writing of technical reports, brochures, and manuals for internal
documentation, client reference, or publications. Researches, organizes, writes,
edits, and produces data for use in a wide variety of complex technical
publications requiring in-depth knowledge and understanding of the subject
matter. Recommends overall organization and layout, editorial standards and
publication methods. Coordinates publication with outside sources and vendors
as needed. Develops department editing standards and styles. May provide
work Leadership for lower level employees. Requires Bachelor’s degree or
equivalent in related technical field and seven to nine years of related (technical
writing/editing) experience.

Health Help Desk
Specialist, Staff

Responsible for providing support to end-user community on hardware,
software and network related problems, questions, and use. Provides resolutions
to out of the ordinary issues for users. If unable to diagnose problem, will work

with Help Desk Management to diagonose and resolve problem. Responds to
tier two and higher trouble tickets. Ensures problem ownership and promotes
end-user satisfaction. Closes activities of tickets assigned. Requires Bachelor’s
Degree (in Computer Science or related field) or equivalent, and two to four
years of related experience in computer hardware, software, networking
systems, and in the set-up, configuration, use, and trouble shooting of computer
systems.

Health Help Desk
Specialist, Senior

Responsible for providing support to end-user community on difficult
hardware, software and network related problems, questions, and use. May
provide training and guidance to more junior help desk personnel. Provides

resolutions to out of the ordinary issues for users. If unable to diagnose
problem, will work with Help Desk Management to diagonose and resolve
problem. Responds to tier two and higher trouble tickets. Ensures problem
ownership and promotes end-user satisfaction. Closes activities of tickets
assigned. Responsible for providing in-depth and high level, support to end-
user community on hardware, software and network related problems,
questions, and use. Provides problem resolution to users. Confers with user to
determine problem. Ensures problem ownership and promotes end-user
satisfaction. Requires Bachelor’s degree (in Computer Science or related field)
or equivalent, and five to seven years of related experience in computer
hardware, software, networking systems, and in the set-up, configuration, use,
and trouble shooting of computer systems.

Health Help Desk
Specialist, Principal

Serving as company or contract expert, responsible for providing telephone
support to end-user community on complex hardware, software and network
related problems, questions, and use. May provide training and guidance to
more junior help desk personnel. Provides first level problem resolution on the
telephone with users, walks the user through a series of steps to determine
problem and classify level, priority and nature of problem. If unable to diagnose
problem and/or problem requires physical interaction with end user dispatches
field engineers from appropriate team. Opens, tracks and closes trouble tickets;
ensures problem ownership and promotes end-user satisfaction. Tracks
activities of field engineers to who tickets were assigned. Trained and certified
in automated help desk management systems. Requires Bachelor’s degree (in
Computer Science or related field) or equivalent, and seven to nine years of
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related experience in computer hardware, software, networking systems, and in
the set-up, configuration, use, and trouble shooting of computer systems.

Health Senior Office | Provides on-site administrative support and coordination to a complex contract,
Administrator project or task(s). Maintains and tracks costs and performances on contract.
Oversees the administrative and clerical functions of assigned contracts,
projects, or tasks. Maintains office records and files. May collect time sheets
and other personnel records or paperwork for corporate processing. Requires
Bachelor’s degree or equivalent and two to four years of related experience.

Authorized Federal Supply Schedule Price List
47QTCA21D0031 Page 226



(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category Descriptions applicable to SINs 541330ENG, 541380, 541420, 541611, 541614,

541614SVC, 541715, and 611430

Labor Category Functional Responsibilities Labor
Qualifications/Minimum
Requirements
Acquisition Provides subject matter acquisition expertise in support of logistics | Bachelors Degree in an
Specialist | planning and analytical activities. Assists government procurement | applicable engineering

agencies to define proposals and qualify vendors, Applies
knowledge of government/defense acquisition processes to support
customers in the analysis and improvement of acquisition process
policy and procedures. Devises strategies for deploying and
implementing new acquisition policy initiatives and measuring the
effectiveness of implementation. Uses quantitative analytical
techniques to assess system acquisition process issues and
develops risk reduction/mitigation approaches for improving
acquisition/program planning, control and execution. Familiar
with the Federal Acquisition Regulations (FAR) and applies the
concepts in the context of logistics task efforts. Familiar with the
Government's process for acquisition programs and the various
program reviews required for acquisition approval. Provides
guidance on the government contracting process to include:
development of the solicitation material, the solicitation review
process, and the contract award process. Additionally, may assist
in the development of milestone documentation to support a major
systems acquisition. Provides a full spectrum of acquisition
logistics support to a product or system throughout its entire life-
cycle. Responsibilities would include: general logistics
consultation support, development, and preparation of acquisition
milestone documentation, acquisition planning, development of
specifications/performance-based work statements, and/or
integrated logistics support plans (ILSPs). Additional
responsibilities may include: performing market analyses,
conducting needs assessments, configuration management support,
development/management of maintenance procedures/technical
manuals, and vendor management. Duties may also include
conducting various logistics support analyses, to include: spares
modeling, field problem analysis, reliability studies,
maintainability studies, and equipment readiness analyses.
Provides assistance in developing and monitoring program funding
plans. Performs day-to-day management of assigned task order
projects in the acquisition logistics area. Capable of managing
separate task orders related to Acquisition and may provide overall
management and guidance to junior acquisition specialist
personnel.

field or equivalent
experience. Entry level
position up to 2 years
experience.
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Qualifications/Minimum
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Acquisition Provides subject matter acquisition expertise in support of logistics | Bachelors Degree in an
Specialist 11 planning and analytical activities. Assists government procurement applicable engineering

agencies to define proposals and qualify vendors, Applies
knowledge of government/defense acquisition processes to support
customers in the analysis and improvement of acquisition process
policy and procedures. Devises strategies for deploying and
implementing new acquisition policy initiatives and measuring the
effectiveness of implementation. Uses quantitative analytical
techniques to assess system acquisition process issues and
develops risk reduction/mitigation approaches for improving
acquisition/program planning, control and execution. Familiar
with the Federal Acquisition Regulations (FAR) and applies the
concepts in the context of logistics task efforts. Familiar with the
Government's process for acquisition programs and the various
program reviews required for acquisition approval. Provides
guidance on the government contracting process to include:
development of the solicitation material, the solicitation review
process, and the contract award process. Additionally, may assist
in the development of milestone documentation to support a major
systems acquisition. Provides a full spectrum of acquisition
logistics support to a product or system throughout its entire life-
cycle. Responsibilities would include: general logistics
consultation support, development, and preparation of acquisition
milestone documentation, acquisition planning, development of
specifications/performance-based work statements, and/or
integrated logistics support plans (ILSPs). Additional
responsibilities may include: performing market analyses,
conducting needs assessments, configuration management support,
development/management of maintenance procedures/technical
manuals, and vendor management. Duties may also include
conducting various logistics support analyses, to include: spares
modeling, field problem analysis, reliability studies,
maintainability studies, and equipment readiness analyses.
Provides assistance in developing and monitoring program funding
plans. Performs day-to-day management of assigned task order
projects in the acquisition logistics area. Capable of managing
separate task orders related to Acquisition and may provide overall
management and guidance to junior acquisition specialist
personnel.

field or equivalent, plus 2
to 4 years logistics
engineering experience.
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Qualifications/Minimum
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Acquisition
Specialist 111

Provides subject matter acquisition expertise in support of logistics
planning and analytical activities. Assists government procurement
agencies to define proposals and qualify vendors, Applies
knowledge of government/defense acquisition processes to support
customers in the analysis and improvement of acquisition process
policy and procedures. Devises strategies for deploying and
implementing new acquisition policy initiatives and measuring the
effectiveness of implementation. Uses quantitative analytical
techniques to assess system acquisition process issues and
develops risk reduction/mitigation approaches for improving
acquisition/program planning, control and execution. Familiar
with the Federal Acquisition Regulations (FAR) and applies the
concepts in the context of logistics task efforts. Familiar with the
Government's process for acquisition programs and the various
program reviews required for acquisition approval. Provides
guidance on the government contracting process to include:
development of the solicitation material, the solicitation review
process, and the contract award process. Additionally, may assist
in the development of milestone documentation to support a major
systems acquisition. Provides a full spectrum of acquisition
logistics support to a product or system throughout its entire life-
cycle. Responsibilities would include: general logistics
consultation support, development, and preparation of acquisition
milestone documentation, acquisition planning, development of
specifications/performance-based work statements, and/or
integrated logistics support plans (ILSPs). Additional
responsibilities may include: performing market analyses,
conducting needs assessments, configuration management support,
development/management of maintenance procedures/technical
manuals, and vendor management. Duties may also include
conducting various logistics support analyses, to include: spares
modeling, field problem analysis, reliability studies,
maintainability studies, and equipment readiness analyses.
Provides assistance in developing and monitoring program funding
plans. Performs day-to-day management of assigned task order
projects in the acquisition logistics area. Capable of managing
separate task orders related to Acquisition and may provide overall
management and guidance to junior acquisition specialist
personnel.

Bachelors Degree in an
applicable engineering
field or equivalent, plus 5
to 7 years logistics
engineering experience.

ANALYST I

The Analyst 1 performs basic analytical work in support of higher-

level analysts, engineers and technical specialists. Contributes to

assuring consistency of overall analytical effort. Maintains records
and drafts preliminary reports.

Bachelor’s degree in a
related scientific,
technical or business
discipline, or four years
of related experience
without a degree may be
substituted.
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ANALYST II The Analyst 2 performs a specific range of business, management Bachelor’s degree in a
and technical systems analysis support functions and reporting. related business,
Follows reliability and maintainability guidance and policy to management, scientific,
minimize life cycle costs of finished products. or technical discipline and
one year of related
experience. Five years of
related experience
without a degree may be
substituted.
ANALYST III The Analyst 3 assists systems analysts in eliciting operational

effort.

Bachelor’s degree in a
requirements from user community and supports the achievement
of business, management and technical system requirements by
performing analytic efforts as assigned. Carries out basic work to | discipline and three years
support the transformation of overall requirements and architecture
to a complete design. Assists in assuring consistency of overall

related scientific,
technical or business

of related experience, or
seven years of related
experience without a

degree may be
substituted.
ANALYST IV The Analyst 4 performs complex business analysis and process Bachelor’s degree in
improvement duties. Performs functional and operational analysis business, or a related
for a broad range of business management or technical disciplines. scientific, technical or
Maintains liaison with senior staff. Responsible for maintaining | business discipline with at
work standards, reviewing work, supporting resolution of least six years experience
discrepancies, and assuring the adherence to policies, purposes, A master’s degree in the
and goals of the organization. Uses specialized knowledge in fields described above
exercising Quality Assurance, Configuration Management, and and five years of related
reliability and maintainability to control cost, design and experience, or ten years
production, and minimize life cycle cost. Duties require use of of related experience
structured analysis, design methodologies and tools, and may without a degree may be
include supervision of personnel.
ANALYST V

substituted.

The Analyst 5 provides analytic leadership and expertise in
evaluating operational requirements of the user community and
establishing system requirements. Analyzes user needs and
performs functional analysis. Provides guidance to system analysts
and technicians. Assures consistency of overall efforts in terms of
meeting technical, schedule and cost targets. Applies specialized
knowledge of reliability and maintainability to minimize life cycle
costs of finished products. Duties require use of structured
analysis, design methodologies and tools, and may include
supervision of personnel.

Bachelor’s degree in a
related scientific,
technical or business
related discipline with at
least nine years of related
experience. A master’s
degree in the fields
described above with
eight years of related
experience, or thirteen
years of related
experience without a
degree may be

substituted.
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ANALYST VI The Analyst 6 provides expert analytic leadership and consultation Bachelor’s degree in a
in business planning and improvement efforts. Duties require use related scientific,
of structured analysis, design methodologies and tools. technical or business
Responsibilities include supervising and guiding efforts of less discipline and at least
experienced personnel. Responds to business and technical thirteen years of position-
operational requirements of user community and establishes related experience. A
system requirements by analyzing user needs to determine master’s degree with
functional and cross-functional requirements. Performs function twelve years of related
allocation to identify required tasks, interrelationships, and related | experience, or seventeen
cost. Applies in-depth knowledge and experience with typical years of related
business, management and technical systems to effectively lead experience without a
systems analysis effort. Provides guidance to analysts and degree may be
technicians as they work on detailed designs, development, substituted.
building and testing. Assures consistency of overall effort. Has
specialized knowledge of reliability and maintainability to
minimize life cycle costs of finished products.
ANALYST VII The Analyst 7 provides high-level expert analytic leadership and Masters’ degree in a
consultation in business planning and improvement. related scientific,
Responsibilities include supervising and guiding efforts of less technical or business
experienced personnel. Extracts operational requirements from discipline and at least
user community and establishes system requirements using sixteen years of position-
analysis of user needs to determine functional and cross-functional related experience. A
requirements and related costs. Performs function allocation to bachelor’s degree with
identify required tasks and their interrelationships. Has extensive | seventeen years of related
knowledge and experience with typical business, management or experience, or twenty
technical disciplines to effectively lead or perform systems years of related
analysis effort. Provides supervision or guidance to analysts and experience without a
technicians as they work on detailed designs, development, degree may be
building and testing. Assures consistency of overall effort. Has substituted.
specialized knowledge of reliability and maintainability to
minimize life cycle costs of finished products.
ANALYST VIII The Analyst 8 provides the highest authoritative analytic Master’s degree in a

leadership and consultation. Responsibilities include supervising
and guiding efforts of less experienced personnel. Extracts
operational requirements from user community and establishes
system requirements using analysis of the needs of the user to
determine functional and cross-functional requirements and related
costs. Performs function allocation to identify required tasks and
their interrelationships. Carries out design analysis to transform
overall requirements and architecture to a complete engineering
design. Has sufficient knowledge and experience with typical
business, management or technical disciplines to effectively lead
or perform systems analysis effort. Serves as the principal author
of analytic studies, analyses, and reports required to effect business
improvements. Provides supervision or guidance to analysts and
technicians as they work on detailed designs, development,

related business,
management, scientific,
or technical discipline and
at least seventeen years of
related experience. A
bachelor’s degree with
eighteen years of related
experience may be
substituted.
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building and testing. Assures consistency of overall effort. Has
specialized knowledge of reliability and maintainability to
minimize life cycle costs of finished products.
Communications Provides technical direction and logistics support for Command Technical certification or
Specialist I and Control Systems and telecommunications related systems and | equivalent experience and
activities. Applies telecommunications engineering principles and | a minimum of 2 years in
theory to propose design and configuration alternatives. Evaluates | the telecommunications
existing communications systems to identify deficiencies and arena. May have
performance improvements. Consults with user personnel to experience in COMSEC
ensure problems have been properly identified and that the solution |  skills in special access
will meet the requirements. Analyzes performance, usage and programs. Employee may
traffic flows, accesses and interfaces, transmission techniques, and be subject to a
protocols. Performs analyses and feasibility studies concerning government security
communications and communication networks. Prepares studies investigation and must
and gives presentations on communications concepts. Participates meet eligib
in preparing functional specifications for acquiring commercially
available data communications networks. Provides
telecommunication and information system operations and
maintenance support management. Manages large-scale voice,
video teleconferencing, secure switching, transmission, and data
networks. Applies expertise in the operations and maintenance
support management of multiple complex systems. Interprets
complex technical data. May include support of COMSEC
telecommunications arena. Responsibilities may include working
help desk trouble calls and may require knowledge of analog and
digital systems (secure telephone equipment, etc.) as well as
plain/clear voice systems. Support may include planning,
designing, installing, and maintaining large telecommunications
networks. Operates and maintains voice, video, and data
communications systems.
Communications Provides technical direction and logistics support for Command Technical certification or
Specialist 11 and Control Systems and telecommunications related systems and | equivalent experience and

activities. Applies telecommunications engineering principles and
theory to propose design and configuration alternatives. Evaluates
existing communications systems to identify deficiencies and
performance improvements. Consults with user personnel to
ensure problems have been properly identified and that the solution
will meet the requirements. Analyzes performance, usage and
traffic flows, accesses and interfaces, transmission techniques, and
protocols. Performs analyses and feasibility studies concerning
communications and communication networks. Prepares studies
and gives presentations on communications concepts. Participates
in preparing functional specifications for acquiring commercially
available data communications networks. Provides
telecommunication and information system operations and
maintenance support management. Manages large-scale voice,

a minimum of 3 years in
the telecommunications
arena. May have
experience in COMSEC
skills in special access
programs. Employee may
be subject to a
government security
investigation and must
meet eligib
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video teleconferencing, secure switching, transmission, and data
networks. Applies expertise in the operations and maintenance
support management of multiple complex systems. Interprets
complex technical data. May include support of COMSEC
telecommunications arena. Responsibilities may include working
help desk trouble calls and may require knowledge of analog and
digital systems (secure telephone equipment, etc.) as well as
plain/clear voice systems. Support may include planning,
designing, installing, and maintaining large telecommunications
networks. Operates and maintains voice, video, and data
communications systems.

Computer Services
Professional Staff
I*

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

High School Diploma
plus 3 years experience

Computer Services
Professional Staff
I1*

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk

High School Diploma
plus 4 years experience
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management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.
Computer Services Performs operation and maintenance of peripherals, including High School Diploma

Professional Staff
ik

processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

plus 5 years experience

Computer Services
Professional Staff
Iv*

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

Bachelor’s Degree

Computer Services
Professional Staff
V*

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.

Bachelor’s Degree plus 2
years experience
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Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

Computer Services
Professional Staff
VI

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

Bachelor’s Degree plus 5
years experience

Computer Services
Professional Staff
VII

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance

Bachelor’s Degree plus 7
years experience
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to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

Computer Services
Professional Staff
VIII

Performs operation and maintenance of peripherals, including
processors, disk drives and printers and complex computer
operation tasks, such as determining equipment set-up, scheduling
jobs, executing non-routine jobs, and observing console.
Manipulates controls to rearrange program steps and provides
other adjustments. Schedules and coordinates daily computer
operations. Distributes and verifies work. Trains operators in
operation procedures and resolves operational problems.
Responsible for system administration and management including
daily system operation. Must be adept at problem identification
and resolution. Must be capable of documenting operating system
problems and developing solutions. Provides technical assistance
to system users in resolving complex operating problems.
Experience in operating system and third party software testing,
customization, and installation. Working knowledge of operating
system administration including security, system and disk
management, hardware maintenance and activity, and performance
monitoring. May select, train and evaluate lower level computer
operations personnel.

Bachelor’s Degree plus
10 years experience

ENGINEER 1

The Engineer 1 performs basic engineering functions and carries
out assignments to transform overall business, management and
technical requirements to support design and development for
business, management, or technical systems. Contributes to
consistency of effort. Works in accordance with technical
direction and approved cost and schedule budgets.

Bachelor’s degree in
engineering, or related
scientific or technical

discipline.

ENGINEER II

The Engineer 2 provides services for agency programs and
projects. Implements engineering system requirements using
industry-standard system development methodologies. Performs
engineering design, systems integration, engineering
change/configuration evaluation and implementation, and test and
evaluation. Performs within cost budgets for delivering business,
management or technical systems. Follows procedure in
exercising Quality Assurance, Configuration Management, and
reliability and maintainability to control design and production,
and minimize life cycle cost.

Bachelor’s degree in
engineering or a related
scientific or technical
discipline, and one year
of related experience. A
master’s degree in the
fields described above; or
five years of related
experience without a
degree may be

substituted.
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ENGINEER 11 The Engineer 3 provides services for agency programs and Bachelor’s degree in
projects. Supervises and guides efforts of less experienced engineering, business or a
personnel. Implements operational requirements from the user related scientific or
community and establishes business, management and technical technical discipline, and
system requirements using industry-standard system development at least three years of
methodologies. Performs design work to transform system related experience. A
requirements and specifications into a complete system design. master’s degree in the
Uses specialized knowledge in exercising Quality Assurance, fields described above
Configuration Management, and reliability and maintainability to and two years of related
control design and production, and minimize life cycle cost. experience; or seven
years of related
experience without a
degree may be
substituted.
ENGINEER IV The Engineer 4 provides services for programs and projects. May Bachelor’s degree in
act independently under general direction, or supervise and/or engineering or a related
guide efforts of less experienced engineering personnel. Analyzes scientific or technical
operational requirements from the user community and responds to | discipline, and at least six
business, management and technical system requirements using years of related
industry-standard system development methodologies. Prepares, experience. A master’s
implements or validates and performs within cost estimates for degree in the fields
business or engineering systems. Provides guidance to engineers described above and five
and technicians as they work on detailed designs, development, years of related
building and testing. Leads engineering design work to transform experience; or ten years
system requirements and engineering specifications into a of related experience
complete system design. Uses specialized knowledge in exercising | without a degree may be
Quality Assurance, Configuration Management, and reliability and substituted.
maintainability to control design and production, and minimize life
cycle cost.
ENGINEER V The Engineer 5 provides engineering leadership and consultation. Bachelor’s degree in

May supervise and guide efforts of less experienced engineering
personnel. Extracts operational requirements from user
community and establishes business or technical system

requirements. Carries out design work to transform overall
requirements and specifications into a complete design. Has
sufficient knowledge and experience with business, management
and engineering systems to effectively perform or lead efforts.
Prepares, implements, validates and/or follows cost estimates for
business or engineering systems. Provides guidance to engineers
and technicians as they work on detailed designs, development,
building and testing. Assures consistency of overall effort. Has
specialized knowledge of reliability and maintainability to
implement efforts to minimize life cycle costs of finished products.

engineering, business, or
a related scientific or
technical discipline, and
nine years of related
experience. A master’s
degree in the fields
described above with
eight years of related
experience, or thirteen
years of related
experience without a
degree may be
substituted.
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ENGINEER VI The Engineer 6 provides authoritative engineering leadership and Master’s degree in
consultation. Supervises and guides efforts of less experienced engineering or a related
engineering personnel. Extracts business and technical operational scientific or technical
requirements from user community and establishes system discipline, and at least
requirements. Carries out design work to transform overall twelve years of
requirements and specifications into a complete design. Has experience. A bachelor’s
sufficient knowledge and experience with business and degree in the fields
engineering systems to effectively lead engineering efforts. described above with
Prepares, implements and/or validates cost estimates for business thirteen years of related
or engineering systems. Provides guidance to engineers and experience, or seventeen
technicians as they work on detailed designs, development, years of related
building and testing. Assures consistency of overall effort. Has experience without a
specialized knowledge of reliability and maintainability to achieve degree may be
minimized life cycle costs of finished products. substituted.
ENGINEER VII The Engineer 7 provides highly authoritative engineering Master’s degree in
leadership and consultation. Leads research effort to transform engineering, or a related
overall business, physical and engineering concepts into discipline and sixteen
requirements and specifications leading to complete system years of business,
feasibility for the design and development of major complex management,
programs. Supervises and guides efforts of less experienced engineering, ILS,
engineers. Extracts business, engineering operational requirements communications,
from the user community and establishes system requirements. operations, and/or
Carries out design work to transform overall requirements and mission-critical systems
business, management or technical specifications into a complete | experience. A Bachelor’s
design. Prepares, implements and validates cost estimates for degree in the fields
business or engineering systems. Uses knowledge and experience described above and
to achieve or supervise the design, acquisition, installation, seventeen years of related
operation and maintenance of equipment and systems. Assures experience may be
consistency of overall effort. Uses specialized knowledge of substituted.
reliability and maintainability to direct efforts to minimize life
cycle costs of finished products.
ENGINEER VIII The Engineer 8 provides the highest authoritative engineering Bachelor’s degree in
leadership and consultation. Leads research effort to transform engineering or a related
overall business, physical and engineering concepts into scientific or technical
requirements and specifications leading to complete system discipline, and at least
feasibility studies and implementation of the design and twenty years of related
development of major complex programs. Supervises and guides technical and
efforts of less experienced engineers. Extracts business, management related
engineering operational requirements from the user community experience in business,
and establishes system requirements. Prepares, implements and engineering, ILS,
validates cost estimates for business or engineering systems. Uses communications,
knowledge and experience to direct the achievement and/or operations and/or
supervise the design, acquisition, installation, operation and mission-critical systems
maintenance of equipment and systems. Assures consistency of experience. A master’s
overall effort. Uses specialized knowledge of reliability and degree in the fields
described above with
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maintainability to direct efforts to minimize life cycle costs of nineteen years of related

finished products. experience may be

substituted.

Facilities Experience in facilities management, requirements analysis, and Masters Degree in

Management master planning. Works with clients/customers, translating user Business Administration,
Manager functional requirements into facility requirements. Experience in Engineering, or related

the relocation of organizations, including site surveys and the
development of construction requirements. Plans, coordinates, and
directs activities and ensures goals and objectives are
accomplished. Produces stationing and requirements studies as
needed for various clients throughout the world. Confers with
senior management, program managers, project personnel,
subcontractors and consultants. Applies problem-solving
techniques to complex problems. Assists in planning, developing,
and implementing organizational goals and objectives. Possesses
the ability to manage projects from inception to completion.
Directs and coordinates activities to obtain optimum efficiency and
economy of operations. Extensive knowledge of government data
systems. Broad knowledge of Federal Government, Department of
Defense, and/or Intelligence Community database and decision-
making systems. Maintains communication between functional
areas with Facilities Management Engineering (FME) and FME
clients.

field, plus 10 or more
years experience.
Additional experience
may be substituted for
degree requirements.

Facilities Planning
Specialist

Provides technical support and supervision to a broad spectrum of
professional architectural functions such as project development,
space planning, and site planning, related to facilities management.
Provides professional and technical expertise performing
programming and developmental duties pertaining to Facilities
Management and the planning, supervising, and inspection of
architectural designs of building projects according to customers’
requirements and financial resources. Confers with senior
management, program managers, project personnel,
subcontractors, and consultants and applies problem-solving
techniques to solve complex problems pertaining to architectural
designs of customer/government facilities. Gathers requirement
information from customers and assists in conducting the
requirements analysis and formulating requirements
documentation applicable to customer/government facility design
standards. Reviews, evaluates, and provides feedback on
government and commercial policies, manuals, regulations, and
other documents for relevance to facilities management. May
provide technical consultation and leadership to lower level

Requires a Bachelors
Degree in Architecture or
equivalent experience,
plus a minimum of 5 to 7
years experience in
working as a registered
architect with at least 3
years in military facility
management, military
requirements analysis,
military facilities

employees.
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Facilities Specialist
I

Performs ongoing and scheduled maintenance and repair of
building structures and mechanical, electrical and sanitary systems
as well as related machinery and equipment with little or no
supervision. Ensures that all utility systems are fully operational
and inspected in accordance with preventive maintenance
schedules. Requires thorough knowledge in areas such as repairing
molding and woodwork, replacing electrical switches, fixtures and
small motors, repairing and replacing plumbing fixtures, and
replacing broken glass. Cleans and maintains working areas in an
orderly condition. Sweeps, mops, scrubs and polishes floors.
Removes trash or other refuse. Dusts equipment, furniture or
fixtures. Polishes metal fixtures or trimmings. Provides supplies
for rest rooms and other facilities and performs simple tasks such
as moving and storing furniture and equipment. Performs other,
related duties as assigned.

Entry level position. High
School education
preferred. Includes up to
3 years experience.

Facilities Specialist
I

Performs ongoing and scheduled maintenance and repair of
building structures and mechanical, electrical and sanitary systems
as well as related machinery and equipment with little or no
supervision. Ensures that all utility systems are fully operational
and inspected in accordance with preventive maintenance
schedules. Requires thorough knowledge in areas such as repairing
molding and woodwork, replacing electrical switches, fixtures and
small motors, repairing and replacing plumbing fixtures, and
replacing broken glass. Cleans and maintains working areas in an
orderly condition. Sweeps, mops, scrubs and polishes floors.
Removes trash or other refuse. Dusts equipment, furniture or
fixtures. Polishes metal fixtures or trimmings. Provides supplies
for rest rooms and other facilities and performs simple tasks such
as moving and storing furniture and equipment. Performs other,
related duties as assigned.

May require stationary
engineers license and 2 to
4 years of related
experience.

Facilities Specialist
11

Performs ongoing and scheduled maintenance and repair of
building structures and mechanical, electrical and sanitary systems
as well as related machinery and equipment with little or no
supervision. Ensures that all utility systems are fully operational
and inspected in accordance with preventive maintenance
schedules. Requires thorough knowledge in areas such as repairing
molding and woodwork, replacing electrical switches, fixtures and
small motors, repairing and replacing plumbing fixtures, and
replacing broken glass. Cleans and maintains working areas in an
orderly condition. Sweeps, mops, scrubs and polishes floors.
Removes trash or other refuse. Dusts equipment, furniture or
fixtures. Polishes metal fixtures or trimmings. Provides supplies
for rest rooms and other facilities and performs simple tasks such
as moving and storing furniture and equipment. Performs other,
related duties as assigned.

May require stationary
engineers license and 4 to
6 years of related
experience.
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Facilities Specialist

v

Performs ongoing and scheduled maintenance and repair of
building structures and mechanical, electrical and sanitary systems
as well as related machinery and equipment with little or no
supervision. Ensures that all utility systems are fully operational
and inspected in accordance with preventive maintenance
schedules. Requires thorough knowledge in areas such as repairing
molding and woodwork, replacing electrical switches, fixtures and
small motors, repairing and replacing plumbing fixtures, and
replacing broken glass. Cleans and maintains working areas in an
orderly condition. Sweeps, mops, scrubs and polishes floors.
Removes trash or other refuse. Dusts equipment, furniture or
fixtures. Polishes metal fixtures or trimmings. Provides supplies
for rest rooms and other facilities and performs simple tasks such
as moving and storing furniture and equipment. Performs other,
related duties as assigned.

May require stationary

engineers license and 6 or

more years of related
experience.

Finance Manager |

Responsible for tracking and reporting to program management all
key financial information including budgets, performance to these
budgets and estimates to complete. Responsible for the direct
supervision of the finance staff engaged in various financial
functions such as budgeting, auditing, forecasting and cost
analysis. Additional responsibilities may include support in
developing program and performance measurements, criteria for
these measurements, accountability matrices, and performance
system implementation guidelines. Defines and continuously
refines key indicators, results, and measurements to manage the
business processes to achieve desired program and/or project
results. Ensures compliance with internal procedures and
DAR/FAR government regulations. Primary liaison with various
government agencies, ensuring understanding of financial data,
methodology and applicability under appropriate government

regulations. Acts as a key technical expert on financial analysis

issues, concerns and special projects. Prepares special reports and
financial studies for management and alerts them to significant
variances from plan. Coordinates, negotiates and resolves

financial compliance issues with various governmental agencies to

Bachelors Degree in
Finance, Accounting,
Business Administration,
a related field or
equivalent experience.
Seven to nine years
financial analysis
experience, including a
thorough knowledge of
DAR/FAR and other
applicable government
regulations. Experienc

ensure accurate interpretation. Conducts and may lead audits.
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Finance Manager 11

Responsible for tracking and reporting to program management all
key financial information including budgets, performance to these
budgets and estimates to complete. Responsible for the direct
supervision of the finance staff engaged in various financial
functions such as budgeting, auditing, forecasting and cost
analysis. Additional responsibilities may include support in
developing program and performance measurements, criteria for
these measurements, accountability matrices, and performance
system implementation guidelines. Defines and continuously
refines key indicators, results, and measurements to manage the
business processes to achieve desired program and/or project
results. Ensures compliance with internal procedures and
DAR/FAR government regulations. Primary liaison with various
government agencies, ensuring understanding of financial data,
methodology and applicability under appropriate government
regulations. Acts as a key technical expert on financial analysis
issues, concerns and special projects. Prepares special reports and
financial studies for management and alerts them to significant
variances from plan. Coordinates, negotiates and resolves
financial compliance issues with various governmental agencies to
ensure accurate interpretation. Conducts and may lead audits.

Bachelors Degree in
Finance, Accounting,
Business Administration,
arelated field or
equivalent experience. A
minimum of ten years
financial analysis
experience, including
supervisory/management
and a working knowledge
of DAR/FAR and other
applicable gove

Health & Safety
Specialist I

The health and safety specialist will inspect operational areas to
insure compliance with relevant regulations and recommend
corrective actions; promote Environmental Health and Safety
(EHS) goals and objectives; investigate accidents; and apply
technical knowledge in the review of technical drawings and

manuals to insure EHS issues are addressed to prevent injuries,

illness, loss of property or damage to the environment; as well as
prepare and conduct training in subjects relating to EHS. Directs
or performs analyses and evaluations of safety systems. Researches
and develops safety and health policies and procedures. Develops
and conducts required safety training and certification programs.
Identifies hazards and corrects deficiencies. Oversees handling and
testing of hardware and other related materials. Performs accident
investigations and prepares related documentation. Interfaces with
the customer and supports safety reviews. Develops Safety and
Health Policies and Procedures Manual. Resolves program
implementation of audit programs. Analyze program needs and
recommends innovative ways to meet the needs. Keeps abreast of
government Safety and Health rules and regulations to assure
adherence to guidelines. Manages, plans and administers safety
training programs and procedures. Prepares and distributes
educational materials and information, audits facilities, and
recommends actions for the correction of hazardous situations for
compliance with OSHA regulations. Interfaces with, compiles and
submits required OSHA accident reports.

Bachelors Degree in a
related field or equivalent
experience. Entry level
position up to 2 years
experience in the Health
and Safety field.
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Health & Safety
Specialist 11

The health and safety specialist will inspect operational areas to
insure compliance with relevant regulations and recommend
corrective actions; promote Environmental Health and Safety
(EHS) goals and objectives; investigate accidents; and apply
technical knowledge in the review of technical drawings and

manuals to insure EHS issues are addressed to prevent injuries,

illness, loss of property or damage to the environment; as well as
prepare and conduct training in subjects relating to EHS. Directs
or performs analyses and evaluations of safety systems. Researches
and develops safety and health policies and procedures. Develops
and conducts required safety training and certification programs.
Identifies hazards and corrects deficiencies. Oversees handling and
testing of hardware and other related materials. Performs accident
investigations and prepares related documentation. Interfaces with
the customer and supports safety reviews. Develops Safety and
Health Policies and Procedures Manual. Resolves program
implementation of audit programs. Analyze program needs and
recommends innovative ways to meet the needs. Keeps abreast of
government Safety and Health rules and regulations to assure
adherence to guidelines. Manages, plans and administers safety
training programs and procedures. Prepares and distributes
educational materials and information, audits facilities, and
recommends actions for the correction of hazardous situations for
compliance with OSHA regulations. Interfaces with, compiles and
submits required OSHA accident reports.

Bachelors Degree in any
area of applied science,
such as safety
engineering, industrial
hygiene, chemistry, etc.,
plus 5 to 7 years of
general environmental
safety experience.

Health & Safety
Specialist 111

The health and safety specialist will inspect operational areas to
insure compliance with relevant regulations and recommend
corrective actions; promote Environmental Health and Safety
(EHS) goals and objectives; investigate accidents; and apply
technical knowledge in the review of technical drawings and

manuals to insure EHS issues are addressed to prevent injuries,

illness, loss of property or damage to the environment; as well as
prepare and conduct training in subjects relating to EHS. Directs
or performs analyses and evaluations of safety systems. Researches
and develops safety and health policies and procedures. Develops
and conducts required safety training and certification programs.
Identifies hazards and corrects deficiencies. Oversees handling and
testing of hardware and other related materials. Performs accident
investigations and prepares related documentation. Interfaces with
the customer and supports safety reviews. Develops Safety and
Health Policies and Procedures Manual. Resolves program
implementation of audit programs. Analyze program needs and
recommends innovative ways to meet the needs. Keeps abreast of
government Safety and Health rules and regulations to assure
adherence to guidelines. Manages, plans and administers safety
training programs and procedures. Prepares and distributes

Bachelors Degree in a
related field, plus a
minimum of 8 to 10 years
experience with safety
and health operations.
Experience with full
responsibility for safety
programs and procedures,
and knowledgeable of
OSHA and other
government safety
regulations, s
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Functional Responsibilities Labor

Qualifications/Minimum
Requirements
educational materials and information, audits facilities, and
recommends actions for the correction of hazardous situations for
compliance with OSHA regulations. Interfaces with, compiles and
submits required OSHA accident reports.
Health & Safety

The health and safety specialist will inspect operational areas to Bachelors Degree in a
Specialist [V insure compliance with relevant regulations and recommend

related field, Masters
corrective actions; promote Environmental Health and Safety Degree preferred, plus a
(EHS) goals and objectives; investigate accidents; and apply minimum of 10 to 12
technical knowledge in the review of technical drawings and years experience with
manuals to insure EHS issues are addressed to prevent injuries, safety and health
illness, loss of property or damage to the environment; as well as operations. Experience
prepare and conduct training in subjects relating to EHS. Directs | with full responsibility for
or performs analyses and evaluations of safety systems. Researches safety programs and
and develops safety and health policies and procedures. Develops procedures, and
and conducts required safety training and certification programs. knowledgeable of OSHA
Identifies hazards and corrects deficiencies. Oversees handling and and other gover
testing of hardware and other related materials. Performs accident
investigations and prepares related documentation. Interfaces with
the customer and supports safety reviews. Develops Safety and
Health Policies and Procedures Manual. Resolves program
implementation of audit programs. Analyze program needs and
recommends innovative ways to meet the needs. Keeps abreast of
government Safety and Health rules and regulations to assure
adherence to guidelines. Manages, plans and administers safety
training programs and procedures. Prepares and distributes
educational materials and information, audits facilities, and
recommends actions for the correction of hazardous situations for
compliance with OSHA regulations. Interfaces with, compiles and
submits required OSHA accident reports.
Information

Provides technical, managerial, and administrative direction for Bachelors Degree or
Engineer | problem definition, analysis, requirements development, and

equivalent. Entry level
implementation for logistics and related information systems. position.
Makes recommendations and advises on organization-wide system
improvements, optimization or maintenance efforts for logistics
and related information systems, and for modeling and simulation.
Applies an enterprise-wide set of disciplines and processes for the
planning, analysis, design, construction, and implementation of
information engineering for logistics systems. Develops analytical
and computational techniques and methodologies for problem
solutions. Performs enterprise-wide strategic systems planning,
business information planning and analysis. Performs process and
data modeling in support of the planning and analysis efforts using
both manual and automated tools. Applies reverse engineering and
reengineering disciplines to develop migration strategic and
planning documents. Provides technical guidance in software
engineering techniques and automated support tools. Performs
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Labor
Qualifications/Minimum
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information systems development, functional and data
requirements analysis, systems analysis and design, programming,
program design, and documentation preparation. Implements
information engineering projects; and performs systems analysis;
design and programming using CASE and IE tools and methods,
systems planning, business information planning, and business
analysis. Makes recommendations and advises on system
improvements, optimization or maintenance efforts for logistics
and related information systems in the following specialties:
information systems architecture; networking;
telecommunications; automation; communications protocols; risk
management/electronic analysis; software; life-cycle management;
software development methodologies; and modeling and
simulation.

Information
Engineer 11

Provides technical, managerial, and administrative direction for
problem definition, analysis, requirements development, and
implementation for logistics and related information systems.

Makes recommendations and advises on organization-wide system
improvements, optimization or maintenance efforts for logistics
and related information systems, and for modeling and simulation.
Applies an enterprise-wide set of disciplines and processes for the
planning, analysis, design, construction, and implementation of
information engineering for logistics systems. Develops analytical
and computational techniques and methodologies for problem
solutions. Performs enterprise-wide strategic systems planning,
business information planning and analysis. Performs process and
data modeling in support of the planning and analysis efforts using
both manual and automated tools. Applies reverse engineering and
reengineering disciplines to develop migration strategic and
planning documents. Provides technical guidance in software
engineering techniques and automated support tools. Performs
information systems development, functional and data
requirements analysis, systems analysis and design, programming,
program design, and documentation preparation. Implements
information engineering projects; and performs systems analysis;
design and programming using CASE and IE tools and methods,
systems planning, business information planning, and business
analysis. Makes recommendations and advises on system
improvements, optimization or maintenance efforts for logistics

and related information systems in the following specialties:
information systems architecture; networking;
telecommunications; automation; communications protocols; risk
management/electronic analysis; software; life-cycle management;
software development methodologies; and modeling and

simulation.

Bachelors Degree or
equivalent and 2 to 4
years related experience.
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Information Provides technical, managerial, and administrative direction for Bachelors Degree or
Engineer 111 problem definition, analysis, requirements development, and

implementation for logistics and related information systems.
Makes recommendations and advises on organization-wide system
improvements, optimization or maintenance efforts for logistics
and related information systems, and for modeling and simulation.
Applies an enterprise-wide set of disciplines and processes for the
planning, analysis, design, construction, and implementation of
information engineering for logistics systems. Develops analytical
and computational techniques and methodologies for problem
solutions. Performs enterprise-wide strategic systems planning,
business information planning and analysis. Performs process and
data modeling in support of the planning and analysis efforts using
both manual and automated tools. Applies reverse engineering and
reengineering disciplines to develop migration strategic and
planning documents. Provides technical guidance in software
engineering techniques and automated support tools. Performs
information systems development, functional and data
requirements analysis, systems analysis and design, programming,
program design, and documentation preparation. Implements
information engineering projects; and performs systems analysis;
design and programming using CASE and IE tools and methods,
systems planning, business information planning, and business
analysis. Makes recommendations and advises on system
improvements, optimization or maintenance efforts for logistics
and related information systems in the following specialties:
information systems architecture; networking;
telecommunications; automation; communications protocols; risk
management/electronic analysis; software; life-cycle management;
software development methodologies; and modeling and

simulation.

equivalent and 5 to 9
years related experience.
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Information Provides technical, managerial, and administrative direction for Bachelors Degree or
Engineer IV problem definition, analysis, requirements development, and

implementation for logistics and related information systems.
Makes recommendations and advises on organization-wide system
improvements, optimization or maintenance efforts for logistics
and related information systems, and for modeling and simulation.
Applies an enterprise-wide set of disciplines and processes for the
planning, analysis, design, construction, and implementation of
information engineering for logistics systems. Develops analytical
and computational techniques and methodologies for problem
solutions. Performs enterprise-wide strategic systems planning,
business information planning and analysis. Performs process and
data modeling in support of the planning and analysis efforts using
both manual and automated tools. Applies reverse engineering and
reengineering disciplines to develop migration strategic and
planning documents. Provides technical guidance in software
engineering techniques and automated support tools. Performs
information systems development, functional and data
requirements analysis, systems analysis and design, programming,
program design, and documentation preparation. Implements
information engineering projects; and performs systems analysis;
design and programming using CASE and IE tools and methods,
systems planning, business information planning, and business
analysis. Makes recommendations and advises on system
improvements, optimization or maintenance efforts for logistics
and related information systems in the following specialties:
information systems architecture; networking;
telecommunications; automation; communications protocols; risk
management/electronic analysis; software; life-cycle management;
software development methodologies; and modeling and

simulation.

equivalent and 10 to 12
years related experience.
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Labor
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Information
Engineer V

Provides technical, managerial, and administrative direction for
problem definition, analysis, requirements development, and
implementation for logistics and related information systems.

Makes recommendations and advises on organization-wide system
improvements, optimization or maintenance efforts for logistics
and related information systems, and for modeling and simulation.
Applies an enterprise-wide set of disciplines and processes for the
planning, analysis, design, construction, and implementation of
information engineering for logistics systems. Develops analytical
and computational techniques and methodologies for problem
solutions. Performs enterprise-wide strategic systems planning,
business information planning and analysis. Performs process and
data modeling in support of the planning and analysis efforts using
both manual and automated tools. Applies reverse engineering and
reengineering disciplines to develop migration strategic and
planning documents. Provides technical guidance in software
engineering techniques and automated support tools. Performs
information systems development, functional and data
requirements analysis, systems analysis and design, programming,
program design, and documentation preparation. Implements
information engineering projects; and performs systems analysis;
design and programming using CASE and IE tools and methods,
systems planning, business information planning, and business
analysis. Makes recommendations and advises on system
improvements, optimization or maintenance efforts for logistics
and related information systems in the following specialties:
information systems architecture; networking;
telecommunications; automation; communications protocols; risk

management/electronic analysis; software; life-cycle management;
software development methodologies; and modeling and
simulation.

Masters Degree or
equivalent and 9 to 11
years related experience.

Inspector

Performs a variety of inspection duties such as, inspecting, visually
and mechanically, all mechanical, electromechanical,
electrical/electronic parts, subassemblies and assemblies in all
areas of inspection looking for defects in workmanship and general
conformance to applicable specifications, detail processes, and
practices /procedures. May use items such as gauges,
micrometers, calipers, scales, indicators and other measuring and
test equipment. Use prints, specifications and other
documentation/procedures as required. Does necessary paperwork
and moves material in work area as necessary. Responsible for
quality production or repair to specifications, and participating in

quality programs.

Bachelors Degree in
Engineering, a related
field or equivalent
experience. Entry Level,
In-House Training.
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Supervises logistics training and instruction personnel and Bachelors Degree or

Instructor 1

conducts research necessary to design, develop and revise logistics

Responsible for developing, implementing, and conducting courses

training courses and prepare appropriate training catalogs.

of instruction relating to logistics, logistics systems, or specific
logistics system elements/components. Prepares programs of
instruction, lesson plans and instructs students in the theoretical
and practical aspects covering the subject being taught. Utilizes
such methods as individual coaching, group discussions, lectures,
demonstrations, seminars and workshops. Assembles materials and
teaching aids to be presented utilizing such items as wall charts,
prepared notes, tape recordings, radio, television, filmstrips and
training handbooks. Supervises practical work carried out by
students and assist them on points of difficulty. Tests students to
evaluate their learning progress and evaluates effectiveness of
instruction. Compiles assessment report regarding each student.
Familiar with Instructional Systems Design Methodology. Prepares
instructor materials (course outline, background material, and
training aids). Prepares student materials (course manuals,
workbooks, handouts, completion certificates, and course critique
forms). Trains personnel by conducting formal classroom courses,
workshops, and seminars. Provides daily supervision of, and
direction to, training staff.

Entry level position up to

equivalent experience.

2 years experience.

Bachelors Degree or

Instructor 11

Supervises logistics training and instruction personnel and
conducts research necessary to design, develop and revise logistics
training courses and prepare appropriate training catalogs.
Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, or specific
logistics system elements/components. Prepares programs of
instruction, lesson plans and instructs students in the theoretical
and practical aspects covering the subject being taught. Utilizes
such methods as individual coaching, group discussions, lectures,
demonstrations, seminars and workshops. Assembles materials and
teaching aids to be presented utilizing such items as wall charts,
prepared notes, tape recordings, radio, television, filmstrips and
training handbooks. Supervises practical work carried out by
students and assist them on points of difficulty. Tests students to
evaluate their learning progress and evaluates effectiveness of
instruction. Compiles assessment report regarding each student.
Familiar with Instructional Systems Design Methodology. Prepares
instructor materials (course outline, background material, and
training aids). Prepares student materials (course manuals,
workbooks, handouts, completion certificates, and course critique
forms). Trains personnel by conducting formal classroom courses,

equivalent experience,
plus 2 to 4 years of

related experience. This
position is filled by
qualified technical

specialists, as opposed to
entry level position.

workshops, and seminars. Provides daily supervision of, and
direction to, training staff.
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Supervises logistics training and instruction personnel and Bachelors Degree or

Instructor II1

conducts research necessary to design, develop and revise logistics
training courses and prepare appropriate training catalogs.
Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, or specific
logistics system elements/components. Prepares programs of
instruction, lesson plans and instructs students in the theoretical
and practical aspects covering the subject being taught. Utilizes
such methods as individual coaching, group discussions, lectures,
demonstrations, seminars and workshops. Assembles materials and
teaching aids to be presented utilizing such items as wall charts,
prepared notes, tape recordings, radio, television, filmstrips and
training handbooks. Supervises practical work carried out by
students and assist them on points of difficulty. Tests students to
evaluate their learning progress and evaluates effectiveness of
instruction. Compiles assessment report regarding each student.
Familiar with Instructional Systems Design Methodology. Prepares
instructor materials (course outline, background material, and
training aids). Prepares student materials (course manuals,
workbooks, handouts, completion certificates, and course critique
forms). Trains personnel by conducting formal classroom courses,
workshops, and seminars. Provides daily supervision of, and
direction to, training staff.

equivalent experience,
plus 5 to 7 years of
related experience.

Bachelors Degree or

Instructor IV

Supervises logistics training and instruction personnel and
conducts research necessary to design, develop and revise logistics
training courses and prepare appropriate training catalogs.
Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, or specific
logistics system elements/components. Prepares programs of
instruction, lesson plans and instructs students in the theoretical
and practical aspects covering the subject being taught. Utilizes
such methods as individual coaching, group discussions, lectures,
demonstrations, seminars and workshops. Assembles materials and
teaching aids to be presented utilizing such items as wall charts,
prepared notes, tape recordings, radio, television, filmstrips and
training handbooks. Supervises practical work carried out by
students and assist them on points of difficulty. Tests students to
evaluate their learning progress and evaluates effectiveness of
instruction. Compiles assessment report regarding each student.
Familiar with Instructional Systems Design Methodology. Prepares
instructor materials (course outline, background material, and
training aids). Prepares student materials (course manuals,
workbooks, handouts, completion certificates, and course critique
forms). Trains personnel by conducting formal classroom courses,

equivalent experience,
plus 7 to 9 years of
related experience.

workshops, and seminars. Provides daily supervision of, and
direction to, training staff.
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Logistics Analyst I | Performs a variety of logistics tasks, either independently or under Associates Degree or

supervision, which are broad in nature and are concerned with the
design, implementation, operation, and performance of logistics
functions, including supply chain, acquisition, distribution,
transportation, warehousing, training, and operations and
maintenance. Position may involve the application of professional
scientific approaches to analyzing and solving a wide variety of
management, operational and modeling and simulation problems.
Work may include the application of mathematical, statistical,
economic, and operations research methods and techniques to
identify and analyze alternative solutions to problems.
Responsible for the review and validation of information
pertaining to logistics operations. Performs supply inventory
research and analysis on military/government supply programs.
Analyzes logistics policies, procedures, inventory processes and
Supply Management Information Systems. Prepares
recommendations and impact analysis to decision makers along
with suggested means of implementation. Performs logistics
technical analyses, including the review of logistics policy and
guidance, development of logistics support plans, and providing
input to other acquisition milestone documentation. Provides
support and logistics expertise to logistics strategic planning
efforts, business process reengineering efforts, and various
financial analyses. Assists in the conduct of specific technical
analyses such as capacity planning, warehousing analyses, and
transportation analysis. Responsible for supply/material control
policies, regulations and procedures Provides technical guidance to
clients in resolving complex supply issues. Analyzes and evaluates
supply authorization documents and determines if authorized
quantities are on hand for inventory and accounting purposes
Performs complex inventory analysis and research based on
authorization documents Conducts studies, analyzes and evaluates
supply functions, and recommends solutions and/or process
improvements. Assists in the conduct of system design
alternatives analyses and other logistics analyses. May provide
leadership and guidance to lower level employees.

equivalent training in

logistics, plus 2 years

working experience.

Experience may substitute
for degree. A Bachelors
Degree with no
experience. Entry level
position.
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Logistics Analyst I | Performs a variety of logistics tasks, either independently or under | Bachelor Degree plus 2 -

supervision, which are broad in nature and are concerned with the
design, implementation, operation, and performance of logistics
functions, including supply chain, acquisition, distribution,
transportation, warehousing, training, and operations and
maintenance. Position may involve the application of professional
scientific approaches to analyzing and solving a wide variety of
management, operational and modeling and simulation problems.
Work may include the application of mathematical, statistical,
economic, and operations research methods and techniques to
identify and analyze alternative solutions to problems.
Responsible for the review and validation of information
pertaining to logistics operations. Performs supply inventory
research and analysis on military/government supply programs.
Analyzes logistics policies, procedures, inventory processes and
Supply Management Information Systems. Prepares
recommendations and impact analysis to decision makers along
with suggested means of implementation. Performs logistics
technical analyses, including the review of logistics policy and
guidance, development of logistics support plans, and providing
input to other acquisition milestone documentation. Provides
support and logistics expertise to logistics strategic planning
efforts, business process reengineering efforts, and various
financial analyses. Assists in the conduct of specific technical
analyses such as capacity planning, warehousing analyses, and
transportation analysis. Responsible for supply/material control
policies, regulations and procedures Provides technical guidance to
clients in resolving complex supply issues. Analyzes and evaluates
supply authorization documents and determines if authorized
quantities are on hand for inventory and accounting purposes
Performs complex inventory analysis and research based on
authorization documents Conducts studies, analyzes and evaluates
supply functions, and recommends solutions and/or process
improvements. Assists in the conduct of system design
alternatives analyses and other logistics analyses. May provide
leadership and guidance to lower level employees.

4 years working
experience. Experience
may substitute for degree.
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Logistics Analyst | Performs a variety of logistics tasks, either independently or under | Bachelor Degree plus 5 -
I supervision, which are broad in nature and are concerned with the

design, implementation, operation, and performance of logistics
functions, including supply chain, acquisition, distribution,
transportation, warehousing, training, and operations and
maintenance. Position may involve the application of professional
scientific approaches to analyzing and solving a wide variety of
management, operational and modeling and simulation problems.
Work may include the application of mathematical, statistical,
economic, and operations research methods and techniques to
identify and analyze alternative solutions to problems.
Responsible for the review and validation of information
pertaining to logistics operations. Performs supply inventory
research and analysis on military/government supply programs.
Analyzes logistics policies, procedures, inventory processes and
Supply Management Information Systems. Prepares
recommendations and impact analysis to decision makers along
with suggested means of implementation. Performs logistics
technical analyses, including the review of logistics policy and
guidance, development of logistics support plans, and providing
input to other acquisition milestone documentation. Provides
support and logistics expertise to logistics strategic planning
efforts, business process reengineering efforts, and various
financial analyses. Assists in the conduct of specific technical
analyses such as capacity planning, warehousing analyses, and
transportation analysis. Responsible for supply/material control
policies, regulations and procedures Provides technical guidance to
clients in resolving complex supply issues. Analyzes and evaluates
supply authorization documents and determines if authorized
quantities are on hand for inventory and accounting purposes
Performs complex inventory analysis and research based on
authorization documents Conducts studies, analyzes and evaluates
supply functions, and recommends solutions and/or process
improvements. Assists in the conduct of system design
alternatives analyses and other logistics analyses. May provide
leadership and guidance to lower level employees.

7 years working
experience. Experience
may substitute for degree.
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Logistics Analyst | Performs a variety of logistics tasks, either independently or under | Bachelor Degree plus 8 -
v supervision, which are broad in nature and are concerned with the

design, implementation, operation, and performance of logistics
functions, including supply chain, acquisition, distribution,
transportation, warehousing, training, and operations and
maintenance. Position may involve the application of professional
scientific approaches to analyzing and solving a wide variety of
management, operational and modeling and simulation problems.
Work may include the application of mathematical, statistical,
economic, and operations research methods and techniques to
identify and analyze alternative solutions to problems.
Responsible for the review and validation of information
pertaining to logistics operations. Performs supply inventory
research and analysis on military/government supply programs.
Analyzes logistics policies, procedures, inventory processes and
Supply Management Information Systems. Prepares
recommendations and impact analysis to decision makers along
with suggested means of implementation. Performs logistics
technical analyses, including the review of logistics policy and
guidance, development of logistics support plans, and providing
input to other acquisition milestone documentation. Provides
support and logistics expertise to logistics strategic planning
efforts, business process reengineering efforts, and various
financial analyses. Assists in the conduct of specific technical
analyses such as capacity planning, warehousing analyses, and
transportation analysis. Responsible for supply/material control
policies, regulations and procedures Provides technical guidance to
clients in resolving complex supply issues. Analyzes and evaluates
supply authorization documents and determines if authorized
quantities are on hand for inventory and accounting purposes
Performs complex inventory analysis and research based on
authorization documents Conducts studies, analyzes and evaluates
supply functions, and recommends solutions and/or process
improvements. Assists in the conduct of system design
alternatives analyses and other logistics analyses. May provide
leadership and guidance to lower level employees.

10 years working
experience. Experience
may substitute for degree.
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Logistics Analyst V | Performs a variety of logistics tasks, either independently or under | Masters Degree plus 6 to

supervision, which are broad in nature and are concerned with the
design, implementation, operation, and performance of logistics
functions, including supply chain, acquisition, distribution,
transportation, warehousing, training, and operations and
maintenance. Position may involve the application of professional
scientific approaches to analyzing and solving a wide variety of
management, operational and modeling and simulation problems.
Work may include the application of mathematical, statistical,
economic, and operations research methods and techniques to
identify and analyze alternative solutions to problems.
Responsible for the review and validation of information
pertaining to logistics operations. Performs supply inventory
research and analysis on military/government supply programs.
Analyzes logistics policies, procedures, inventory processes and
Supply Management Information Systems. Prepares
recommendations and impact analysis to decision makers along
with suggested means of implementation. Performs logistics
technical analyses, including the review of logistics policy and
guidance, development of logistics support plans, and providing
input to other acquisition milestone documentation. Provides
support and logistics expertise to logistics strategic planning
efforts, business process reengineering efforts, and various
financial analyses. Assists in the conduct of specific technical
analyses such as capacity planning, warehousing analyses, and
transportation analysis. Responsible for supply/material control
policies, regulations and procedures Provides technical guidance to
clients in resolving complex supply issues. Analyzes and evaluates
supply authorization documents and determines if authorized
quantities are on hand for inventory and accounting purposes
Performs complex inventory analysis and research based on
authorization documents Conducts studies, analyzes and evaluates
supply functions, and recommends solutions and/or process
improvements. Assists in the conduct of system design
alternatives analyses and other logistics analyses. May provide
leadership and guidance to lower level employees.

8 years working
experience. Experience
may substitute for degree.
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Logistics Provides high-level consultation support to personnel involved in | Bachelor Degree plus 5 to
performing tasking associated with logistics engineering, 9 years logistics

Consultant I

(&

technical support to top-level management to integrate the best
industry practices and reduce risk in implementing new

one or more of the following: logistics systems, tools, assessments
of existing supply chains, implementation and change strategies,
life-cycle impact analyses, facility and location consolidations, and
transportation, distribution and spares modeling. Position may
involve the application of professional scientific approaches to
analyzing and solving a wide variety of management, operational
and modeling and simulation problems. Work may include the
application of mathematical, statistical, economic, and operations
research methods and techniques to identify and analyze
alternative solutions to problems. Duties include establishing
engineering and modeling methodology, designing solution
implementation approach, developing operating plans and
establishing project plans. Works within broad objectives to obtain
unique solutions to complex technical problems. Performs
extensive study and interpretation of the problem as necessary to
discover all issues affecting conclusion. Maintains high-level
contact with customers in defining problems and developing
appropriate solutions. Provides guidance on the preparation of
integrated logistic plans and policies and procedures for logistic
support for major systems. Ensures that proper logistics
considerations are included in system development processes at
each major milestone. Performs analyses to determine system
maintainability, reliability, and supportability requirements.
Develops systems maintenance concepts and plans and life-cycle
supply requirements and processes to meet supply requirements.
Performs cost analyses associated with systems logistic support
and develops and reviews systems acquisition projects' operating
plans and procedures to ensure logistic support considerations are
included. Provides facilitation and strategic planning expertise for
logistics engagements. Assists organizations with review of their
mission, vision, goals, and objectives and helps formulate the
organization's strategic plan. Provides guidance in the development
of overarching logistics strategies. Facilitates the conduct of
strengths, weaknesses, opportunities, and threats (SWOT) analysis
in support of strategic planning. Also facilitates the conduct of
customer needs assessments to identify specific customer
requirements for the strategic planning process. May assist in the
development of an enterprise logistics IT strategy. May also

analytical, or acquisition projects. Provides expert functional and
Experience may substitute

technologies, methods, and processes. This includes expertise in
substitute for experience.

ngineering experience.

for degree. More
advanced degrees may

develop/facilitate strategic planning war games or other scenario-
based strategic planning efforts.
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Logistics Provides high-level consultation support to personnel involved in | Masters Degree plus 8 to
performing tasking associated with logistics engineering, 10 years working
experience. Experience

Consultant II

technical support to top-level management to integrate the best
industry practices and reduce risk in implementing new
technologies, methods, and processes. This includes expertise in
one or more of the following: logistics systems, tools, assessments
of existing supply chains, implementation and change strategies,
life-cycle impact analyses, facility and location consolidations, and
transportation, distribution and spares modeling. Position may
involve the application of professional scientific approaches to
analyzing and solving a wide variety of management, operational
and modeling and simulation problems. Work may include the
application of mathematical, statistical, economic, and operations
research methods and techniques to identify and analyze
alternative solutions to problems. Duties include establishing
engineering and modeling methodology, designing solution
implementation approach, developing operating plans and
establishing project plans. Works within broad objectives to obtain
unique solutions to complex technical problems. Performs
extensive study and interpretation of the problem as necessary to
discover all issues affecting conclusion. Maintains high-level
contact with customers in defining problems and developing
appropriate solutions. Provides guidance on the preparation of
integrated logistic plans and policies and procedures for logistic
support for major systems. Ensures that proper logistics
considerations are included in system development processes at
each major milestone. Performs analyses to determine system
maintainability, reliability, and supportability requirements.
Develops systems maintenance concepts and plans and life-cycle
supply requirements and processes to meet supply requirements.
Performs cost analyses associated with systems logistic support
and develops and reviews systems acquisition projects' operating
plans and procedures to ensure logistic support considerations are
included. Provides facilitation and strategic planning expertise for
logistics engagements. Assists organizations with review of their
mission, vision, goals, and objectives and helps formulate the
organization's strategic plan. Provides guidance in the development
of overarching logistics strategies. Facilitates the conduct of
strengths, weaknesses, opportunities, and threats (SWOT) analysis
in support of strategic planning. Also facilitates the conduct of
customer needs assessments to identify specific customer
requirements for the strategic planning process. May assist in the
development of an enterprise logistics IT strategy. May also

analytical, or acquisition projects. Provides expert functional and
may substitute for degree.

develop/facilitate strategic planning war games or other scenario-
based strategic planning efforts.
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Qualifications/Minimum
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Logistics Provides high-level consultation support to personnel involved in | Masters Degree plus 12 or
more years logistics

Consultant IIT

performing tasking associated with logistics engineering,

technical support to top-level management to integrate the best
industry practices and reduce risk in implementing new
technologies, methods, and processes. This includes expertise in
one or more of the following: logistics systems, tools, assessments
of existing supply chains, implementation and change strategies,
life-cycle impact analyses, facility and location consolidations, and
transportation, distribution and spares modeling. Position may
involve the application of professional scientific approaches to
analyzing and solving a wide variety of management, operational
and modeling and simulation problems. Work may include the
application of mathematical, statistical, economic, and operations
research methods and techniques to identify and analyze
alternative solutions to problems. Duties include establishing
engineering and modeling methodology, designing solution
implementation approach, developing operating plans and
establishing project plans. Works within broad objectives to obtain
unique solutions to complex technical problems. Performs
extensive study and interpretation of the problem as necessary to
discover all issues affecting conclusion. Maintains high-level
contact with customers in defining problems and developing
appropriate solutions. Provides guidance on the preparation of
integrated logistic plans and policies and procedures for logistic
support for major systems. Ensures that proper logistics
considerations are included in system development processes at
each major milestone. Performs analyses to determine system
maintainability, reliability, and supportability requirements.
Develops systems maintenance concepts and plans and life-cycle
supply requirements and processes to meet supply requirements.
Performs cost analyses associated with systems logistic support
and develops and reviews systems acquisition projects' operating
plans and procedures to ensure logistic support considerations are

logistics engagements. Assists organizations with review of their
mission, vision, goals, and objectives and helps formulate the

of overarching logistics strategies. Facilitates the conduct of

in support of strategic planning. Also facilitates the conduct of
customer needs assessments to identify specific customer

development of an enterprise logistics IT strategy. May also

included. Provides facilitation and strategic planning expertise for

organization's strategic plan. Provides guidance in the development

strengths, weaknesses, opportunities, and threats (SWOT) analysis

requirements for the strategic planning process. May assist in the

engineering experience.

based strategic planning efforts.

develop/facilitate strategic planning war games or other scenario-

analytical, or acquisition projects. Provides expert functional and
Experience may substitute
for degree.
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Functional Responsibilities

Labor

Specialist I

Labor Category
Qualifications/Minimum
Requirements
Logistics Participates in all phases of documentation development. Assists in | Bachelors Degree in an
Documentation collecting and organizing information for preparation of user applicable technical field
or equivalent experience

manuals, training materials, installation guides, proposals, and
reports. Edits functional descriptions, system specifications, user
manuals, special reports, and other customer deliverables and
documents. Following established procedures and formats,
researches, writes, edits, and proofreads technical data for use in
documents such as manuals, procedures, and specifications.
Ensures technical documentation is accurate, complete, meets
editorial and government specifications and adheres to standards
for quality, graphics coverage, format and style. May assist in
establishing style guidelines and standards for text and illustration.
Interfaces with technical elements for clarification of data. Extracts
data from technical manuals to satisfy requirements. Obtains
material from vendor manuals for incorporation into new
documentation. Assists in production of product deliverables.
Assists in performing financial and administrative functions.
Senior Documentation Specialist may develop estimates for task
assignment; plans, coordinates, and controls all resources
necessary to accomplish tasking; and coordinates publication with
outside sources and vendors as needed. May provide work
leadership for lower level employees.

and excellent written
communication skills.
Entry level position up to
2 years experience.

Logistics
Documentation
Specialist 11

Participates in all phases of documentation development. Assists in
collecting and organizing information for preparation of user
manuals, training materials, installation guides, proposals, and
reports. Edits functional descriptions, system specifications, user
manuals, special reports, and other customer deliverables and
documents. Following established procedures and formats,
researches, writes, edits, and proofreads technical data for use in
documents such as manuals, procedures, and specifications.
Ensures technical documentation is accurate, complete, meets
editorial and government specifications and adheres to standards
for quality, graphics coverage, format and style. May assist in
establishing style guidelines and standards for text and illustration.
Interfaces with technical elements for clarification of data. Extracts
data from technical manuals to satisfy requirements. Obtains
material from vendor manuals for incorporation into new
documentation. Assists in production of product deliverables.
Assists in performing financial and administrative functions.
Senior Documentation Specialist may develop estimates for task
assignment; plans, coordinates, and controls all resources
necessary to accomplish tasking; and coordinates publication with
outside sources and vendors as needed. May provide work

Bachelors Degree in an
applicable technical field
or equivalent experience
and excellent written
communication skills.
Two to four years
technical writing and
editing experience.

leadership for lower level employees.
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Logistics Participates in all phases of documentation development. Assists in | Bachelors Degree in an
Documentation collecting and organizing information for preparation of user applicable technical field
Specialist IIT manuals, training materials, installation guides, proposals, and or equivalent experience
reports. Edits functional descriptions, system specifications, user and excellent written
manuals, special reports, and other customer deliverables and communication skills.
documents. Following established procedures and formats, Five to seven years
researches, writes, edits, and proofreads technical data for use in technical writing and
documents such as manuals, procedures, and specifications. editing experience.
Ensures technical documentation is accurate, complete, meets
editorial and government specifications and adheres to standards
for quality, graphics coverage, format and style. May assist in
establishing style guidelines and standards for text and illustration.
Interfaces with technical elements for clarification of data. Extracts
data from technical manuals to satisfy requirements. Obtains
material from vendor manuals for incorporation into new
documentation. Assists in production of product deliverables.
Assists in performing financial and administrative functions.
Senior Documentation Specialist may develop estimates for task
assignment; plans, coordinates, and controls all resources
necessary to accomplish tasking; and coordinates publication with
outside sources and vendors as needed. May provide work
leadership for lower level employees.
Logistics Participates in all phases of documentation development. Assists in | Bachelors Degree in an
Documentation collecting and organizing information for preparation of user applicable technical field
Specialist IV manuals, training materials, installation guides, proposals, and or equivalent experience

reports. Edits functional descriptions, system specifications, user
manuals, special reports, and other customer deliverables and
documents. Following established procedures and formats,
researches, writes, edits, and proofreads technical data for use in
documents such as manuals, procedures, and specifications.
Ensures technical documentation is accurate, complete, meets
editorial and government specifications and adheres to standards
for quality, graphics coverage, format and style. May assist in
establishing style guidelines and standards for text and illustration.
Interfaces with technical elements for clarification of data. Extracts
data from technical manuals to satisfy requirements. Obtains
material from vendor manuals for incorporation into new
documentation. Assists in production of product deliverables.
Assists in performing financial and administrative functions.
Senior Documentation Specialist may develop estimates for task
assignment; plans, coordinates, and controls all resources
necessary to accomplish tasking; and coordinates publication with
outside sources and vendors as needed. May provide work
leadership for lower level employees.

and excellent written

communication skills.
Seven to nine years

technical writing and
editing experience.
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Logistics Participates in all phases of documentation development. Assists in | Bachelors Degree in an
Documentation collecting and organizing information for preparation of user applicable technical field
Specialist V manuals, training materials, installation guides, proposals, and or equivalent experience
and excellent written

manuals, special reports, and other customer deliverables and
documents. Following established procedures and formats,
researches, writes, edits, and proofreads technical data for use in
documents such as manuals, procedures, and specifications.
Ensures technical documentation is accurate, complete, meets
editorial and government specifications and adheres to standards
for quality, graphics coverage, format and style. May assist in
establishing style guidelines and standards for text and illustration.
Interfaces with technical elements for clarification of data. Extracts
data from technical manuals to satisfy requirements. Obtains
material from vendor manuals for incorporation into new
documentation. Assists in production of product deliverables.
Assists in performing financial and administrative functions.
Senior Documentation Specialist may develop estimates for task
assignment; plans, coordinates, and controls all resources
necessary to accomplish tasking; and coordinates publication with
outside sources and vendors as needed. May provide work
leadership for lower level employees.

reports. Edits functional descriptions, system specifications, user
communication skills.

More than ten years
technical writing and
editing experience.

Bachelor’s Degree

Logistics Engineer [

Performs a variety of logistics engineering tasks, either
independently or under supervision, which are broad in nature and
may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and
transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such

areas as: training, logistics, acquisition management, configuration

management, data management, program control and/or manpower
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planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,
and system/support equipment acquisition documentation.
Performs a variety of logistics engineering tasks, either Bachelor’s Degree plus 2

Logistics Engineer
I

independently or under supervision, which are broad in nature and
may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and
transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,
and system/support equipment acquisition documentation.

years experience

Bachelor’s Degree plus 5

Logistics Engineer
11

Performs a variety of logistics engineering tasks, either
independently or under supervision, which are broad in nature and
may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and
transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.

years experience

Prepares and maintains the logistics support analysis record and
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database. Conducts life cycle cost analysis, optimum repair level

analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,

and system/support equipment acquisition documentation.
Bachelor’s Degree plus 7

Performs a variety of logistics engineering tasks, either
independently or under supervision, which are broad in nature and years experience

may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and
transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,

and system/support equipment acquisition documentation.
Bachelor’s Degree plus

Performs a variety of logistics engineering tasks, either
independently or under supervision, which are broad in nature and 10 years experience

may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and

Logistics Engineer
v

Logistics Engineer
\Y%
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Qualifications/Minimum
Requirements
transportability; and reliability and maintainability). Coordinates

detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,

and system/support equipment acquisition documentation.
Bachelor’s Degree plus

Logistics Engineer Performs a variety of logistics engineering tasks, either
independently or under supervision, which are broad in nature and 12 years experience

VI
may include, but not limited to, any of the following. Conducts
reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements
(maintenance planning; manpower and personnel; training and
training support; supply; support equipment; handling, storage, and
transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,
and system/support equipment acquisition documentation.
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Labor Category

Functional Responsibilities

Qualifications/Minimum

Requirements

Logistics Engineer
VII

independently or under supervision, which are broad in nature and

training support; supply; support equipment; handling, storage, and

Performs a variety of logistics engineering tasks, either

may include, but not limited to, any of the following. Conducts

reliability, maintainability and availability studies and tasks.
Evaluates and assists in developing system design for
supportability and integrated logistics support elements

(maintenance planning; manpower and personnel; training and

transportability; and reliability and maintainability). Coordinates
detailed analyses to ensure integration of support considerations
into the design process. Prepares reliability and maintainability
studies, plans predictions and models in accordance with
applicable specification. Prepares failure mode effects and
criticality analyses. Plans and conducts maintainability
demonstrations, and develops maintenance and support plans.
Prepares and maintains the logistics support analysis record and
database. Conducts life cycle cost analysis, optimum repair level
analysis, system safety analysis and human engineering analysis
and studies. Prepares test and support equipment studies, analysis
and documents. Participates in engineering design reviews,
drawing change boards, LSAR reviews, and ILS meetings.
Provides management and/or technical support to projects in such
areas as: training, logistics, acquisition management, configuration
management, data management, program control and/or manpower
planning. Provides implementation support in the areas of
technical order verification and validation, deficiency reporting,
and system/support equipment acquisition documentation.

Bachelor’s Degree plus
16 years experience

Logistics Research
Technician I

Conducts technical research, analysis, and assessment for

military/government logistics and similar projects. Performs a
variety of research, development, and/or modeling tasks. Provides
support for analysis of military/government logistics products and
processes. Communicates technical concepts for development of

military/government and technical training manuals. Draws
conclusions from factual investigation, testing and research for
military/government logistics and related projects. Prepares written

reports, drafts papers and may organize data in an online

information repository or document. Conducts factual

investigation, testing, research, and report preparation using

information gathered from a variety of sources, including
databases, government agency record review, and related research

High School Diploma or
equivalent with some
technical training. Six

months to 2 years of
related logistics research
experience.

activities.
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Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Logistics Research
Technician I1

Conducts technical research, analysis, and assessment for
military/government logistics and similar projects. Performs a
variety of research, development, and/or modeling tasks. Provides
support for analysis of military/government logistics products and
processes. Communicates technical concepts for development of
military/government and technical training manuals. Draws
conclusions from factual investigation, testing and research for
military/government logistics and related projects. Prepares written
reports, drafts papers and may organize data in an online
information repository or document. Conducts factual
investigation, testing, research, and report preparation using
information gathered from a variety of sources, including
databases, government agency record review, and related research
activities.

Technical Training
equivalent to an
Associates Degree and 2
to 3 years of related
research experience.

Logistics Research
Technician I1I

Conducts technical research, analysis, and assessment for
military/government logistics and similar projects. Performs a
variety of research, development, and/or modeling tasks. Provides
support for analysis of military/government logistics products and
processes. Communicates technical concepts for development of
military/government and technical training manuals. Draws
conclusions from factual investigation, testing and research for
military/government logistics and related projects. Prepares written
reports, drafts papers and may organize data in an online
information repository or document. Conducts factual
investigation, testing, research, and report preparation using
information gathered from a variety of sources, including
databases, government agency record review, and related research
activities.

Technical Training
equivalent to a Bachelors
Degree, with up to 2 years
of related experience.

Logistics Supply
Specialist I*

Works under supervision to perform a variety of logistics functions
which are broad in nature and include warehousing, packaging,
shipping, inventory control, requisitioning, and maintaining stock
of supplies and equipment. Responsible for: processing in/out
transactions, issuing referrals, setting control degrees, making
inquiries, tracking status, executing local purchases, reparable item
process, responding to manager review actions,
performing/supporting stockage level management and
unserviceable assets management tasking, maintaining backup
recovery files, tracking performance standards, tracking overdue
shipment process, cataloging build process, parameters user
maintenance, updating financial data, documenting demand
process, maintaining document history, and maintaining/updating
communications and interface with other logistics software
systems. Comprehends and interprets complex technical data. May
operate lightweight trucks and passenger carrying type vehicles.

High School Diploma or
equivalent vocational
training, plus 1 to 2 years
related working
experience.
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Qualifications/Minimum
Requirements
Logistics Supply | Works under supervision to perform a variety of logistics functions | High School Diploma or
Specialist I1* which are broad in nature and include warehousing, packaging, equivalent vocational
shipping, inventory control, requisitioning, and maintaining stock | training and 2 to 4 years
of supplies and equipment. Responsible for: processing in/out related experience. May
transactions, issuing referrals, setting control degrees, making substitute one year
inquiries, tracking status, executing local purchases, reparable item | military technical training
process, responding to manager review actions, in logistics and two years
performing/supporting stockage level management and experience.
unserviceable assets management tasking, maintaining backup
recovery files, tracking performance standards, tracking overdue
shipment process, cataloging build process, parameters user
maintenance, updating financial data, documenting demand
process, maintaining document history, and maintaining/updating
communications and interface with other logistics software
systems. Comprehends and interprets complex technical data. May
operate lightweight trucks and passenger carrying type vehicles.
Logistics Supply | Works under supervision to perform a variety of logistics functions Associates Degree or
Specialist 111 which are broad in nature and include warehousing, packaging, equivalent training in

shipping, inventory control, requisitioning, and maintaining stock
of supplies and equipment. Responsible for: processing in/out
transactions, issuing referrals, setting control degrees, making
inquiries, tracking status, executing local purchases, reparable item
process, responding to manager review actions,
performing/supporting stockage level management and
unserviceable assets management tasking, maintaining backup
recovery files, tracking performance standards, tracking overdue
shipment process, cataloging build process, parameters user
maintenance, updating financial data, documenting demand
process, maintaining document history, and maintaining/updating
communications and interface with other logistics software
systems. Comprehends and interprets complex technical data. May
operate lightweight trucks and passenger carrying type vehicles.

logistics and 4 or more
years of logistics
experience.
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Technician |

Labor Category Functional Responsibilities Labor
Qualifications/Minimum
Requirements
Logistics Works under supervision to perform a variety of logistics functions | High school diploma or
equivalent vocational

which are broad in nature and include warehousing, packaging,
shipping, and maintaining, repairing, and operating facilities
and/or equipment. May have experience with various logistics
support functions and automated support systems involving
maintenance planning, personnel planning, training, support
equipment, test equipment, technical and logistics data, facilities
support, and supply support. May assist in developing Integrated
Logistics Support functions (e.g. system planning, logistic
documentation, fielding, and systems replacement and/or
retirement). May assist in developing logistics support concepts,
maintenance plans and concepts. May prepare logistics support
documentation and source data, such as logistics operational
management/user documents, ILSPs, user logistic support
summaries, post production support plans, and logistics
implementation plans. May be responsible for logistics
requirements determination studies, inventory and requisition of
supplies, repair parts and equipment, and maintain stock of
supplies and equipment. May assist with RAM analysis, life-cycle
cost analysis, and LSA/LSAR. May develop/review bill of
materials (BOM).

training preferred. One to
two years related
experience required.

Logistics
Technician II

Works under supervision to perform a variety of logistics functions
which are broad in nature and include warehousing, packaging,
shipping, and maintaining, repairing, and operating facilities
and/or equipment. May have experience with various logistics
support functions and automated support systems involving
maintenance planning, personnel planning, training, support
equipment, test equipment, technical and logistics data, facilities
support, and supply support. May assist in developing Integrated

Logistics Support functions (e.g. system planning, logistic
documentation, fielding, and systems replacement and/or
retirement). May assist in developing logistics support concepts,
maintenance plans and concepts. May prepare logistics support
documentation and source data, such as logistics operational
management/user documents, ILSPs, user logistic support
summaries, post production support plans, and logistics
implementation plans. May be responsible for logistics
requirements determination studies, inventory and requisition of
supplies, repair parts and equipment, and maintain stock of

supplies and equipment. May assist with RAM analysis, life-cycle

High school diploma or
equivalent vocational
training and 2 to 4 years

related experience
required. May substitute
one year military
technical training in
logistics and 2 years
experience.

cost analysis, and LSA/LSAR. May develop/review bill of

materials (BOM).
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Qualifications/Minimum
Requirements
Logistics Works under supervision to perform a variety of logistics functions Associates Degree or

Technician III

which are broad in nature and include warehousing, packaging,
shipping, and maintaining, repairing, and operating facilities
and/or equipment. May have experience with various logistics
support functions and automated support systems involving
maintenance planning, personnel planning, training, support
equipment, test equipment, technical and logistics data, facilities
support, and supply support. May assist in developing Integrated
Logistics Support functions (e.g. system planning, logistic
documentation, fielding, and systems replacement and/or
retirement). May assist in developing logistics support concepts,
maintenance plans and concepts. May prepare logistics support
documentation and source data, such as logistics operational
management/user documents, ILSPs, user logistic support
summaries, post production support plans, and logistics
implementation plans. May be responsible for logistics
requirements determination studies, inventory and requisition of
supplies, repair parts and equipment, and maintain stock of
supplies and equipment. May assist with RAM analysis, life-cycle
cost analysis, and LSA/LSAR. May develop/review bill of
materials (BOM).

equivalent training in
logistics and 5 to 6 years
of logistics experience.

Logistics
Technician IV

Works under supervision to perform a variety of logistics functions
which are broad in nature and include warehousing, packaging,
shipping, and maintaining, repairing, and operating facilities
and/or equipment. May have experience with various logistics
support functions and automated support systems involving
maintenance planning, personnel planning, training, support
equipment, test equipment, technical and logistics data, facilities
support, and supply support. May assist in developing Integrated
Logistics Support functions (e.g. system planning, logistic
documentation, fielding, and systems replacement and/or
retirement). May assist in developing logistics support concepts,
maintenance plans and concepts. May prepare logistics support
documentation and source data, such as logistics operational
management/user documents, ILSPs, user logistic support
summaries, post production support plans, and logistics
implementation plans. May be responsible for logistics
requirements determination studies, inventory and requisition of
supplies, repair parts and equipment, and maintain stock of
supplies and equipment. May assist with RAM analysis, life-cycle
cost analysis, and LSA/LSAR. May develop/review bill of
materials (BOM).

Associates Degree or
equivalent training in
logistics and 6 to 8§ years
of logistics experience.
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Qualifications/Minimum
Requirements
Logistics Works under supervision to perform a variety of logistics functions Normally requires a

Technician V

which are broad in nature and include warehousing, packaging,
shipping, and maintaining, repairing, and operating facilities
and/or equipment. May have experience with various logistics
support functions and automated support systems involving
maintenance planning, personnel planning, training, support
equipment, test equipment, technical and logistics data, facilities
support, and supply support. May assist in developing Integrated
Logistics Support functions (e.g. system planning, logistic
documentation, fielding, and systems replacement and/or
retirement). May assist in developing logistics support concepts,
maintenance plans and concepts. May prepare logistics support
documentation and source data, such as logistics operational
management/user documents, ILSPs, user logistic support
summaries, post production support plans, and logistics
implementation plans. May be responsible for logistics
requirements determination studies, inventory and requisition of
supplies, repair parts and equipment, and maintain stock of
supplies and equipment. May assist with RAM analysis, life-cycle
cost analysis, and LSA/LSAR. May develop/review bill of
materials (BOM).

Bachelors degree and 5 to
10 years related
experience. Additional
experience may substitute
for degree requirement.
May substitute one year
military technical training
in logistics for two years
experience.

Mechanical
Engineer 1

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates

design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,

Bachelor’s Degree plus 2
years experience

logisticians, and technical support staff.
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Mechanical
Engineer 11

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Bachelor’s Degree plus 5
years experience

Mechanical
Engineer 111

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Bachelor’s Degree plus 7
years experience
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Mechanical
Engineer IV

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Bachelor’s Degree plus
10 years experience

Mechanical
Engineer V

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Master’s Degree plus 9
years experience
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Mechanical
Engineer VI

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Master’s Degree plus 12
years experience

Mechanical
Engineer VII

Possesses progressive experience in the support and sustainment of
existing or future systems to include design analysis, design of new
or modification packages, development of engineering projects,
and integration of mechanical and electro-mechanical components,
sub-systems and systems (e.g. aircraft hydraulic and/or pneumatic
systems). Provides guidance in solving complex engineering
problems, planning and conducting engineering feasibility studies
for design improvement modifications and implementation of
advanced technologies. Proficient in the evaluation,
implementation, integration, and maintenance of all hardware for
the supported environment, to include other reasonable support as
requested by the customer. Conducts analysis and/or tests
pertaining to the development of new designs, methods, materials
or processes. Completes required documentation and may provide
recommendations. Writes test procedures, compiles and evaluates
design and test data and prepares technical specifications. May
plan, conduct, technically direct and evaluate projects or major
phases of significant projects, coordinating the efforts of engineers,
logisticians, and technical support staff.

Master’s Degree plus 15
years experience
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PHS&T Specialist |

Directly supports the project/task manager in the execution of task
order activities in the area of packaging, handling, storage and
transportation (PHS&T). Provides subject matter expertise for
logistics analyses and other projects in the areas of packaging,

storage, and transportation. Provides
consultation/technical/analytical/ engineering support on
packaging issues such as packaging, labeling, bar-coding
technology analysis, design, and implementation; in the area of
material handling, to include analyses to support the design,
operations, and maintenance of materiel handling systems;
hazardous material handling procedures; recycling; and
shipping/receiving; and in the areas of storage, to include:
preservation, packing and crating, and/or storage of hazardous
materials. Provides oversight and management of junior logistics
personnel. Performs day-to-day management of assigned task
order projects in the PHS&T area. Organizes, directs, and
supervises other project personnel in the execution of task order
activities.

Bachelors Degree in an
applicable engineering
field or equivalent. Entry
level position up to 2
years logistics
engineering experience.

PHS&T Specialist
I

Directly supports the project/task manager in the execution of task
order activities in the area of packaging, handling, storage and
transportation (PHS&T). Provides subject matter expertise for
logistics analyses and other projects in the areas of packaging,

storage, and transportation. Provides
consultation/technical/analytical/ engineering support on
packaging issues such as packaging, labeling, bar-coding
technology analysis, design, and implementation; in the area of
material handling, to include analyses to support the design,
operations, and maintenance of materiel handling systems;
hazardous material handling procedures; recycling; and
shipping/receiving; and in the areas of storage, to include:
preservation, packing and crating, and/or storage of hazardous
materials. Provides oversight and management of junior logistics
personnel. Performs day-to-day management of assigned task
order projects in the PHS&T area. Organizes, directs, and
supervises other project personnel in the execution of task order
activities.

Bachelors Degree in
Logistics or related
business field (equivalent
direct military supply
related experience may be
substituted, plus a
minimum of 5 to 7 years
logistics/supply chain,
inventory control, storage
distribution, shipping and
related experien
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PHS&T Specialist
11

Directly supports the project/task manager in the execution of task
order activities in the area of packaging, handling, storage and
transportation (PHS&T). Provides subject matter expertise for
logistics analyses and other projects in the areas of packaging,

storage, and transportation. Provides
consultation/technical/analytical/ engineering support on
packaging issues such as packaging, labeling, bar-coding
technology analysis, design, and implementation; in the area of
material handling, to include analyses to support the design,
operations, and maintenance of materiel handling systems;
hazardous material handling procedures; recycling; and
shipping/receiving; and in the areas of storage, to include:
preservation, packing and crating, and/or storage of hazardous
materials. Provides oversight and management of junior logistics
personnel. Performs day-to-day management of assigned task
order projects in the PHS&T area. Organizes, directs, and
supervises other project personnel in the execution of task order
activities.

Bachelors degree in
applicable engineering
field or equivalent, plus 7
to 9 years logistics
engineering experience.

Procurement
Specialist I

Applies established purchasing regulations, policies and
procedures while assisting in the procurement of goods and
services in a Federal Government environment. Conducts
procurements in accordance with customer requirements, and in
compliance with Company procedures, U.S., state and local laws
and regulations. Negotiates, sources, awards and administers
procurement contracts. Assists Procurement /Acquisition Manager
with implementation, training and maintaining procurement
program and other change initiatives. Maintains purchasing
database integrity, associated documentation and training
materials. May coordinate, assist/conduct procurement training.
Responsible for planning, organizing, and implementing related
procurement activities. Prepares contractor consent packages and
functions as the procurement liaison with the Contracting Officer.
Executes and administers subcontracts, purchase orders, change
orders, letters, memoranda's, narratives and statistical reports and
procedures. Maintains and ensures procurement file documentation
in compliance with FAR and company policies. May assist in
special projects assigned by the Procurement/Acquisition Manager.
Duties include efforts involved in buying goods and services.
Receives requests for purchase of parts or repair of materiel.
Locates sources of supplies, requests quotes from vendors,
evaluates bids, and selects the most qualified source. Issues
purchase orders, tracks status, and expedites orders according to
customer requirements. Researches new procurement
strategies/methods to ensure utilization of procurement best
practices. Proactively initiates cost reduction/savings initiatives.

Requires 6 to 8 years
relevant experience and
proficiency in the area of
specialty. High School
Diploma or equivalent
experience required.
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Procurement Applies established purchasing regulations, policies and Bachelors Degree in
Specialist 11 procedures while assisting in the procurement of goods and Business, a related field
services in a Federal Government environment. Conducts or equivalent experience,
procurements in accordance with customer requirements, and in plus 2 to 4 years related
compliance with Company procedures, U.S., state and local laws | experience in government
and regulations. Negotiates, sources, awards and administers procurement or
procurement contracts. Assists Procurement /Acquisition Manager subcontract
with implementation, training and maintaining procurement administration.
program and other change initiatives. Maintains purchasing Experience in a technical
database integrity, associated documentation and training service environment
materials. May coordinate, assist/conduct procurement training. preferred.
Responsible for planning, organizing, and implementing related
procurement activities. Prepares contractor consent packages and
functions as the procurement liaison with the Contracting Officer.
Executes and administers subcontracts, purchase orders, change
orders, letters, memoranda's, narratives and statistical reports and
procedures. Maintains and ensures procurement file documentation
in compliance with FAR and company policies. May assist in
special projects assigned by the Procurement/Acquisition Manager.
Duties include efforts involved in buying goods and services.
Receives requests for purchase of parts or repair of materiel.
Locates sources of supplies, requests quotes from vendors,
evaluates bids, and selects the most qualified source. Issues
purchase orders, tracks status, and expedites orders according to
customer requirements. Researches new procurement
strategies/methods to ensure utilization of procurement best
practices. Proactively initiates cost reduction/savings initiatives.
Procurement Applies established purchasing regulations, policies and Bachelors Degree in
Specialist 111 procedures while assisting in the procurement of goods and Business, a related field

services in a Federal Government environment. Conducts
procurements in accordance with customer requirements, and in
compliance with Company procedures, U.S., state and local laws
and regulations. Negotiates, sources, awards and administers
procurement contracts. Assists Procurement /Acquisition Manager
with implementation, training and maintaining procurement
program and other change initiatives. Maintains purchasing
database integrity, associated documentation and training
materials. May coordinate, assist/conduct procurement training.
Responsible for planning, organizing, and implementing related
procurement activities. Prepares contractor consent packages and
functions as the procurement liaison with the Contracting Officer.
Executes and administers subcontracts, purchase orders, change
orders, letters, memoranda's, narratives and statistical reports and
procedures. Maintains and ensures procurement file documentation
in compliance with FAR and company policies. May assist in
special projects assigned by the Procurement/Acquisition Manager.

or equivalent experience,
plus 5 to 7 years related
experience in government
contract procurement
administration in the
technical service
environment.
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Duties include efforts involved in buying goods and services.
Receives requests for purchase of parts or repair of materiel.
Locates sources of supplies, requests quotes from vendors,
evaluates bids, and selects the most qualified source. Issues
purchase orders, tracks status, and expedites orders according to
customer requirements. Researches new procurement
strategies/methods to ensure utilization of procurement best
practices. Proactively initiates cost reduction/savings initiatives.

Prof Business
Specialist 1

Includes efforts identified as business development, contracts and
finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

Bachelor’s Degree

Prof Business
Specialist 11

Includes efforts identified as business development, contracts and
finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

Bachelor’s Degree plus 2
years experience
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Prof Business Includes efforts identified as business development, contracts and | Bachelor’s Degree plus 5

Specialist II1

finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

years experience

Prof Business
Specialist IV

Includes efforts identified as business development, contracts and
finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

Bachelor’s Degree plus 7
years experience

Prof Business
Specialist V

Includes efforts identified as business development, contracts and
finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

Bachelor’s Degree plus 8
years experience
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Prof Business Includes efforts identified as business development, contracts and Bachelor’s Degree plus

Specialist VI

finance in nature, including but not limited to, contract

negotiations and administration, project control, project planning

and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of

service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and

offices. Performs other duties as assigned.

10 years experience

Prof Business
Specialist VII

Includes efforts identified as business development, contracts and
finance in nature, including but not limited to, contract
negotiations and administration, project control, project planning
and scheduling, and cost estimating. Responsible for detailed
financial and administrative activities such as budgeting, reporting,
estimating, analysis, etc. Performs cost/schedule variance analysis
and provides resulting recommendations. Analyzes estimates of
service, material, equipment and production costs. Reviews
performance requirements ensuring contract is in accordance with
legal requirements and customer specifications. May assist in
developing and monitoring funding plans and may also support
tasks requiring market research, identifying business opportunities,
long range business plans, acquisition planning, and cost/benefit
tradeoff activities. May act as liaison with customer agencies and
offices. Performs other duties as assigned.

Bachelor’s Degree plus
12 years experience

PROGRAM
MANAGER 1

The Program Manager 1 manages specific tasks and ensures that
project schedules and are met and products and services are
provided in a timely and cost compliant manner. Maintains

customer liaison and direction of lower level staff. Responsible for
enforcing work standards, assigning resources and staff, preparing
and adhering to cost budgets, approving work schedules, reviewing
work, resolving discrepancies, supervising personnel, and
communicating policies, purposes, and goals of the effort to

subordinates.

Bachelor’s degree in a
business, management,
engineering, technical, or
operational area, and one
year of specialized
experience. Five years of
related experience
without a degree may be
substituted.
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PROGRAM The Program Manager 2 manages specific business, management Bachelor’s degree in a
MANAGER II and technical projects and ensures that schedules, cost and business, engineering,
technical effort is managed, and products are prepared and technical or management
delivered in a timely manner. Responsible for formulating and area and at least three
enforcing work standards, assigning resources and staff, preparing years of related
and adhering to cost budgets, approving work schedules, reviewing | experience. A master’s
work, resolving discrepancies, supervising personnel, and degree in the fields
communicating policies, purposes, and goals of the effort to described above with two
subordinates. Maintains customer liaison and direction of lower years of related
level staff. experience, or seven years
of related experience
without a degree may be
substituted.
PROGRAM The Program Manager 3 serves as the Project Manager responsible Bachelor’s degree in
MANAGER III for leading a complex task order or a group of task orders affecting | engineering, business, or
business or technical system development activity. Works with the related scientific or
client contracting officers and representatives, management technical discipline and at
personnel, staff and customer representatives. Responsible for least six years of related
formulating and enforcing work standards, assigning resources and | experience. A master’s
staff, preparing and adhering to cost budgets, approving work degree in the fields
schedules, reviewing work, resolving discrepancies, supervising described above, and five
personnel, and communicating policies, purposes, and goals of the years of experience, or
project to subordinates. Is responsible for the overall management ten years of related
of specific projects or task orders and ensures that the technical experience without a
solutions, schedules and project deliverables specified in the task degree may be
order are implemented in a timely manner. substituted.
PROGRAM The Program Manager 4 serves as a business and technical Bachelor’s degree and
MANAGER IV contract manager and maintains interface with client management nine years of business,

and technical personnel, staff members, and other customer
representatives. Maintains liaison and directs of lower level
leaders and personnel, and business and technical staff. Formulates
and enforces work standards, assigns resources and staff, prepares
and assures adherence to cost budgets, approves work schedules,
reviews work, resolves discrepancies, supervises personnel, and
communicates policies, purposes, and goals of the program to
subordinates. Performs program wide planning and integration.

engineering,
communications and/or
mission-critical systems
experience. A master’s
degree in the fields
described above and eight
years of related
experience, or thirteen
years of related
experience without a
degree may be
substituted.
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PROGRAM The Program Manager 5 is experienced in managing Bachelor’s degree in
MANAGER V multidisciplinary business, technology or research programs. business, management,
Serves as the contract manager and authorized interface with the engineering, or related
client management personnel, staff members, and customer discipline and thirteen
representatives. Develops cost projections, controls and reports years of systems
cost, formulates and enforces work standards, assigns cost experience. A master’s
allocations and work schedules, reviews and resolves work degree in the fields
discrepancies, supervises personnel, and communicates policies described above and
and goals of the organization to subordinates. Maintains liaison twelve years of
and direction of lower level managers, business and engineering experience, or seventeen
staff. Leads cross-functional technical teams, and uses business, years of experience
management and technical staff effectively. Uses management without a degree may be
skills to achieve program results, and is responsible for overall substituted.
contract performance.
PROGRAM The Program Manager 6 is experienced in managing complex Master’s degree in a
MANAGER VI multidisciplinary advanced technology and research programs. scientific, engineering,
Serves as the primary contract manager and authorized interface business, organizational
with client management personnel, staff members, and customer or related discipline and
representatives. Responsible for developing cost projections, sixteen years of
controlling and reporting cost, formulating and enforcing work experience. A Bachelor’s
standards, assigning staff work schedules, reviewing and resolving degree in the fields
work discrepancies, supervising personnel, and communicating described above and
policies, purposes, and goals of the organization to subordinates. seventeen years of
Maintains liaison and direction of lower level Program Managers, experience, or twenty
business and technical staff. Responsible for leading cross- years of experience
functional business, management or technical teams; using staff without a degree may be
effectively; employing management and engineering skills to substituted.
achieve program results, and is responsible for overall contract
performance. Performs enterprise-wide integration planning and
interfaces to other functional systems.
PROGRAM The Program Manager 7 has extensive experience in managing Doctorate degree in
MANAGER VII

complex multidisciplinary business, advanced technology, research
or development programs. Serves as the primary contract manager
and authorized interface with the client’s management personnel,
staff members, and customer representatives.
Recruits/retains/assigns staff and subject matter experts as
appropriate for perform tasks. Responsible for developing cost
projections, controlling and reporting cost, formulating and
enforcing work standards, assigning staff work schedules,
reviewing and resolving work discrepancies, supervising
personnel, and communicating policies, purposes, and goals of the
organization to subordinates. Maintains liaison and direction of
lower level managers, business and technical staff. Responsible for
leading cross-functional technical teams, using engineering staff
effectively, using skills to achieve program results, and is

responsible for managing overall contract performance. Performs

scientific, engineering,
business, organizational
or a related discipline and
seventeen years of
experience. A master’s
degree in the fields
described above and
nineteen years of
experience, or a
bachelor’s degree and
twenty years of
experience may be
substituted.
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enterprise-wide integration planning and interfaces to other
functional systems.

Programming
Analyst |

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate
user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes
specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Bachelor’s Degree

Programming
Analyst 11

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate

Bachelor’s Degree plus 2
years experience
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user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes
specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Programming
Analyst 111

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate
user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes
specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Bachelor’s Degree plus 5
years experience
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Programming
Analyst IV

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate
user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes
specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Bachelor’s Degree plus 7
years experience

Programming
Analyst V

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate
user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes

Bachelor’s Degree plus
10 years experience
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specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Programming
Analyst VI

Plans, develops, tests and documents computer programs, working
from detailed source data provided by senior programmers or
systems analysts. Works on assignments requiring non-standard
programming techniques. Analyzes and evaluates complex data
processing systems, both current and proposed, translating
business area customer information system requirements into
detailed system/program requirements. May act as a Team Leader
and provide technical leadership and guidance to programmers and
technical staff. Provides alternatives, recommendations, and
assistance to managers involved in the development, integration,
and installation of business information systems. Participates in
system requirement and design walk through sessions with
business area customers. Position requires computer
programming, analyses and design knowledge of various degrees
as well as designing software and implementing databases.
Performs structured data processing design analysis to translate
user requirements into plans for system input, output files, data
dictionaries, controls, and processing methods. Writes
specifications, work statements, and proposals. Designs and
develops documentation of data requirements. Provides
methodologies for evaluating moderately complex tasks. Works
with analysts and users to identify current operating procedures
and clarify program objectives. Outlines steps required to develop
a program, including diagrams and charts. Writes program
documentation and user operation guidelines. Assists users to
resolve operations problems and may provide technical assistance
to users. Provides technical assistance to lower level
programmers. Performs other duties, as assigned.

Bachelor’s Degree plus
12 years experience
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Project Engineer |

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus 7
years experience

Project Engineer 11

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
10 years experience
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Project Engineer III

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
12 years experience

Project Engineer [V

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
12 years experience (5+
yrs specialized)
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Project Engineer V

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
16 years experience

Project Engineer VI

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
16 years experience (8+
yrs specialized)
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Project Engineer
VII

Responsible for technical/administrative leadership of a project or
group of projects within the programmatic guidelines set by the
Program Manager and customer. Ensures work scope, schedule

and budget are defined and maintained. Provides coordination
between resource managers/supervisors and ensures all necessary
reviews and approvals are received as the project proceeds.

Experience in the development of systems engineering processes

and procedures. Knowledge of and experience with the
commercially available systems engineering requirements and data
management software tools. Reviews completion and
implementation of project and/or solution of assigned projects.
Analyzes, investigates and develops project guidelines.
Coordinates logisticians, engineers, technicians and other technical
staff. Interacts with vendors to provide products and services.
Reports and recommends changes to project improvements to
management. Provides direct support to Project and Program
Manager. Provides technical consultation. May directly or
indirectly supervise lower level engineers assigned to the project.

Bachelor’s Degree plus
16 years experience (10+
yrs specialized)

Quality Analyst I

Performs quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, and adapts and/or implements a quality assurance
program for a project/program which may include, but is not
limited to, assessments, inspections, evaluations, and certifications.
Defines and develops quality standards for receiving, in-process
and final inspection and reviews and evaluates any rejections
implementing corrective action as needed. Interfaces with
customers, vendors and various company departments to resolve
quality problems. Conducts and assists with benchmarking and
surveys. Provides management with feedback on inspection and
test trends, returns and vendor performance. May conduct Quality
Assurance training. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and performs audits.
May provide technical support to inspection personnel.
Periodically reports results to management and may supervise
assistants when required. May provide work leadership, guidance,

Bachelor’s Degree

and direction to lower level employees.
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Quality Analyst 11

Performs quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, and adapts and/or implements a quality assurance
program for a project/program which may include, but is not
limited to, assessments, inspections, evaluations, and certifications.
Defines and develops quality standards for receiving, in-process
and final inspection and reviews and evaluates any rejections
implementing corrective action as needed. Interfaces with
customers, vendors and various company departments to resolve
quality problems. Conducts and assists with benchmarking and
surveys. Provides management with feedback on inspection and
test trends, returns and vendor performance. May conduct Quality
Assurance training. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and performs audits.
May provide technical support to inspection personnel.
Periodically reports results to management and may supervise
assistants when required. May provide work leadership, guidance,
and direction to lower level employees.

Bachelor’s Degree plus 2
years experience

Quality Analyst III

Performs quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, and adapts and/or implements a quality assurance
program for a project/program which may include, but is not
limited to, assessments, inspections, evaluations, and certifications.
Defines and develops quality standards for receiving, in-process
and final inspection and reviews and evaluates any rejections
implementing corrective action as needed. Interfaces with
customers, vendors and various company departments to resolve
quality problems. Conducts and assists with benchmarking and
surveys. Provides management with feedback on inspection and
test trends, returns and vendor performance. May conduct Quality
Assurance training. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and performs audits.
May provide technical support to inspection personnel.
Periodically reports results to management and may supervise
assistants when required. May provide work leadership, guidance,
and direction to lower level employees.

Bachelor’s Degree plus 5
years experience
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Quality Analyst [V

Performs quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, and adapts and/or implements a quality assurance
program for a project/program which may include, but is not
limited to, assessments, inspections, evaluations, and certifications.
Defines and develops quality standards for receiving, in-process
and final inspection and reviews and evaluates any rejections
implementing corrective action as needed. Interfaces with
customers, vendors and various company departments to resolve
quality problems. Conducts and assists with benchmarking and
surveys. Provides management with feedback on inspection and
test trends, returns and vendor performance. May conduct Quality
Assurance training. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and performs audits.
May provide technical support to inspection personnel.
Periodically reports results to management and may supervise
assistants when required. May provide work leadership, guidance,
and direction to lower level employees.

Bachelor’s Degree plus 7
years experience

Quality Analyst V

Performs quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, and adapts and/or implements a quality assurance
program for a project/program which may include, but is not
limited to, assessments, inspections, evaluations, and certifications.
Defines and develops quality standards for receiving, in-process
and final inspection and reviews and evaluates any rejections
implementing corrective action as needed. Interfaces with
customers, vendors and various company departments to resolve
quality problems. Conducts and assists with benchmarking and
surveys. Provides management with feedback on inspection and
test trends, returns and vendor performance. May conduct Quality
Assurance training. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and performs audits.
May provide technical support to inspection personnel.
Periodically reports results to management and may supervise
assistants when required. May provide work leadership, guidance,
and direction to lower level employees.

Bachelor’s Degree plus
10 years experience
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Quality Assurance
Specialist I

Perform quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, adapts and/or implements a quality assurance
program for a project/program. Aspects to be included consist of
assessments, inspections, evaluations, and certifications, as
applicable. Defines and develops quality standards for receiving,
in-process and final inspection in accordance with company and
contractual requirements. Reviews and evaluates complex, in-
process rejections and implements corrective action as needed.
Interfaces with customers, vendors and various company
departments to resolve quality problems. Participates in and may
lead audits. Conducts and assists with benchmarking and surveys.
Provides management with feedback on inspection and test trends,
returns and vendor performance. Conducts Quality Assurance
training. Participates in development, implementation and
execution of certification programs for testing. Ensures that
documentation is in conformance with approved test and quality
assurance standards and writes both testing and certification
compliance reports. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and discrepancies.
Performs audits and provides technical advice to the development
team. Writes inspection procedures. May provide technical
support to inspection personnel. Periodically report results to
management and supervises assistants when required. May
provide work leadership, guidance, and direction to lower level

Bachelors Degree or
equivalent experience.
Entry level position up to
2 years experience.

employees.
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Quality Assurance
Specialist 11

Perform quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, adapts and/or implements a quality assurance
program for a project/program. Aspects to be included consist of
assessments, inspections, evaluations, and certifications, as
applicable. Defines and develops quality standards for receiving,
in-process and final inspection in accordance with company and
contractual requirements. Reviews and evaluates complex, in-
process rejections and implements corrective action as needed.
Interfaces with customers, vendors and various company
departments to resolve quality problems. Participates in and may
lead audits. Conducts and assists with benchmarking and surveys.
Provides management with feedback on inspection and test trends,
returns and vendor performance. Conducts Quality Assurance
training. Participates in development, implementation and
execution of certification programs for testing. Ensures that
documentation is in conformance with approved test and quality
assurance standards and writes both testing and certification
compliance reports. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and discrepancies.
Performs audits and provides technical advice to the development
team. Writes inspection procedures. May provide technical
support to inspection personnel. Periodically report results to
management and supervises assistants when required. May
provide work leadership, guidance, and direction to lower level

employees.

Bachelor's Degree or
equivalent experience,
plus 2 to 4 years of
related experience.

Authorized Federal Supply Schedule Price List
47QTCA21D0031

Page 293




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Quality Assurance
Specialist 111

Perform quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, adapts and/or implements a quality assurance
program for a project/program. Aspects to be included consist of
assessments, inspections, evaluations, and certifications, as
applicable. Defines and develops quality standards for receiving,
in-process and final inspection in accordance with company and
contractual requirements. Reviews and evaluates complex, in-
process rejections and implements corrective action as needed.
Interfaces with customers, vendors and various company
departments to resolve quality problems. Participates in and may
lead audits. Conducts and assists with benchmarking and surveys.
Provides management with feedback on inspection and test trends,
returns and vendor performance. Conducts Quality Assurance
training. Participates in development, implementation and
execution of certification programs for testing. Ensures that
documentation is in conformance with approved test and quality
assurance standards and writes both testing and certification
compliance reports. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and discrepancies.
Performs audits and provides technical advice to the development
team. Writes inspection procedures. May provide technical
support to inspection personnel. Periodically report results to
management and supervises assistants when required. May
provide work leadership, guidance, and direction to lower level

Bachelors Degree or
equivalent experience,
plus 5 to 7 years related
experience.

employees.
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Quality Assurance
Specialist IV

Perform quality assurance efforts including maintaining quality
records, performing quality audits, and maintaining quality
assurance standards to meet evolving industry and government
quality requirements. Reports independently of line management
for functions being audited or where inspections are performed.
Develops design, adapts and/or implements a quality assurance
program for a project/program. Aspects to be included consist of
assessments, inspections, evaluations, and certifications, as
applicable. Defines and develops quality standards for receiving,
in-process and final inspection in accordance with company and
contractual requirements. Reviews and evaluates complex, in-
process rejections and implements corrective action as needed.
Interfaces with customers, vendors and various company
departments to resolve quality problems. Participates in and may
lead audits. Conducts and assists with benchmarking and surveys.
Provides management with feedback on inspection and test trends,
returns and vendor performance. Conducts Quality Assurance
training. Participates in development, implementation and
execution of certification programs for testing. Ensures that
documentation is in conformance with approved test and quality
assurance standards and writes both testing and certification
compliance reports. Performs and coordinates quality assurance
activities such as the design and development of test plans, criteria
and procedures, to assemble test data, and conduct, evaluate, and
verify test results. Documents procedures and discrepancies.
Performs audits and provides technical advice to the development
team. Writes inspection procedures. May provide technical
support to inspection personnel. Periodically report results to
management and supervises assistants when required. May
provide work leadership, guidance, and direction to lower level
employees.

Bachelors Degree or
equivalent experience,
plus 7 to 9 years related
experience.

Research Specialist
I

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required for
fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares

High School Diploma or
equivalent, with some
college or technical
training preferred, plus 1
year related laboratory
experience.
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operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
Plans methods and procedures, sets up and operates equipment and
test apparatus, diagnostic devices and related equipment. Provides
fabrication, assembly, installation, maintenance, modification,
testing and related technical support activities for research and
development experiments and procedures. May provide work
leadership to lower level employees.

Research Specialist
II

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required for
fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
Plans methods and procedures, sets up and operates equipment and
test apparatus, diagnostic devices and related equipment. Provides
fabrication, assembly, installation, maintenance, modification,
testing and related technical support activities for research and
development experiments and procedures. May provide work
leadership to lower level employees.

Technical training
equivalent to an
Associates Degree and 2
to 3 years related research
laboratory experience.

Research Specialist
111

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required for
fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation

Technical training
equivalent to an
Associates Degree and 3
to 5 years related research
laboratory experience
including knowledge of
physics, geosciences,
engineering, optics, or
other specialized area.
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systems and/or experimental facilities, and for providing technical

support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications

and technical summary reports. Diagnoses and debugs operational

equipment problems and decides on repair or replacement actions.

Plans methods and procedures, sets up and operates equipment and

test apparatus, diagnostic devices and related equipment. Provides
fabrication, assembly, installation, maintenance, modification,
testing and related technical support activities for research and
development experiments and procedures. May provide work

leadership to lower level employees.

Research Specialist
v

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required for
fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
Plans methods and procedures, sets up and operates equipment and
test apparatus, diagnostic devices and related equipment. Provides
fabrication, assembly, installation, maintenance, modification,
testing and related technical support activities for research and
development experiments and procedures. May provide work
leadership to lower level employees.

Technical training
equivalent to an
Associates degree and 5
to 7 years of related
research laboratory
experience. Requires
expertise in one of the
following: physics,
engineering, optics, or
other specialized area.
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Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Research Specialist
\Y%

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required for
fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
Plans methods and procedures, sets up and operates equipment and
test apparatus, diagnostic devices and related equipment. Provides
fabrication, assembly, installation, maintenance, modification,
testing and related technical support activities for research and
development experiments and procedures. May provide work
leadership to lower level employees.

Technical training
equivalent to an
Associates Degree, plus
7+ years related research
laboratory experience.
Requires experience in
one of the following:
physics, engineering,
optics, or other
specialized area.

Research
Technician |

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

High School Diploma
plus 5 years experience
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Research Collaborates with project scientists and or engineers in the design, | Associate’s Degree plus 3

Technician II

development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

years experience

Research
Technician III

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

Associate’s Degree plus 6
years experience
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Research Collaborates with project scientists and or engineers in the design, | Bachelor’s Degree plus 5

Technician IV

development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

years experience

Research
Technician V

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

Bachelor’s Degree plus 7
years experience
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Research Collaborates with project scientists and or engineers in the design, Bachelor’s Degree plus

Technician VI

development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

10 years experience

Research
Technician VII

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

Bachelor’s Degree plus
12 years experience
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Research
Technician VIII

Collaborates with project scientists and or engineers in the design,
development and evaluation of experimental apparatus, equipment,
experimental facilities and instrumentation systems. Directs the
development of apparatus, equipment and systems by interpreting
objectives and translating them into design concepts and definition
of job requirements. Plans the methods and procedures required
for fabricating, assembling, installing and testing a variety of
experimental apparatus and equipment. Collects data and analyzes
results from experiments and assists in the preparation of reports
relating such results to project objectives. Applications may be in
such specialized areas as radiography, technical photography, etc.
Responsible for the safe and correct operation of major
subsystems, research experiments, apparatus, instrumentation
systems and/or experimental facilities, and for providing technical
support in executing research and development projects. Prepares
operational procedures, equipment and materials, specifications
and technical summary reports. Diagnoses and debugs operational
equipment problems and decides on repair or replacement actions.
May provide work leadership to lower level employees.

Bachelor’s Degree plus
16 years experience

Security Manager I

Possesses advanced practical experience in managing diverse
protection programs with emphasis in managing security or related
operations such as Acquisition RDT&E or technology based
programs of complex proportions, project development from
inception to deployment, expertise in management and control of
contract funds and resources, demonstrated capability in managing
multi-task contracts and/or subcontracts of various complexity.
General experience includes increasing responsibilities within the
discipline and/or management. Related security experience may
include physical, IT, personnel, and OPSEC. Knowledge of
DCIDS, NISPOMs, and other government policy documents
required. Should possess security experience in all disciplines of
security within the collateral/SAP/SAR/SCI environment. Must
have a Top Secret Clearance and be eligible for DoE, SAP/SAR,
ACI and other government agency access. Supports Program
Manager in matters relating to overall contract performance,
program personnel, reports, and contract deliverables. Provides
guidance on both technical and non-technical matters. Develops
and implements work plans to insure work is performed within
schedule and all program requirements are met or exceeded.

Bachelor’s Degree plus 5
years experience
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Security Manager II Possesses advanced practical experience in managing diverse

protection programs with emphasis in managing security or related
operations such as Acquisition RDT&E or technology based
programs of complex proportions, project development from
inception to deployment, expertise in management and control of
contract funds and resources, demonstrated capability in managing
multi-task contracts and/or subcontracts of various complexity.
General experience includes increasing responsibilities within the
discipline and/or management. Related security experience may
include physical, IT, personnel, and OPSEC. Knowledge of
DCIDS, NISPOMs, and other government policy documents
required. Should possess security experience in all disciplines of
security within the collateral/SAP/SAR/SCI environment. Must
have a Top Secret Clearance and be eligible for DoE, SAP/SAR,
ACI and other government agency access. Supports Program
Manager in matters relating to overall contract performance,
program personnel, reports, and contract deliverables. Provides
guidance on both technical and non-technical matters. Develops
and implements work plans to insure work is performed within
schedule and all program requirements are met or exceeded.

Bachelor’s Degree plus 7
years experience

Security Manager
11

Possesses advanced practical experience in managing diverse
protection programs with emphasis in managing security or related
operations such as Acquisition RDT&E or technology based

programs of complex proportions, project development from
inception to deployment, expertise in management and control of
contract funds and resources, demonstrated capability in managing
multi-task contracts and/or subcontracts of various complexity.
General experience includes increasing responsibilities within the
discipline and/or management. Related security experience may
include physical, IT, personnel, and OPSEC. Knowledge of
DCIDS, NISPOMs, and other government policy documents
required. Should possess security experience in all disciplines of
security within the collateral/SAP/SAR/SCI environment. Must
have a Top Secret Clearance and be eligible for DoE, SAP/SAR,
ACI and other government agency access. Supports Program
Manager in matters relating to overall contract performance,
program personnel, reports, and contract deliverables. Provides
guidance on both technical and non-technical matters. Develops
and implements work plans to insure work is performed within

schedule and all program requirements are met or exceeded.

Bachelor’s Degree plus 8
years experience
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Security Manager

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

v

Possesses advanced practical experience in managing diverse

operations such as Acquisition RDT&E or technology based
programs of complex proportions, project development from
inception to deployment, expertise in management and control of

multi-task contracts and/or subcontracts of various complexity.
General experience includes increasing responsibilities within the
discipline and/or management. Related security experience may
include physical, IT, personnel, and OPSEC. Knowledge of
DCIDS, NISPOMs, and other government policy documents
required. Should possess security experience in all disciplines of
security within the collateral/SAP/SAR/SCI environment. Must
have a Top Secret Clearance and be eligible for DoE, SAP/SAR,
ACI and other government agency access. Supports Program
Manager in matters relating to overall contract performance,
program personnel, reports, and contract deliverables. Provides
guidance on both technical and non-technical matters. Develops
and implements work plans to insure work is performed within
schedule and all program requirements are met or exceeded.

protection programs with emphasis in managing security or related

contract funds and resources, demonstrated capability in managing

Bachelor’s Degree plus
10 years experience

Security Manager V

Possesses advanced practical experience in managing diverse
protection programs with emphasis in managing security or related
operations such as Acquisition RDT&E or technology based

programs of complex proportions, project development from
inception to deployment, expertise in management and control of
contract funds and resources, demonstrated capability in managing
multi-task contracts and/or subcontracts of various complexity.
General experience includes increasing responsibilities within the
discipline and/or management. Related security experience may
include physical, IT, personnel, and OPSEC. Knowledge of
DCIDS, NISPOMs, and other government policy documents
required. Should possess security experience in all disciplines of
security within the collateral/SAP/SAR/SCI environment. Must
have a Top Secret Clearance and be eligible for DoE, SAP/SAR,
ACI and other government agency access. Supports Program
Manager in matters relating to overall contract performance,
program personnel, reports, and contract deliverables. Provides
guidance on both technical and non-technical matters. Develops
and implements work plans to insure work is performed within

schedule and all program requirements are met or exceeded.

Bachelor’s Degree plus
12 years experience

Authorized Federal Supply Schedule Price List

47QTCA21D0031

Page 304



(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Senior Data
Specialist

Responsible for scheduling, tracking, editing and submission of
contractual data items. Prepares subcontractor technical data
requirements lists and data item specifications. Provides monthly
reporting of metrics, routine and specialized database tracking
reports. Provides information to responsible work package
managers to assist with timely submission of CDRL items.
Monitors all subcontract data items for timely submission, content
and required format.

Bachelors Degree in
Engineering, Business
Administration,
Communications or
related technical field, or
equivalent experience.
Five years of project
engineering experience,
with supervisory
experience preferred.

Sr. Technician I

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Associate’s Degree plus 6
years experience

Sr. Technician 11

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Bachelor’s Degree plus 5
years experience

Sr. Technician 111

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Bachelor’s Degree plus 7
years experience
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Sr. Technician IV

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Bachelor’s Degree plus
10 years experience

Sr. Technician V

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Bachelor’s Degree plus
12 years experience

Sr. Technician VI

Provides general technical support for engineering tasks. Support
functions may include: various logistics support functions and
automated support systems involving maintenance planning,
personnel planning, training, support equipment, test equipment,
technical and logistics data, facilities support, and supply support;
assisting in design, development and evaluation of experimental
apparatus, equipment, experimental facilities and instrumentation
systems; repairs, rebuilds or overhauls major assemblies of
machines or automobiles; and other general engineering support
functions. May supervise/manage others.

Bachelor’s Degree plus
16 years experience

SUBJECT
MATTER EXPERT
1 (LOGWORLD)

Recognized at the industry level in a technical field or highly
specialized engineering or technology area and is proficient in
relevant engineering and logistics principles and practices. Applies
experience, skills, and/or expert knowledge within a
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new
products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or
technology subject area. Recognized at the industry level as a

Bachelors Degree plus 2
to 4 years working
experience. Experience
may substitute for degree.
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major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 1 serves as a senior client advisor for Master’s degree in
MATTER EXPERT agency programs and projects. Responsibilities include business, management,
I (MOBIS) participating, advising, leading or guiding the efforts of personnel engineering or a related
in high level, highly complex efforts. Makes recommendations, scientific or technical
contributes to, prepares and/or presents briefings of innovative discipline, and five years
business, management, technology, operational initiatives, policy of related experience. A
formulation, professional or strategic goals. Elicits requirements Bachelors degree in the
for strategic programs from the user community and may define fields described above
business, management, or technical projects. Will use broad-based and six years of related
knowledge and experience to advise or lead personnel or teams in experience, or ten years
the design, acquisition, installation, operation and maintenance of of related experience
equipment and systems. Provides advice on overall team efforts. without the degree may
Performs highly specific studies within a focused range of topics. be substituted.
SUBJECT Recognized at the industry level in a technical field or highly Bachelors Degree plus 5
MATTER EXPERT specialized engineering or technology area and is proficient in to 7 years working
II (LOGWORLD) | relevant engineering and logistics principles and practices. Applies | experience. Experience
experience, skills, and/or expert knowledge within a may substitute for degree.
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new
products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or
technology subject area. Recognized at the industry level as a
major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 2 is responsible for implementing, Doctorate Degree and six
MATTER EXPERT | establishing, supporting and/or providing specialized guidance on years of experience in a
II (MOBIS) business, management, scientific, operational, engineering, scientific, engineering,

technical, policy, and professional issues. Responsibilities include
participating, advising, leading or guiding the efforts of personnel
in high-level, highly complex efforts. Makes recommendations,
contributes to, prepares and/or presents briefings of innovative
business, management, technology, operational initiatives, policy
formulation, professional or strategic goals. Acts independently or
leads teams to support the definition and execution of projects.
Uses broad-based knowledge and experience to assure consistency
of overall team efforts. Uses highly specialized knowledge of
reliability and maintainability to minimize life cycle costs of

operational, technical,
policy, or professional
discipline. A Master’s
Degree and eight years, a
Bachelor’s Degree and
nine years of related
experience, or thirteen
years of related
experience without a
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professional or policy areas. Responsibilities include: identifying
or responding to business, management, scientific, engineering,
operational, professional and policy issues; conducting expert
analysis and assessment of these issues; and providing expert
advice regarding major program/project activities. Activities
include acting independently or leading and guiding the efforts of
business, scientific, engineering, operational, technical, policy and
professional level personnel in high level, highly complex efforts.
May be called upon to provide inputs, prepare and or present high-
level briefings on innovative business, management, technical or
strategic topics. Generally the Subject Matter Expert has attained
recognition as a reliable source of specialized expertise within the

Labor Category Functional Responsibilities Labor
Qualifications/Minimum
Requirements
finished products. Provides narrow band, highly specific studies on degree may be
a wide range of topics. substituted.
SUBJECT Recognized at the industry level in a technical field or highly Masters Degree plus 5 to
MATTER EXPERT specialized engineering or technology area and is proficient in 7 years working
III (LOGWORLD) | relevant engineering and logistics principles and practices. Applies | experience. Experience
experience, skills, and/or expert knowledge within a may substitute for degree.
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new
products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or
technology subject area. Recognized at the industry level as a
major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 3 is a senior professional with unique | Doctorate Degree and ten
MATTER EXPERT | credentials who acts as an advisor on complex and critical efforts years of experience in a
III (MOBIS) in specific business, management, functional, technical, and scientific, engineering,

operational, technical,
policy, or professional
discipline. A Master’s
Degree and twelve years,
or a Bachelor’s Degree
and thirteen years of
related similar experience
may be substituted.

business or scientific communities.
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SUBJECT Recognized at the industry level in a technical field or highly Bachelors Degree plus 10
MATTER EXPERT specialized engineering or technology area and is proficient in to 12 years working
IV (LOGWORLD) | relevant engineering and logistics principles and practices. Applies | experience. Experience
experience, skills, and/or expert knowledge within a may substitute for degree.
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new
products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or
technology subject area. Recognized at the industry level as a
major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 4 is a senior professional with unique Doctorate Degree and
MATTER EXPERT | expertise who acts as an advisor on complex and critical efforts in fourteen years of
IV (MOBIS) specific business, management, functional, technical, and experience in a business,
professional or policy areas. Responsibilities include: identifying management, scientific,
and/or responding to business, management, scientific, engineering, operational,
engineering, operational, professional and policy issues; technical, policy, or
conducting expert analysis and assessment of these issues; and professional discipline. A
providing expert advice regarding major program/project activities. Master’s Degree and
Activities include acting independently or leading and guiding the sixteen years, or a
efforts of business, scientific, engineering, operational, technical, Bachelor’s Degree and
policy and professional level personnel in high level, highly seventeen years of related
complex efforts. May be called upon to provide inputs, prepare | similar experience may be
and or present high-level briefings of innovative business substituted.
management, technical or strategic goals. Generally the Subject
Matter Expert has attained certification or industry recognition as a
source of specialized expertise.
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SUBJECT Recognized at the industry level in a technical field or highly Masters Degree plus 9 to
MATTER EXPERT specialized engineering or technology area and is proficient in 11 years working
V (LOGWORLD) | relevant engineering and logistics principles and practices. Applies | experience. Experience
experience, skills, and/or expert knowledge within a may substitute for degree.
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new
products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or
technology subject area. Recognized at the industry level as a
major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 5 is a senior professional with unique Doctorate Degree and
MATTER EXPERT | credentials who acts as an advisor in complex and critical efforts. seventeen years of
V (MOBIS) The individual provides subject matter expertise in specific experience in a scientific,
business, management, functional, technical, professional or policy | engineering, operational,
areas of the project. Responsibilities include: identifying issues; technical, policy, or
conducting expert analysis and assessment of these issues; and professional discipline. A
providing expert advice to major program/project leaders. May act Master’s Degree and
independently, support, lead, or guide high level complex efforts nineteen years, or a
or preparation of complex products. May be called upon to provide | Bachelor’s Degree and
inputs, prepare and/or present high-level briefings of innovative twenty years of related
technological or strategic goals. Generally the Subject Matter experience is required.
Expert 5 has attained significant recognition as an authoritative
source of expertise within a specific business or scientific area.
SUBJECT Recognized at the industry level in a technical field or highly Masters Degree plus 12 or
MATTER EXPERT specialized engineering or technology area and is proficient in more years working
VI (LOGWORLD) | relevant engineering and logistics principles and practices. Applies | experience. Experience

experience, skills, and/or expert knowledge within a
logistics/engineering subdiscipline to broad, complex assignments.
Generates revolutionary concepts as evidenced by synthesis of new

products or processes. Creates or uses powerful tools to develop
solutions for technical engineering or scientific problems. Utilizes
and develops tools, techniques, processes and/or facilities such as
state-of-the-art simulation environments, laboratories, and test
facilities. Duties may include analysis of complex problems,
definition of functional requirements, resource allocation,
operations research, modeling and process analysis and design.
Provides leadership and technical direction for logistics and
engineering activities in a specialized engineering discipline or

may substitute for degree.
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technology subject area. Recognized at the industry level as a
major contributor to the technical planning process and for
providing technical management and guidance.
SUBJECT The Subject Matter Expert 6 is a senior professional with unique Doctorate Degree and
MATTER EXPERT | credentials and provides expert advisor/contributions in complex | seventeen years of related
VI (MOBIS) and critical efforts. The individual must be skilled in providing specialized experience in
unique, subject matter expertise in specific functional, technical, a business, management,
professional or policy areas of the project. Responsibilities scientific, engineering,
include: investigating or identifying business, scientific, operational, technical,
technology, engineering, operational, professional and/or policy policy, or professional,
issues; conducting expert analysis of these issues; and providing discipline. A Master’s
expert advice in support of major programs/projects. Assignments Degree and nineteen
may require independent action, leading and/or guiding the efforts years or a Bachelor’s
of peers, leading or collaborating with top level working groups Degree and twenty years
and personnel involved in high level, highly complex efforts. The of related similar
individual may be called upon to provide inputs, prepare and/or experience may be
present high-level briefings of an innovative business, substituted.
management, and technological or strategic nature. Generally the
Subject Matter Expert Level 6 is broadly recognized as an
authoritative, trusted source of expertise within the business or
scientific community.
SUBJECT The Subject Matter Expert 7 is a senior professional who possesses Doctorate Degree and
MATTER EXPERT in-depth, demonstrated, and recognized expertise in a highly seventeen years of

VII (MOBIS)

specialized, esoteric field. The individual possess unique
credentials that are not readily available nationally, and supports
complex and critical efforts by providing unique subject matter
expertise in specific business, functional, technical, professional or
policy areas. The position requires the ability to identify
underlying business, management, scientific, technical,
programmatic, operational, and policy issues, and to provide expert
analysis and recommended courses of action for major
programs/projects. Responsibilities relate to business,
management, research, technology assessment, concept
formulation, development or production, and include advising
senior level/executive level personnel on high level, highly
complex topics, within a specific sphere of expertise; conducting
expert analysis and providing assessment and recommended
courses of action to major program/project activities. May be
called upon to prepare and or present high-level briefings of
innovative technological or strategic goals. Generally the Subject
Matter Expert 7 has attained high levels of authority and
recognition as a source of specialized expertise within the business
or scientific community.

experience in a business,
management, scientific,
engineering, operational,
technical, policy, or
professional, discipline. A
Master’s Degree and
nineteen years of related
experience, or a
Bachelor’s Degree and
twenty years of similar
experience may be
substituted.
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SUBJECT The Subject Matter Expert 8 is a senior professional possessing Doctorate Degree and
MATTER EXPERT unique credentials in an esoteric field that are not readily seventeen years of
VIII (MOBIS) accessible either nationally or worldwide. The individual acts as experience in a specific
an advisor and provides support to complex and critical efforts that | and scarcely populated
require scarce and highly specific investigative or leadership field. A master’s degree
capability. The position requires the ability to identify underlying and nineteen years, or a
business, management, scientific, technical, programmatic, Bachelor’s Degree and
operational, and policy issues, and to provide expert analysis, twenty years of related
assessment, and recommended courses of action for major and similar experience
programs/projects. Responsibilities relate to business, may be substituted.
management, research, technology assessment, concept
formulation, development or production, and include advising
senior level/executive level personnel on high level, highly
complex topics. This includes preparing and/or presenting client
and industry/association briefings of innovative business,
technological or strategic goals. Generally the Subject Matter
Expert level 8 has attained the highest levels of recognition as an
authoritative source of expertise within the business or scientific
community.
Supply Technician Performs a wide range of substantive clerical/technical support High School or equivalent
I* work. Accomplishes inventory accounting and control, demand vocational training
processing, requisition and re-supply, receipt and release of preferred. One to two
property, shipments, and management information recoverability. years of related
Prepares supply reports and supply statistical data. Resolves experience.
technical problems related to supply support. Maintains operating
budget for supplies and equipment. Operates and maintains
automated supply system. Must be able to follow technical written
procedures issued by the Federal government for requisitioning,
receiving and storing supplies, repair parts and equipment. Must be
familiar with inspection, accountability, and reporting of supply
and shipping shortages. Must be familiar with and be able to
provide data entry for manual and automated supply systems.
Performs other, related duties as assigned.
Supply Technician Performs a wide range of substantive clerical/technical support High School or equivalent
* work. Accomplishes inventory accounting and control, demand vocational training and 2

processing, requisition and re-supply, receipt and release of
property, shipments, and management information recoverability.
Prepares supply reports and supply statistical data. Resolves
technical problems related to supply support. Maintains operating
budget for supplies and equipment. Operates and maintains
automated supply system. Must be able to follow technical written
procedures issued by the Federal government for requisitioning,
receiving and storing supplies, repair parts and equipment. Must be
familiar with inspection, accountability, and reporting of supply
and shipping shortages. Must be familiar with and be able to

to4 years related
experience. May
substitute one year of
military technical training
in logistics and two years
experience.
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provide data entry for manual and automated supply systems.
Performs other, related duties as assigned.
System Test Specialized experience includes progressive experience in Bachelors Degree in
Engineer 1 designing and performing tests of complex mechanical, electro- Engineering, a related
mechanical and electrical/electronic systems. Designs test field or equivalent

equipment for specialized testing, designs automated test systems experience. Entry level

and writes software for automated testing. Provides technical position.
assistance and troubleshooting during testing. Writes and verifies

test procedures and specifies standard and/or special test
equipment to be used for each procedure. Confers with other
functions concerning jigs, fixtures and other test equipment and
devices necessary for a given procedure. Works with other

engineers and with system logisticians to evaluate product design

from a testing standpoint and recommends changes that would

facilitate testability. Writes calibration, alignment and
preventative maintenance procedures and schedules to ensure test
equipment is maintained and checked for accuracy at designated
intervals.
System Test Specialized experience includes progressive experience in Bachelors Degree in

Engineer 11

designing and performing tests of complex mechanical, electro-
mechanical and electrical/electronic systems. Designs test
equipment for specialized testing, designs automated test systems
and writes software for automated testing. Provides technical
assistance and troubleshooting during testing. Writes and verifies
test procedures and specifies standard and/or special test
equipment to be used for each procedure. Confers with other
functions concerning jigs, fixtures and other test equipment and
devices necessary for a given procedure. Works with other
engineers and with system logisticians to evaluate product design
from a testing standpoint and recommends changes that would
facilitate testability. Writes calibration, alignment and
preventative maintenance procedures and schedules to ensure test
equipment is maintained and checked for accuracy at designated
intervals.

Engineering a related
field or equivalent
experience; plus 2 to 4
years of related test
experience.

System Test
Engineer 111

Specialized experience includes progressive experience in
designing and performing tests of complex mechanical, electro-
mechanical and electrical/electronic systems. Designs test

Bachelors Degree in
Engineering, a related
field or equivalent
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equipment for specialized testing, designs automated test systems experience; plus 5 to 9
and writes software for automated testing. Provides technical years of progressively
assistance and troubleshooting during testing. Writes and verifies | complex test experience.
test procedures and specifies standard and/or special test
equipment to be used for each procedure. Confers with other
functions concerning jigs, fixtures and other test equipment and
devices necessary for a given procedure. Works with other
engineers and with system logisticians to evaluate product design
from a testing standpoint and recommends changes that would
facilitate testability. Writes calibration, alignment and
preventative maintenance procedures and schedules to ensure test
equipment is maintained and checked for accuracy at designated
intervals.
System Test Specialized experience includes progressive experience in Masters Degree or
Engineer IV designing and performing tests of complex mechanical, electro- equivalent in
mechanical and electrical/electronic systems. Designs test Engineering, a related
equipment for specialized testing, designs automated test systems field or equivalent
and writes software for automated testing. Provides technical experience; plus 12 or
assistance and troubleshooting during testing. Writes and verifies | more years of applicable
test procedures and specifies standard and/or special test progressively complex
equipment to be used for each procedure. Confers with other test experience.
functions concerning jigs, fixtures and other test equipment and
devices necessary for a given procedure. Works with other
engineers and with system logisticians to evaluate product design
from a testing standpoint and recommends changes that would
facilitate testability. Writes calibration, alignment and
preventative maintenance procedures and schedules to ensure test
equipment is maintained and checked for accuracy at designated
intervals.

Systems Responsible for task efforts required to attain logistics systems’ Bachelors Degree, plus 5
Accreditation accreditation/ certification. Tests and validates automated logistics to 7 years of general
Certification systems and related products. Works with relevant Federal computer experience with

Specialist Certification Accreditation (C&A) standards, processes and 3 years specialized

testing. Responsible for establishing and maintaining efficient and experience in
effective project management. Manages and controls work accreditation required.
performed under contract requirements. Responsible for systems May be subject to a
analysis, design and/or software development. government security
investigation and must
meet eligibility
requirements for access to
classified informa
TECHNICAL The Technical Specialist 1 supports higher-level technical Bachelor’s degree, or four
SPECIALIST I specialists, engineers and analysts in specialized support years of related

disciplines including but not limited to Program Management,
Training, Documentation, Tech Writing, Network,

experience without a
degree may be

communications and Graphics/Engineering Graphics. Supports substituted.
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business, management, and technical projects with regard to
satisfying technical requirements.
TECHNICAL The Technical Specialist 2 supports higher level Technical Bachelor’s degree and
SPECIALIST I Specialists, engineers and analysts in specialized support one year of related
disciplines including but not limited to business and program experience, or five years
management, Training, Documentation, Tech Writing, Network, of related experience
communications and Graphics/Engineering Graphics. Evaluates without a degree may be
engineering projects with regard to technical requirements. substituted.
Extracts operational requirements from user community and
supports the achievement of system requirements.
TECHNICAL The Technical Specialist 3 supports higher level technical Bachelor’s degree and at
SPECIALIST III specialists, engineers and analysts in specialized support least three years of related
disciplines including but not limited to Program Management, experience, or seven years
Training, Documentation, Tech Writing, Network, of related experience
communications and Graphics. Evaluates projects with regard to without a degree may be
technical requirements. Extracts operational requirements from substituted.
user community and supports the achievement of business,
management and technical system requirements. Capable of
performing independent, unsupervised effort.
TECHNICAL The Technical Specialist 4 supports higher level Technical Bachelor’s degree and at
SPECIALIST IV Specialists, engineers and analysts in business, management and least six years of related.
technical analysis efforts in specialized support disciplines Experience, or ten years
including but not limited to Program Management, Training, of related experience
Documentation, Tech Writing, Network, communications and without a degree may be
Graphics/Engineering Graphics. Evaluates projects with regard to substituted.
the achievement of technical requirements. May be required to
provide daily supervision and direction to assigned staff.
TECHNICAL The Technical Specialist 5 supports business, technical and Bachelor’s degree and at
SPECIALIST V analysis efforts in specialized support disciplines including but not | least nine years of related.
limited to program/project management, training, documentation, experience, or thirteen
technical writing, network, communications and graphics. years of related
Evaluates business, management and engineering projects with experience without a
regard to technical requirements. Provides daily supervision and degree may be
direction to assigned staff. substituted.
TECHNICAL The Technical Specialist 6 provides senior specialized business, Bachelor’s degree and
SPECIALIST VI technical and analytic efforts in focused support disciplines

including but not limited to program/project management, training,

documentation, technical writing, network technology,
communications and graphics. Leads related technical evaluation
business, management and engineering projects with regard to
defining, and implementing technical requirements. Provides
daily technical consultation to business managers, and is capable
of providing technical supervision and direction to assigned staff.

thirteen years of related.
Experience, or seventeen
years of related
experience without a
degree may be
substituted.

Authorized Federal Supply Schedule Price List
47QTCA21D0031

Page 315




(EMY-Y Schedule

MANTECH

ALWAYS ADVANCING

Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Technical Support
Analyst I

Plans, conducts and technically directs projects or major phases of
significant engineering and maintenance projects. Coordinates the
efforts of technical support personnel, drafters, technical writers
and electronics technicians in the performance of assigned
projects. Conducts investigation and tests of considerable
complexity. Recommends corrections in technical applications
and analysis. Evaluates vendor capabilities to provide required
products or services. Conducts investigations and studies and
presents recommendations and solutions related to short and long
range program planning requirements. Classifies and summarizes
data for the preparations and submission of reports on a recurring
basis. Provides advice and assistance to managers which directly
affect the conduct and attainment of agency goals and objectives.
Responsible for identifying, researching and evaluating new and
emerging technology to support strategic planning initiatives.
Performs evaluations, site surveys, requirements analysis and
definition technology prototyping, and cost analyses. Develops
“proof of concept” through use of techniques such as rapid
prototyping as a means for accelerating delivery of turnkey
systems. May recommend changes in technology, which support
new and/or revised business practices. May provide technical
consultation to other organizations and work leadership to lower
level employees.

Bachelor’s Degree

Technical Support
Analyst 11

Plans, conducts and technically directs projects or major phases of
significant engineering and maintenance projects. Coordinates the
efforts of technical support personnel, drafters, technical writers
and electronics technicians in the performance of assigned
projects. Conducts investigation and tests of considerable
complexity. Recommends corrections in technical applications
and analysis. Evaluates vendor capabilities to provide required
products or services. Conducts investigations and studies and
presents recommendations and solutions related to short and long
range program planning requirements. Classifies and summarizes
data for the preparations and submission of reports on a recurring
basis. Provides advice and assistance to managers which directly
affect the conduct and attainment of agency goals and objectives.
Responsible for identifying, researching and evaluating new and
emerging technology to support strategic planning initiatives.
Performs evaluations, site surveys, requirements analysis and
definition technology prototyping, and cost analyses. Develops
“proof of concept” through use of techniques such as rapid
prototyping as a means for accelerating delivery of turnkey
systems. May recommend changes in technology, which support
new and/or revised business practices. May provide technical
consultation to other organizations and work leadership to lower
level employees.

Bachelor’s Degree plus 2
years experience
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Technical Support
Analyst II1

Plans, conducts and technically directs projects or major phases of
significant engineering and maintenance projects. Coordinates the
efforts of technical support personnel, drafters, technical writers
and electronics technicians in the performance of assigned
projects. Conducts investigation and tests of considerable
complexity. Recommends corrections in technical applications
and analysis. Evaluates vendor capabilities to provide required
products or services. Conducts investigations and studies and
presents recommendations and solutions related to short and long
range program planning requirements. Classifies and summarizes
data for the preparations and submission of reports on a recurring
basis. Provides advice and assistance to managers which directly
affect the conduct and attainment of agency goals and objectives.
Responsible for identifying, researching and evaluating new and
emerging technology to support strategic planning initiatives.
Performs evaluations, site surveys, requirements analysis and
definition technology prototyping, and cost analyses. Develops
“proof of concept” through use of techniques such as rapid
prototyping as a means for accelerating delivery of turnkey
systems. May recommend changes in technology, which support
new and/or revised business practices. May provide technical
consultation to other organizations and work leadership to lower
level employees.

Bachelor’s Degree plus 5
years experience

Technical Support
Analyst [V

Plans, conducts and technically directs projects or major phases of
significant engineering and maintenance projects. Coordinates the
efforts of technical support personnel, drafters, technical writers
and electronics technicians in the performance of assigned
projects. Conducts investigation and tests of considerable
complexity. Recommends corrections in technical applications
and analysis. Evaluates vendor capabilities to provide required
products or services. Conducts investigations and studies and
presents recommendations and solutions related to short and long
range program planning requirements. Classifies and summarizes
data for the preparations and submission of reports on a recurring
basis. Provides advice and assistance to managers which directly
affect the conduct and attainment of agency goals and objectives.
Responsible for identifying, researching and evaluating new and
emerging technology to support strategic planning initiatives.
Performs evaluations, site surveys, requirements analysis and
definition technology prototyping, and cost analyses. Develops
“proof of concept” through use of techniques such as rapid
prototyping as a means for accelerating delivery of turnkey
systems. May recommend changes in technology, which support
new and/or revised business practices. May provide technical
consultation to other organizations and work leadership to lower
level employees.

Bachelor’s Degree plus 7
years experience
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Technical Support
Analyst V

Plans, conducts and technically directs projects or major phases of
significant engineering and maintenance projects. Coordinates the
efforts of technical support personnel, drafters, technical writers
and electronics technicians in the performance of assigned
projects. Conducts investigation and tests of considerable
complexity. Recommends corrections in technical applications
and analysis. Evaluates vendor capabilities to provide required
products or services. Conducts investigations and studies and
presents recommendations and solutions related to short and long
range program planning requirements. Classifies and summarizes
data for the preparations and submission of reports on a recurring
basis. Provides advice and assistance to managers which directly
affect the conduct and attainment of agency goals and objectives.
Responsible for identifying, researching and evaluating new and
emerging technology to support strategic planning initiatives.
Performs evaluations, site surveys, requirements analysis and
definition technology prototyping, and cost analyses. Develops
“proof of concept” through use of techniques such as rapid
prototyping as a means for accelerating delivery of turnkey
systems. May recommend changes in technology, which support
new and/or revised business practices. May provide technical
consultation to other organizations and work leadership to lower
level employees.

Bachelor’s Degree plus
10 years experience

Training Specialist |

Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, specific
logistics system elements/components or any general/specific
functional area as required. Analyzes training requirements and
objectives and identifies appropriate and specific training
equipment, material, methods and media. Coordinates the
maintenance and development of training material as necessary to
ensure integration with on-going system development and
operations. May perform the lead role in all phases of Instructional
Systems Design and/or serve as day-to-day project/task manager
and designer/developer on many projects. May conduct complex
courses from start to completion or assist other instructors and
lower level trainers in the classroom. Coordinates the
development and delivery of training programs in support of
complex products and procedures and/or for a major area or
customer. May provide work leadership for lower level
employees, including evaluating the effectiveness of their training
presentations and programs. May provide input to management
for scope, schedule and cost estimates. Updates course
documentation to ensure timeliness and relevance. May assist in
the development and establishment of the course content and
objectives, and conduct training sessions, presenting information,
directing structured learning experiences and managing group

Bachelor’s Degree
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discussions. Focus is on specific areas of technical knowledge or

on-the-job capabilities needed for particular positions. These skills
may include logistics applications, phone systems, product
assembly, policies and procedures, and inventory planning.

Responsible for developing, implementing, and conducting courses | Bachelor’s Degree plus 2

years experience

Training Specialist
II

maintenance and development of training material as necessary to

operations. May perform the lead role in all phases of Instructional

of instruction relating to logistics, logistics systems, specific
logistics system elements/components or any general/specific
functional area as required. Analyzes training requirements and
objectives and identifies appropriate and specific training
equipment, material, methods and media. Coordinates the

ensure integration with on-going system development and

Systems Design and/or serve as day-to-day project/task manager
and designer/developer on many projects. May conduct complex
courses from start to completion or assist other instructors and
lower level trainers in the classroom. Coordinates the
development and delivery of training programs in support of
complex products and procedures and/or for a major area or
customer. May provide work leadership for lower level
employees, including evaluating the effectiveness of their training
presentations and programs. May provide input to management
for scope, schedule and cost estimates. Updates course
documentation to ensure timeliness and relevance. May assist in
the development and establishment of the course content and
objectives, and conduct training sessions, presenting information,
directing structured learning experiences and managing group
discussions. Focus is on specific areas of technical knowledge or
on-the-job capabilities needed for particular positions. These skills
may include logistics applications, phone systems, product
assembly, policies and procedures, and inventory planning.

Bachelor’s Degree plus 5

Training Specialist
11

Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, specific
logistics system elements/components or any general/specific

functional area as required. Analyzes training requirements and

objectives and identifies appropriate and specific training
equipment, material, methods and media. Coordinates the
maintenance and development of training material as necessary to
ensure integration with on-going system development and
operations. May perform the lead role in all phases of Instructional
Systems Design and/or serve as day-to-day project/task manager
and designer/developer on many projects. May conduct complex
courses from start to completion or assist other instructors and
lower level trainers in the classroom. Coordinates the

years experience

development and delivery of training programs in support of

complex products and procedures and/or for a major area or
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employees, including evaluating the effectiveness of their training
presentations and programs. May provide input to management

documentation to ensure timeliness and relevance. May assist in
the development and establishment of the course content and
objectives, and conduct training sessions, presenting information,
directing structured learning experiences and managing group
discussions. Focus is on specific areas of technical knowledge or

on-

customer. May provide work leadership for lower level

for scope, schedule and cost estimates. Updates course

the-job capabilities needed for particular positions. These skills
may include logistics applications, phone systems, product

assembly, policies and procedures, and inventory planning.
Bachelor’s Degree plus 7

Training Specialist | Re
v

functional area as required. Analyzes training requirements and

maintenance and development of training material as necessary to
operations. May perform the lead role in all phases of Instructional

and designer/developer on many projects. May conduct complex

sponsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, specific
logistics system elements/components or any general/specific

objectives and identifies appropriate and specific training
equipment, material, methods and media. Coordinates the

ensure integration with on-going system development and
Systems Design and/or serve as day-to-day project/task manager

courses from start to completion or assist other instructors and
lower level trainers in the classroom. Coordinates the
development and delivery of training programs in support of
complex products and procedures and/or for a major area or
customer. May provide work leadership for lower level
employees, including evaluating the effectiveness of their training
presentations and programs. May provide input to management
for scope, schedule and cost estimates. Updates course
documentation to ensure timeliness and relevance. May assist in
the development and establishment of the course content and
objectives, and conduct training sessions, presenting information,
directing structured learning experiences and managing group
discussions. Focus is on specific areas of technical knowledge or
on-the-job capabilities needed for particular positions. These skills
may include logistics applications, phone systems, product
assembly, policies and procedures, and inventory planning.

years experience

Bachelor’s Degree plus

Training Specialist
A%

Responsible for developing, implementing, and conducting courses
of instruction relating to logistics, logistics systems, specific
logistics system elements/components or any general/specific

functional area as required. Analyzes training requirements and
objectives and identifies appropriate and specific training

equipment, material, methods and media. Coordinates the

maintenance and development of training material as necessary to

10 years experience
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ensure integration with on-going system development and
operations. May perform the lead role in all phases of Instructional
Systems Design and/or serve as day-to-day project/task manager
and designer/developer on many projects. May conduct complex
courses from start to completion or assist other instructors and
lower level trainers in the classroom. Coordinates the
development and delivery of training programs in support of
complex products and procedures and/or for a major area or
customer. May provide work leadership for lower level
employees, including evaluating the effectiveness of their training
presentations and programs. May provide input to management
for scope, schedule and cost estimates. Updates course
documentation to ensure timeliness and relevance. May assist in
the development and establishment of the course content and
objectives, and conduct training sessions, presenting information,
directing structured learning experiences and managing group
discussions. Focus is on specific areas of technical knowledge or
on-the-job capabilities needed for particular positions. These skills
may include logistics applications, phone systems, product
assembly, policies and procedures, and inventory planning.

Transportation
Specialist I

Provides consultation and support to the full-range of distribution
and transportation analyses in support of Government programs.
Provides expertise in distribution system analysis, development,

and management; location modeling and distribution network
analysis. Also provides technical assistance in fleet planning;
operations and maintenance; carrier management and/or routing;
and freight management (forwarding, consolidation). Provides
consultation on distribution and transportation technology,
including tracking system analysis, design, operations, and
management. Performs day-to-day management of assigned task
order projects in the transportation area. Organizes, directs, and
supervises other project personnel in the execution of task order
activities. Responsible for the physical movement of inbound and
outbound shipments via air, land, rail, sea, or pipeline.
Responsible for all distribution functions. This includes shipments
to both domestic and possibly international customers/locations.
Plans, schedules, and routes inbound and outbound domestic and
international shipments of freight, using knowledge of postal
regulations, tariffs, and company policy. Coordinates with
carriers, audits freight bills, prepares and negotiates claims, and
selects or recommends carriers to ensure efficient, timely, and least
expensive movement of goods and material. Conducts research on
transportation methods, rates, and routes. Develops programs to
audit and monitor carrier rates and charges and evaluates past
performance and cost of transportation.

Bachelors Degree in an
applicable engineering
field or equivalent. Entry
level position up to 2
years logistics
engineering experience.
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Transportation
Specialist 11

Provides consultation and support to the full-range of distribution
and transportation analyses in support of Government programs.
Provides expertise in distribution system analysis, development,

and management; location modeling and distribution network
analysis. Also provides technical assistance in fleet planning;
operations and maintenance; carrier management and/or routing;
and freight management (forwarding, consolidation). Provides
consultation on distribution and transportation technology,
including tracking system analysis, design, operations, and
management. Performs day-to-day management of assigned task
order projects in the transportation area. Organizes, directs, and
supervises other project personnel in the execution of task order
activities. Responsible for the physical movement of inbound and
outbound shipments via air, land, rail, sea, or pipeline.
Responsible for all distribution functions. This includes shipments
to both domestic and possibly international customers/locations.
Plans, schedules, and routes inbound and outbound domestic and
international shipments of freight, using knowledge of postal
regulations, tariffs, and company policy. Coordinates with
carriers, audits freight bills, prepares and negotiates claims, and
selects or recommends carriers to ensure efficient, timely, and least
expensive movement of goods and material. Conducts research on
transportation methods, rates, and routes. Develops programs to
audit and monitor carrier rates and charges and evaluates past
performance and cost of transportation.

Bachelors degree in
applicable engineering
field or equivalent, plus 5
to 7 years logistics
engineering experience.

Vehicle
Maintenance
Technician I*

Repairs, rebuilds or overhauls major assemblies of internal
combustion automobiles, buses, trucks, or tractors. Diagnoses the
source of the trouble and determines the extent of repairs required;

replacing worn or broken parts such as piston rings, bearings, or
other engine parts; grinding and adjusting valves; rebuilding
carburetors; overhauling transmissions; and repairing fuel
injection, lighting, and ignition systems. May perform the
following or may serve as a resource to lower level employees:
checks and replaces batteries; rotates, repairs, and replaces tires;
drains, flushes, and replaces engine, transmission, and differential
grease and oils; checks, cleans, calibrates, and replaces spark
plugs; cleans and replaces oil and air filters. Adjusts brakes,
replaces windshield wipers, and similar minor parts.

Entry level position.
Some high school or
vocational training
preferred.
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Vehicle Repairs, rebuilds or overhauls major assemblies of internal Requires well-rounded
Maintenance combustion automobiles, buses, trucks, or tractors. Diagnoses the | training and experience

Technician II*

source of the trouble and determines the extent of repairs required;
replacing worn or broken parts such as piston rings, bearings, or
other engine parts; grinding and adjusting valves; rebuilding
carburetors; overhauling transmissions; and repairing fuel
injection, lighting, and ignition systems. May perform the
following or may serve as a resource to lower level employees:
checks and replaces batteries; rotates, repairs, and replaces tires;
drains, flushes, and replaces engine, transmission, and differential
grease and oils; checks, cleans, calibrates, and replaces spark
plugs; cleans and replaces oil and air filters. Adjusts brakes,
replaces windshield wipers, and similar minor parts.

usually acquired through

a formal apprenticeship or

equivalent training and
experience.

Vehicle
Maintenance
Technician I1T*

Repairs, rebuilds or overhauls major assemblies of internal
combustion automobiles, buses, trucks, or tractors. Diagnoses the
source of the trouble and determines the extent of repairs required;

replacing worn or broken parts such as piston rings, bearings, or
other engine parts; grinding and adjusting valves; rebuilding
carburetors; overhauling transmissions; and repairing fuel
injection, lighting, and ignition systems. May perform the
following or may serve as a resource to lower level employees:
checks and replaces batteries; rotates, repairs, and replaces tires;
drains, flushes, and replaces engine, transmission, and differential
grease and oils; checks, cleans, calibrates, and replaces spark
plugs; cleans and replaces oil and air filters. Adjusts brakes,
replaces windshield wipers, and similar minor parts.

Requires knowledge
usually acquired through
a formal apprenticeship or
equivalent training and a

minimum of 2 years

related experience.

Vehicle Service
Technician I*

Performs a variety of minor repairs and services to maintain motor
vehicles. Places and maintains decals on vehicles. Supplies all
types of vehicles with gasoline or diesel fuel, and records mileage
and tag numbers. Checks fluid levels of transmissions, battery,
cooling system and engine oil. Checks tires for wear and for
pressure. Replaces wiper blades, fuses, sealed beam lights, and
light bulbs. Inspects equipment and performs preventive
maintenance services. Changes oil and filter, and lubricates and
greases vehicles. Washes and cleans interiors and exteriors of
vehicles; seals rubber patch to tube, using hot vulcanizing plate.
Reassembles tire onto wheel, and places wheel on balancing
machine to determine counterweights required to balance wheel.
Hammers required counterweights onto rim of wheel. Assists on
major overhaul jobs by disassembling and cleaning parts, repairing
components such as generators and water pumps, and replacing

thermostats, points, electrical wiring and other items. Performs a
variety of tasks such as washing, cleaning and lubricating vehicles;
loading, unloading, and storing automotive parts and supplies; and
maintaining work areas. Maintains tools and equipment, and cleans

Entry level position.
Some high school or
vocational training
preferred.

work areas.
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Labor Category

Functional Responsibilities

Labor
Qualifications/Minimum
Requirements

Vehicle Service
Technician IT*

Performs a variety of minor repairs and services to maintain motor
vehicles. Places and maintains decals on vehicles. Supplies all
types of vehicles with gasoline or diesel fuel, and records mileage
and tag numbers. Checks fluid levels of transmissions, battery,
cooling system and engine oil. Checks tires for wear and for
pressure. Replaces wiper blades, fuses, sealed beam lights, and
light bulbs. Inspects equipment and performs preventive
maintenance services. Changes oil and filter, and lubricates and
greases vehicles. Washes and cleans interiors and exteriors of
vehicles; seals rubber patch to tube, using hot vulcanizing plate.
Reassembles tire onto wheel, and places wheel on balancing
machine to determine counterweights required to balance wheel.
Hammers required counterweights onto rim of wheel. Assists on
major overhaul jobs by disassembling and cleaning parts, repairing
components such as generators and water pumps, and replacing
thermostats, points, electrical wiring and other items. Performs a
variety of tasks such as washing, cleaning and lubricating vehicles;
loading, unloading, and storing automotive parts and supplies; and
maintaining work areas. Maintains tools and equipment, and cleans
work areas.

Requires well-rounded
training and experience
usually acquired through
a formal apprenticeship or
equivalent training and
experience.

Vehicle Service
Technician I11*

Performs a variety of minor repairs and services to maintain motor
vehicles. Places and maintains decals on vehicles. Supplies all
types of vehicles with gasoline or diesel fuel, and records mileage
and tag numbers. Checks fluid levels of transmissions, battery,
cooling system and engine oil. Checks tires for wear and for
pressure. Replaces wiper blades, fuses, sealed beam lights, and
light bulbs. Inspects equipment and performs preventive
maintenance services. Changes oil and filter, and lubricates and
greases vehicles. Washes and cleans interiors and exteriors of
vehicles; seals rubber patch to tube, using hot vulcanizing plate.
Reassembles tire onto wheel, and places wheel on balancing
machine to determine counterweights required to balance wheel.
Hammers required counterweights onto rim of wheel. Assists on
major overhaul jobs by disassembling and cleaning parts, repairing
components such as generators and water pumps, and replacing
thermostats, points, electrical wiring and other items. Performs a
variety of tasks such as washing, cleaning and lubricating vehicles;
loading, unloading, and storing automotive parts and supplies; and
maintaining work areas. Maintains tools and equipment, and cleans
work areas.

Requires knowledge
usually acquired through
a formal apprenticeship or
equivalent training and a
minimum of 2 years
related experience.

Vehicle/Automotive
Electrician I*

Tests, repairs, overhauls, modifies, and maintains electrical
equipment of a specialized nature such as automatic alternator
synchronizing equipment, amplidyne control units, voltage
regulating equipment, generators, switching and control panels,

High School Diploma or
equivalent vocational
training. Entry level
position up to 2 years

and junction boxes, in motor vehicles such as automobiles, buses experience.
and trucks. Responsible for assembling, modifying, and repairing
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Labor Category Functional Responsibilities Labor
Qualifications/Minimum
Requirements
electronic and electrical assemblies. Works from wiring and
assembly drawings, operation sheets, specifications and sketches.
Vehicle/Automotive Tests, repairs, overhauls, modifies, and maintains electrical

Electrician IT*

equipment of a specialized nature such as automatic alternator
synchronizing equipment, amplidyne control units, voltage
regulating equipment, generators, switching and control panels,
and junction boxes, in motor vehicles such as automobiles, buses
and trucks. Responsible for assembling, modifying, and repairing
electronic and electrical assemblies. Works from wiring and
assembly drawings, operation sheets, specifications and sketches.

High School Diploma or
equivalent vocational
training, plus 2 to 3 years
related experience.

Warehouse
Supervisor

Responsible for supervising and coordinating the activities of
warehouse persons responsible for ordering, receiving,
inventorying, issuing, and shipping materials, supplies, tools,
equipment, and parts in stockroom, warehouse, or yard.
Responsible for the efficient planning for the layout of the
stockroom, warehouse, and other storage areas. Reviews records
for accuracy of information and compliance with established
company/government/customer procedures, and determines
adequacy of stock levels. Responsible for the physical custody
and accuracy of inventory records for component items,
assemblies, and/or finished goods. Responsible for the security
and accountability of goods within jurisdiction. Ensures that
goods are packaged and protected for shipment according to
specifications. Must be able to complete logistics requirements
determination studies, inventory and requisition supplies, repair
parts and equipment, and maintain stock of supplies and
equipment. Must be familiar with government and defense
department accountability and associated record keeping policies
and procedures including transportation modes, packing and
shipping standards, and quality assurance practices.
Knowledgeable of automated and manual supply systems and
equipment serviceability standards and criteria.

Associate Degree or
equivalent training in
logistics, plus 5 to 6 years
of logistics experience.

*SCA Labor
Category
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Labor Category Descriptions applicable to SIN 541620

Labor Category

Functional Responsibilities

Environmental Program Manager

Directs, prepares and oversees program in response to customer requests and
internal recommendations; develops, plans, organizes, coordinates and
allocates staffing resources for multiple task plans and sub-task plans given
contract work statements and written or verbal customer directions and other
contract commitments; selects, directs, supervises, trains, monitors and
evaluates program personnel and work performance of project managers and
task leaders; provides technical oversight as needed; directs range and
environmental planning efforts for sustainability programs; researches and
analyzes performance data and prepares program progress reports; organizes
and conducts progress meetings, briefings, performance reviews with
customer representatives and project team members; monitors changes in
defense strategies and sustainability policies and procedures.

Minimum Experience

Broad and progressively responsible experience in environmental planning
and related fields supporting government agencies. Broad experience in
project management, line management, cost proposals, and contract
administration.

Minimum Education

Must have a Master's degree with 10 years experience or a Bachelors' degree
and 14 years experience

Environmental Project Manager - Sr.

Assists program manager in developing task order goals and overall
planning; directs, prepares and oversees task order proposals in response to
customer requests and internal recommendations; develops, plans,
organizes, coordinates and allocates staffing resources to contracted task
plans and sub-task plans given contract work statements and written or
verbal customer directions and other contract commitments; provides
technical oversight as needed; researches and analyzes performance data and
prepares company and program progress reports; organizes, conducts and
attends progress meetings, briefings, performance reviews with customer
representatives and project team members; monitors changes in defense
strategies and sustainability policies and procedures.

Minimum Experience

Broad and progressively responsible experience in areas such as project
management, research and product development, systems acquisition and
contracts administration. Extensive experience in managing projects that
are broad in scope, schedule and budget and cover multiple disciplines.

Minimum Education

Must have a Master’s degree and 6 years experience or a Bachelor’s degree
and 10 years experience.

Environmental Project Manager - Staff

Assists program manager in developing task order goals and overall
planning; directs, prepares and oversees task order proposals in response to
customer requests and internal recommendations; develops, plans,
organizes, coordinates and allocates staffing resources to contracted task
plans and sub-task plans given contract work statements and written or
verbal customer directions and other contract commitments; provides
technical oversight as needed; researches and analyzes performance data and
prepares company and program progress reports; organizes, conducts and
attends progress meetings, briefings, performance reviews with customer
representatives and project team members; monitors changes in defense
strategies and sustainability policies and procedures.
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Labor Category

Functional Responsibilities

Minimum Experience

Broad and progressively responsible experience in project management and
contract administration. Extensive experience in one or more of the
following: military operations, range management, environmental planning,
and master planning.

Minimum Education

Must have a Bachelor’s degree and 2 years experience or an Associate’s
degree and 6 years experience in the appropriate specialty area.

Quality Assurance/Quality Control
Manager

Directs, prepares and oversees QC program in response to customer
requirements and internal recommendations; develops, plans, organizes,
coordinates, schedules, and allocates QC staffing resources for multiple task
plans and sub-task plans given contract work statements and written or
verbal customer directions and other contract commitments; selects, directs,
supervises, trains, monitors and evaluates program QC personnel, including
subcontractors. Supervises oversight of subcontractor QC plans. Promotes
technical excellence on the program, including furtherance of the Quality
Improvement Process. Oversees development of Work Plan, QA/QC Plan
and associated documents.

Minimum Experience

Broad and progressively responsible experience in  Quality

Assurance/Quality Control programs, policies and administration.

Minimum Education

Must have a Bachelor’s degree and 10 years experience, or an Associate’s
degree and 12 years experience.

Environmental Subject Matter Expert

Subject matter expert for environmental and related issues. Ability to
apply advanced knowledge and experience to assist program manager in
meeting environmental planning and regulatory requirements.

Minimum Experience

Demonstrated SME expert in the field of biological/natural resources,
military/facility planning, acoustical analysis, advanced engineering
technologies, etc.

Minimum Education

Must have a Master's degree and 8 years experience, or a Bachelor's degree
and 12 years of experience.

Environmental Planner - Sr.

Performs complex planning tasks. May undertake comprehensive research
and investigations on major projects. Makes frequent contacts with
interorganizational sections involved in the project and other agencies such
as clients or subcontractors. May act in an advisory capacity on planning or
environmental matters. Makes independent planning studies, reports,
analyses, interpretations, and conclusions. Oversees work of junior planning
professionals and technicians. Provides technical assistance for
subordinates and assumes responsibility for their work.

Minimum Experience

Be technically competent in a relevant environmental discipline.

Minimum Education

Must have a Master’s degree and 6 years experience or a Bachelor’s degree
and 10 years experience.

Environmental Planner - Staff

Performs planning assignments requiring the application of basic principles
and available data in the planning field. This is a developing community
and environmental planning level in which the planner becomes proficient
in applying methods and procedures in planning work. Assignments
normally involve an element of a broader project, which is the
responsibility of a more senior planner. The Junior Planner develops
judgment and gains a wide variety of project experience. Receives general
supervision on assignments of a routine nature and close supervision on
assignments of a complex nature, with all work reviewed for completeness
and accuracy

Minimum Experience

Be technically competent in an environmental discipline.
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Labor Category

Functional Responsibilities

Minimum Education

Must have a Bachelor’s degree or an Associate’s degree and 6 years
experience in the appropriate specialty area.

Environmental Planner - Assoc

Performs planning assignments requiring the application of basic principles
and available data in the planning field. This is a developing community
and environmental planning level in which the planner becomes proficient
in applying methods and procedures in planning work. The Associate
Planner develops judgment and gains a variety of project experience.
Receives general supervision on assignments of a routine nature and close
supervision on assignments of a complex nature, with all work reviewed
for completeness and accuracy.

Minimum Experience

Be technically competent in an environmental discipline.

Minimum Education

Must have an Associate’s degree and 4 years experience in the appropriate
specialty area.

Civil/Transportation Engineer - Sr.

Performs a variety of engineering duties by applying basic engineering
techniques and analysis within one discipline. Prepares fundamental
engineering computations, material quantity takeoffs, estimates, surveys,
designs, and reports. Assists in reviewing supplier drawing submittals and
in technical bid analysis. Participates in field bench-scale, pilot-scale,
sampling and data collection activities.

Minimum Experience

Be technically competent in at least two of the following technical
disciplines: environmental engineering, civil engineering, electrical
engineering, marine engineering, ordnance engineering, transportation
engineering, hazardous materials engineering, and public health and safety
engineering.

Minimum Education

Must have a Master’s degree and 6 years experience or a Bachelor’s degree
and 10 years experience.

Civil/Transportation Engineer - Staff

Performs a variety of basic engineering duties and analysis within one
discipline. Supports the preparation of fundamental engineering
computations, material quantity takeoffs, estimates, surveys, designs, and
reports.

Minimum Experience

Be technically competent in at least two of the following technical
disciplines: environmental engineering, civil engineering, electrical
engineering, marine engineering, ordnance engineering, transportation
engineering, hazardous materials engineering, and public health and safety
engineering.

Minimum Education

Must have a Bachelor’s degree in the appropriate specialty area.

Environmental Engineer - Senior

Technically competent in at least two of the following technical
disciplines: environmental compliance, integrated environmental
management systems (EMS), natural and cultural management systems,
pollution prevention strategies, system engineering and design, system test
and evaluation, software engineering and development, information
security, network analysis, engineering, modeling and simulations,
operational analysis, or vulnerability and systems effectiveness, hazmat,
ordnance, water quality, public health and safety. Serves as liaison between
clients and regulatory agencies. Fully functional knowledge of
environmental laws, regulations, programs, policies and procedures.

Minimum Experience

Requires 10 years of work experience in the environmental engineering
field, including some supervisory experience. Requires working
knowledge of Federal and state health and safety regulations and reporting
procedures, as well as strong written and oral communication skills. Be
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Labor Category

Functional Responsibilities

technically competent in the environmental engineering and/or ordnance
engineering disciplines.

Minimum Education

Have at least a Bachelor's Degree, in field related to Environmental,
Ordnance, Chemical, Civil, Electric, Marine, or Public Health & Safety.

Environmental Engineer - Staff

Technically competent in at least two of the following technical
disciplines: environmental compliance, integrated environmental
management systems (EMS), natural and cultural management systems,
pollution prevention strategies, system engineering and design, system test
and evaluation, software engineering and development, information
security, network analysis, engineering, modeling and simulations,
operational analysis, or vulnerability and systems effectiveness, hazmat,
ordnance, water quality, public health and safety. Extensive knowledge of
environmental laws, regulations, programs, policies and procedures.
Coordinates with federal, state, and local agencies. Reviews system
specifications and impacts of operational requirements. Assesses modeling
and simulation results.

Minimum Experience

4 years experience in the appropriate specialty area.

Minimum Education

Have at least a Bachelor's Degree, in field related to Environmental,
Ordnance, Chemical, Civil, Electric, Marine, or Public Health & Safety.

Environmental Engineer - Assoc.

Technically competent in at least two of the following technical
disciplines: environmental compliance, integrated environmental
management systems (EMS), natural and cultural management systems,
pollution prevention strategies, system engineering and design, system test
and evaluation, software engineering and development, information
security, network analysis, engineering, modeling and simulations,
operational analysis, or vulnerability and systems effectiveness, hazmat,
ordnance, water quality, public health and safety. Extensive knowledge of
environmental laws, regulations, programs, policies and procedures.
Coordinates with federal, state, and local agencies. Reviews system
specifications and impacts of operational requirements. Assesses modeling
and simulation results.

Minimum Experience

2 years experience in the appropriate specialty area.

Minimum Education

Have at least a Bachelor's Degree, in field related to Environmental,
Ordnance, Chemical, Civil, Electric, Marine, or Public Health & Safety.

Simulation and Modeling Engineer (noise,
acoustic, airspace, operations)

In support of environmental projects, develops and applies formulas using
computer software; develops computer-simulated models in calculating
and testing performance assumptions; researches, analyzes, and computes
mathematical, physical and scientific data for integration into reports;
performs extended mathematical computations.

Minimum Experience

Extensive experience in physical, mathematical or scientific analysis.

Minimum Education

Must have a Master’s degree and 4 years experience, or a Bachelor’s
degree with 8 years experience.
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Labor Category

Functional Responsibilities

Environmental Operations Analyst-
Senior

Conduct analysis of scientific, commercial, and government activities for
potential environmental impacts. Activities may be related to (but not
limited to) aviation, conservation/restoration, construction, logistics,
transportation, manufacturing, military operations and training, scientific
research, resource exploration and extraction, energy, space launch and
recovery. May develop operational sustainability solutions integrating
environmental planning, and operational activities. Designs and develops
comprehensive strategies and integrated end-to-end technical solutions to
address environmental and sustainability needs for scientific, commercial
and government activities. Serves as liaison between clients and
regulatory agencies. Fully functional knowledge of environmental laws,
regulations, programs, policies and procedures.

Minimum Experience

Be technically competent in at least two or more of the scientific,
commercial, and government activities identified above

Minimum Education

Must have a Master’s degree with 8 years experience, or a Bachelor’s
degree and 10 years experience.

Environmental Operations Analyst- Staff

Conduct analysis of scientific, commercial, and government activities for
potential environmental impacts. Activities may be related to (but not
limited to) aviation, conservation/restoration, construction, logistics,
transportation, manufacturing, military operations and training, scientific
research, resource exploration and extraction, energy, space launch and
recovery. May develop operational sustainability solutions integrating
environmental planning, and operational activities. Designs and develops
comprehensive strategies and integrated end-to-end technical solutions to
address environmental and sustainability needs for scientific, commercial
and government activities.

Minimum Experience

Be technically competent in at least one of the scientific, commercial, and
government activities identified above

Minimum Education

Must have a Bachelor’s degree and 6 years experience in the appropriate
specialty area.

Facility Planner/Architect - Sr.

Performs complex planning tasks. May undertake comprehensive research
and investigations on major projects, as it relates to environmental
planning requirements. Makes frequent contacts with interorganizational
sections involved in the project and other agencies such as clients or
subcontractors. May act in an advisory capacity on planning or facilities
matters, and related environmental impacts. Designs and develops
comprehensive strategies and integrated end-to-end technical solutions to
address range sustainability with an operational perspective. Oversees
work of junior planning professionals and technicians. Provides technical
assistance for subordinates and assumes responsibility for their work.

Minimum Experience

Be technically competent in at least two of the following technical
disciplines: facility, land use, socioeconomics, airspace, transportation, and
operational analysis.

Minimum Education

Must have a Master’s degree with 8 years experience, or a Bachelor’s
degree and 10 years experience.

Facility Planner/Architect - Staff

Performs complex planning tasks. May undertake comprehensive research
and investigations on major projects, as it relates to environmental
planning requirements. Makes frequent contacts with interorganizational
sections involved in the project and other agencies such as clients or
subcontractors. May act in an advisory capacity on planning or facilities
matters, and related environmental impacts. Designs and develops
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Labor Category

Functional Responsibilities

comprehensive strategies and integrated end-to-end technical solutions to
address range sustainability with an operational perspective.

Minimum Experience

Be technically competent in at least two of the following technical
disciplines: facility, land use, socioeconomics, airspace, transportation,
and operational analysis.

Minimum Education

Must have a Master’s degree with 2 years experience, or a Bachelor’s
degree and 4 years experience.

Environmental Scientist - Sr.

Technically competent in at least two of the following technical
disciplines: air quality, anthropology, archaeology, biology (botanist,
terrestrial, aquatic, wildlife, marine, micro, fisheries, and wetlands),
chemical sciences (inorganic, organic, analytical, and geochemical),
ecological, environmental, geology, geography, hydrological, limnological,
oceanographic, pharmacological, physics, soils, statistical, toxicological,
water resources, and zoological sciences. Designs, evaluates and leads
scientific, physical and mathematical analyses for advanced development
programs. Advise on and/or perform research or other professional and
scientific work. Develops mathematical models and designs computer
software programs for analysis of engineering, scientific and biological
systems problems. Responsible for design and oversight of field
investigations, data interpretation, evaluation and design or mitigation
actions, and report preparation. Develops and maintains quality assurance
data to support analyses, and writes technical reports and papers for
publication. Participates in peer reviews of programs, in workshops, and in
conferences.

Minimum Experience

Requires extensive work experience in the environmental science field,
including some supervisory experience. Requires working knowledge of
Federal and state regulatory requirements and reporting procedures, as well
as strong written and oral communication skills. Be technically competent
in the environmental sciences and/or ordnance engineering disciplines.

Minimum Education

Must have a Master’s degree in related environmental area and 8 years
experience or a Bachelor’s degree and 12 years experience.

Environmental Scientist - Staff

Technically competent in at least two of the following technical
disciplines: air quality, anthropology, archaeology, biology (botanist,
terrestrial, aquatic, wildlife, marine, micro, fisheries, and wetlands),
chemical sciences (inorganic, organic, analytical, and geochemical),
ecological, environmental, geology, geography, hydrological, limnological,
oceanographic, pharmacological, physics, soils, statistical, toxicological,
water resources, and zoological sciences. Designs, evaluates and leads
scientific, physical and mathematical analyses for advanced development
programs. Advise on and/or perform research or other professional and
scientific work. Develops mathematical models and designs computer
software programs for analysis of engineering, scientific and biological
systems problems. Responsible for design and oversight of field
investigations, data interpretation, evaluation and design or mitigation
actions, and report preparation. Develops and maintains quality assurance
data to support analyses, and writes technical reports and papers for
publication. Participates in peer reviews of programs, in workshops, and in
conferences.
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Functional Responsibilities

Minimum Experience

Requires at least 4 years of work experience in the environmental science
field. Requires working knowledge of Federal and state regulatory
requirements and reporting procedures, as well as competent written and
oral communication skills. Be technically competent in the environmental
sciences and/or engineering disciplines.

Minimum Education

Must have a Master’s degree in related environmental area and 4 years
experience or a Bachelor’s degree and 6 years experience.

Environmental Scientist - Assoc

Technically competent in at least one of the following technical
disciplines: air quality, anthropology, archaeology, biology (botanist,
terrestrial, aquatic, wildlife, marine, micro, fisheries, and wetlands),
chemical sciences (inorganic, organic, analytical, and geochemical),
ecological, environmental, geology, geography, hydrological, limnological,
oceanographic, pharmacological, physics, soils, statistical, toxicological,
water resources, and zoological sciences. Designs, evaluates and leads
scientific, physical and mathematical analyses for advanced development
programs. Advise on and/or perform research or other professional and
scientific work. Develops mathematical models and designs computer
software programs for analysis of engineering, scientific and biological
systems problems. Responsible for design and oversight of field
investigations, data interpretation, evaluation and design or mitigation
actions, and report preparation. Develops and maintains quality assurance
data to support analyses, and writes technical reports and papers for
publication. Participates in peer reviews of programs, in workshops, and in
conferences.

Minimum Experience

Requires at least 2 years of work experience in the environmental science
field. Requires working knowledge of Federal and state regulatory
requirements and reporting procedures, as well as competent written and
oral communication skills. Be technically competent in the environmental
sciences and/or engineering disciplines.

Minimum Education

Must have a Bachelor's degree in related environmental area.

Biologist/Ecologist - Sr.

Conducts a wide variety of the more difficult analysis and report writing in
one or more scientific fields: terrestrial biology, marine biology, and water
quality. May interact with customer representatives concerning project
scheduling as well as operational or technical problems. Assisted by lower
level technicians and scientists. Able to work independently. May act in
an advisory capacity to senior management on scientific matters.

Minimum Experience

Extensive experience in biological or related sciences and/or scientific
analysis.

Minimum Education

Must have a Master’s degree related field and 4 years experience, or a
Bachelor’s degree with 10 years experience.

Biologist/Ecologist - Staff

Provides support to Senior Scientists in environmental planning analysis,
data input, and report writing in one or more scientific fields: terrestrial
biology, marine biology, water quality. Researches, analyzes, and
computes mathematical, physical and scientific data for integration into
reports. Reports and work under close supervision by senior personnel.

Minimum Experience

Minimum of 4 year of experience in biological or related sciences and/or
scientific analysis.

Minimum Education

Have at least a Bachelor's Degree in related field
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Biologist/Ecologist - Assoc

Provides support to Senior Scientists in environmental planning analysis,
data input, and report writing in one or more scientific fields: terrestrial
biology, marine biology, water quality. Researches, analyzes, and
computes mathematical, physical and scientific data for integration into
reports. Reports and work under close supervision by senior personnel.

Minimum Experience

Experience in biological or related sciences and/or scientific analysis.

Minimum Education

Have at least a Bachelor's Degree in related field

Cultural Resources Specialist - Sr.

Demonstrated experience with archaeological projects in compliance with
federal, state and local legislation. Has designed, directed and
implemented large- and small-scale prehistoric and historical archaeology
projects, architectural history, and archival and other cultural resource
projects. Expert in regulatory procedures and guidelines. Supervised and
implemented archaeological field and laboratory studies, documentary and
archival research, artifact analysis, site photography, cartography, and
technical report writing and preparation for Phase I, IT and III.
Coordination and implementation of Health and Safety plans.

Minimum Experience

Extensive experience in all phases of archaeological projects

Minimum Education

Must have a Master’s degree with 4 years experience or a Bachelor’s
degree and 10 years experience.

Cultural Resources Specialist - Staff.

Demonstrated experience with archaeological projects in compliance with
federal, state and local legislation. Has designed, directed and
implemented small-scale prehistoric and historical archaeology projects,
architectural history, and archival and other cultural resource projects.
Basic knowledge in regulatory procedures and guidelines. Experience in
archaeological field and laboratory studies, documentary and archival
research, artifact analysis, site photography, cartography, and technical
report writing and preparation for Phase I, I and III. Preparation of draft
Health and Safety plans.

Minimum Experience

Basic level of experience in all phases of archaeological projects

Minimum Education

Must have a Bachelor’s degree and 4 years experience, or an Associates
Degree and 6 years experience.

Cultural Resources Specialist - Assoc

Demonstrated experience with archaeological projects in compliance with
federal, state and local legislation. Has participated in small-scale
prehistoric and historical archaeology projects, architectural history, and
archival and other cultural resource projects. Basic knowledge in
regulatory procedures and guidelines. Experience in archaeological field
and laboratory studies, documentary and archival research, artifact
analysis, site photography, cartography, and technical report writing.

Minimum Experience

Basic level of experience in all phases of archaeological projects

Minimum Education

Must have a Bachelor’s degree and 2 years experience, or a high school
diploma and 4 years experience.
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Noise Specialist

Analyze noise impacts from construction, operations, airfields, and training
areas on the surrounding communities, wildlife habitats, and the
workplace. Designs noise abatement measures and prepares EISs, EAs,
and EIRs for various types of projects. Conducts field surveys and
performs computer modeling. Manage and prepare noise studies, conduct
environmental studies, planning studies, measurement programs, and
associated documentation. Prepare vibration studies and evaluate vibration
impacts from various activities and operations. Develops and applies
formulas using computer software; develops computer-simulated models in
calculating and testing performance assumptions; research's, analyzes, and
computes mathematical, physical and scientific data for integration into
reports; performs mathematical computations.

Minimum Experience

Demonstrated expertise in conducting noise studies and analyses.
Demonstrated experience in physical, mathematical, or scientific analysis.

Minimum Education

Must have a Master’s degree with 1 year of experience or a Bachelor’s
degree and 3 years experience.

Public Involvement Specialist Sr.

Develops public outreach and stakeholder involvement plans for complex
environmental planning projects. Works as mediator/facilitator for multi-
party consensus-building and dispute resolution processes on complex
policy issues; works as trainer, coach and strategist for agencies and
stakeholder groups building their internal capacity for collaborative action;
assists with research, theory development and evaluation efforts on
collaborative policy making. Independently responsible for cases with a
very high degree of policy, political, and stakeholder complexity. Oversees
subordinate staff. Demonstrated experience related to Federal and State
Govt environmental planning policy and processes. Strong, personable
presence in front of small and large groups, with developed public
speaking skills. Excellent written and verbal communication skills.

Minimum Experience

Demonstrated experience in interacting with senior military leaders in
developing outreach plans, consensus-building and/or dispute resolution
for multi-party, complex public policy processes, with skills in large and
small group facilitation, mediation, collaborative process design, and
interest-based negotiation.

Minimum Education

Must have a Master’s degree with 4 years experience, a Bachelor’s degree
and 8 years experience

Public Involvement Specialist - Staff

Supports the development of public outreach and stakeholder public
involvement plans for complex environmental planning projects. Assists
with research, theory development and evaluation efforts on collaborative
policy making. Demonstrated experience related to Federal and State Govt
environmental planning policy and processes. Strong, personable
presence in front of small and large groups, with some public speaking
skills. Excellent written and verbal communication skills.

Minimum Experience

Be technically competent in public policy and outreach or in an
environmental discipline.

Minimum Education

Must have a Bachelor’s degree or an Associate’s degree and 6 years
experience in public outreach.
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GIS Analyst - Senior

Performs complex geographic information systems (GIS) analyses on
geospatial data. Tasks include: Planning, designing, developing,
documenting, and analyzing spatial data; identifying GIS requirements;
analyzing image data; consulting on projects; applying GIS/CAD
technologies and techniques to develop map products for technical
documents, briefings and posters; modifying existing maps; proofing
maps; reviewing data sets for completeness and accuracy; printing finished
maps; creating and updating metadata; converting and displaying
geographic data from paper and electronic sources; providing GIS support.

Minimum Experience

Extensive experience in analyzing spatial data, working with GIS
applications, and developing map products. Considerable experience in
database design, development and management. Possesses a thorough
knowledge of relational database systems such as Microsoft SQL Server
and/or Oracle

Minimum Education

Must have a Bachelors' degree or an Associates degree and 10 years
experience

GIS Analyst - Staff

Performs complex geographic information systems (GIS) analyses on
geospatial data. Tasks include: Planning, designing, developing,
documenting, and analyzing spatial data; identifying GIS requirements;
analyzing image data; consulting on projects; applying GIS/CAD
technologies and techniques to develop map products for technical
documents, briefings and posters; modifying existing maps; proofing
maps; reviewing data sets for completeness and accuracy; printing finished
maps; creating and updating metadata; converting and displaying
geographic data from paper and electronic sources; providing GIS support.

Minimum Experience

Extensive experience in analyzing spatial data, working with GIS
applications, and developing map products

Minimum Education

Bachelor’s degree (in geography, cartography, planning, or related field
with emphasis in GIS/GPS) or Associates degree, and five years of related
experience.

GIS Developer

Analyze, design, develop, and implement Geographic Information System
based applications. Tasks include: designing, coding, testing, debugging,
and documenting GIS based applications and web sites; maintaining
existing identifying application requirements; providing GIS technical
support; consulting on projects.

Minimum Experience

Extensive experience in developing GIS related applications and web sites,
and using various programming languages. Knowledgeable of geography
concepts of spatial analysis, map design, digital image processing, and
coordinate geometry, spatial data, and GIS applications

Minimum Education

Bachelor’s degree (in geography, computer science, or related field with
emphasis in GIS/GPS or programming) or equivalent, and five years of
related experience

Geospatial Database Engineer

Analyzes, develops, and manages spatial data and management systems.
Tasks include: designing, developing, and managing databases; developing
data specifications and requirements; administering databases; developing
custom database applications and procedures; providing experienced
technical consultation in the definition, design, and creation of a database
environment and architectures; providing technical support.

Minimum Experience

Considerable experience in the development and, management of
geographic information systems (GIS) data management technologies.
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Minimum Education

Must have a Bachelor’s degree (in data management, computer science, or
related field with emphasis in GIS/GPS or programming) or equivalent and
seven years of related experience

Habitat Management Technician

Entry level Habitat Management Technician to support habitat restoration
projects. The Technician will work independently and under supervision of
project leaders to remove non-native grasses, weeds, and trees. The
Technician must possess existing experience and skill using handheld
power equipment, including chainsaws and brush cutters. Herbicide
application will frequently be required and applicant will be required to
obtain a “Qualified Applicator Certificate”.

Minimum Experience

Relevant experience in field work and/or landscaping maintenance related
activities.

Minimum Education

Associate’s Degree, or High School diploma and 2 years work experience

Environmental Web
Developer/Architect/Administrator

Designs, develops, and manages web-based applications and web sites in
support of environmental planning projects. Tasks include: designing,
developing, testing, and managing custom web-based systems; creating
web front-end user interface to new or existing databases; providing
technical support; consulting on environmental projects.

Minimum Experience

Considerable experience in web application design, development, and
management. Possesses a thorough knowledge of content management
systems, programming, and server software operations. Expert knowledge
in manage web and file servers.

Minimum Education

Bachelor’s degree (computer or information sciences) or equivalent, and
seven years of related experience in web design and management.

Graphics/Mapping Specialist

Operates computer graphics software or geographic information systems
programs to prepare and modify maps, charts, graphs, drawings, posters,
documents, block diagrams and schematics. Mapping tasks may include
developing map products to insert into technical documents, briefings and
posters; modifying existing maps; proofing maps for visual appearance,
completeness and accuracy; printing finished maps; creating and updating
metadata for geographic data sets; and converting and displaying
geographic information from various paper and electronic sources.
Graphical tasks may include editing basic format and type settings;
proofing work for visual appearance, completeness and accuracy;
performing art paste-up work; duplicating finished masters and files
finished documents; and drafting rough sketches and performing free-hand
illustration work.

Minimum Experience

Some experience or formal training in geographic information systems
(GIS) and/or technical illustration work is desirable.

Minimum Education

Must have a Bachelor’s degree (in computer science, or related field with
emphasis in programming) and five years of related experience
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UXO Tech III

The technician will perform the following: reconnaissance and
classification of UXO; identification of U.S. and foreign munitions and
associated components, pyrotechnic items, military explosives and
demolition materials. The technician will supervise the location of
subsurface UXO using military and/or civilian magnetometers, the
excavation and recovery of subsurface UXO, construction of UXO-related
protective works and the location of surface UXO by visual means. Work
involves transporting and storing UXO assuring compliance with Federal,
state, and local laws; disposal of UXO by burning/detonation, preparation
of an UXO disposal site, and preparation of an on-site safe holding area for
UXO. The Technician will determine UXO-related storage compatibility,
prepare an explosive storage plan, supervise donning and doffing of
personal protective equipment; operation of a personnel decontamination
station; maintenance and operator checks on all team equipment, prepare
UXO related administrative reports according to standard operating
procedures, and conduct daily team safety briefing. This Tech III
supervises the segregation of UXO-related scrap from non-UXO related
scrap, safe handling procedures, team preventive medicine and field
sanitation procedures, perform risk hazard analyses, interpret x-ray of
UXO, supervise field expedient identification procedures to ID explosive
contaminated soil, and emergency leak sealing and packaging of chemical
warfare material.

Minimum Experience

8 years of military EOD and/or commercial UXO experience in munitions
response actions or range clearance activities, as appropriate for the
contracted operation.

Minimum Education

Successfully completed formal course of instruction appropriate to this
skill level

UXO Tech II

The Unexploded Ordnance (UXO) Technician II will perform:
reconnaissance and classification of UXO, identification of U.S. and
foreign munitions and associated components, pyrotechnics, military
explosives and demolition materials. This technician will locate subsurface
UXO by visual means or using military and/or civilian magnetometers,
perform excavation procedures on buried UXO by manual and mechanical
means, and perform operator maintenance of military and/or civilian
magnetometers. This technician will also operate motor vehicle
transporting UXO, prepare an on-site safe holding area for UXO, perform
storage of UXO and demolition materials and prepare an UXO disposal
site; prepare non-electric firing system for an UXO disposal operation,
electric firing system for an UXO disposal operation, and a detonating cord
firing system. The technician will dispose of UXO/explosives by burning
and/or detonation, operate a personnel decontamination station, inspect
salvage UXO-related material, erect UXO-related protective works,
perform emergency leak seal and packaging of chemical warfare material,
and use radiographic (x-ray) equipment.

Minimum Experience

Three years prior military EOD experience or experience in response
munitions response actions or range clearance activities (as appropriate for
the contracted operation) plus specific project/explosives safety training.

Minimum Education

Successfully completed formal course of instruction appropriate to this
skill level
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UXO Tech 1

The Unexploded Ordnance (UXO) Technician I will perform:
reconnaissance and classification of UXO, identification of U.S. and
foreign munitions and associated components, pyrotechnics, military
explosives and demolition materials. This technician will locate subsurface
UXO by visual means or using military and/or civilian magnetometers,
perform excavation procedures on buried UXO by manual and mechanical
means, and perform operator maintenance of military and/or civilian
magnetometers. This technician will also operate motor vehicle
transporting UXO, prepare an on-site safe holding area for UXO, perform
storage of UXO and demolition materials and prepare an UXO disposal
site; prepare non-electric firing system for an UXO disposal operation,
electric firing system for an UXO disposal operation, and a detonating cord
firing system.

Minimum Experience

One year prior military EOD experience or experience in response
munitions response actions or range clearance activities (as appropriate for
the contracted operation) plus specific project/explosives safety training.

Minimum Education

Successfully completed formal course of instruction appropriate to this
skill level

Technical Editor/Report Writer

Coordinates, prepares, proofreads and edits publications including
proposals, reports, letters, and articles; analyzes materials for proper
format, sentence structure, grammar, logic, continuity, ease of reading, and
writing style; works with professional, management and sponsoring
personnel to determine communications needs, requirements and suggested
changes; monitors status of documents from rough draft to final copy;
maintains and updates resource library; supervises graphics and
publications support staff.

Minimum Experience

Considerable experience in writing and editing reports, proposals and
publications is required.

Minimum Education

Must have a Bachelor’s degree and 2 years experience, or a high school
diploma or GED and 4 years experience.

Typist/Clerical

Demonstrated experience with program administrative requirements, cost
performance reports, program completion reports, and related contractual
documentation; program, cost, and data management; data collection and
analysis.

Minimum Experience

Considerable experience in word processing, reporting, program and
project documentation, and other administrative functions.

Minimum Education

Must have an Associate’s degree and 2 years experience, or a high school
diploma or GED and 4 years experience.

Office Administrator

Updates, logs and distributes weekly status reports for managerial and task
leader review. Formats, types, edits, reproduces and distributes documents.
Verifies and reconciles purchase orders, invoices, and travel orders, cost
reports, profit and work order sheets prior to submission to Corporate
Office. Administers facility overhead budgets and petty cash fund.
Maintains resume files, performance evaluations and personnel records.
Processes timecards, insurance forms and payroll records. Trains, assigns,
coordinates, supervises and evaluates the work of office support staff.
Drafts, types and distributes correspondence for office personnel including
activity reports, project and variance reviews, proposals, graphic displays
and working group materials. Administers office security establishes and
maintains archive and office files. Receives, screens and routes calls to
appropriate SRS personnel. Schedules conferences. Purchases and
maintains office supplies and equipment inventory.
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Minimum Experience

Thorough experience in office administration and secretarial work,
preferably involving management of financial, contractual and personnel
records.

Minimum Education

Bachelor’s degree w/ 2 years experience or Associate's degree with 6 years
of experience

Office Assistant

Answers incoming telephone calls, transfers callers and takes messages.
Greets, screens and refers visitors to appropriate personnel. Types routine
letters and memos; sorts and delivers incoming mail and documents
including registered mail, certified mail and checks. Weighs, packages and
applies postage to outgoing mail. Orders supplies for stockroom and
kitchen. Contacts courier services to make special deliveries. Processes
invoices and sorts and files various records. Makes calls to request
maintenance and other services. Make travel arrangements as required.

Minimum Experience

None required (clerical work and public contact preferred).

Minimum Education

High school diploma or GED.
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